A195U"8 Cyber Resilience Assessment Framework (CRAF)

1. Governance

Governance - oversight

Level 1

1.

Designated members of management are
held accountable by the board or an
appropriate board committee for
implementing and managing the information

security and business continuity programs.
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Information security risks are discussed in
management meetings when prompted by
highly visible cyber events or regulatory

alerts.
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Management provides a written report on the
overall status of the information security and
business continuity programs to the board or
an appropriate board committee at least

annually.

USENINTINYITIYIIUATNTINVDITEUUSNEN
AUTTUAIUABAA YA SAUING LAZSTUUUSMSIANTS
ﬁmmmﬁmﬁmmqqiﬁa Wios8UReNENTIUNS
YosUs T ennEnssuMsTlFuLaUnEagtion
Yar 1 ada aidenisseaumsUssnoudgy
NANNIALTLUAIATY LU NANITAMUaEAnGS
srUUNSnwAuuasaonfansaLwA

v v

HansUf R Jamuasmansalddaya

v
=

AuuAsUaenfsamsaumANAnTLLAZ LN
nsudlvuazdesiumnnisel namsandunuuay
HANIVAZDULHUNTUINTANADILDIN 195N

s




Level 2

4.

At least annually, the board or an
appropriate board committee reviews and
approves the institution’s cybersecurity

program.
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includes reports and metrics that go beyond
events and incidents to address threat
intelligence trends and the institution’s

security posture.
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5. | Cybersecurity tools and staff are requested usEninisdniiiausulszanayseant Tunsdam
through the budget process. wSasile genuag LLaqumaiﬁLﬁm%’aﬂumi
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Level 3
6. | The board or an appropriate board ALYNTTUNSVRII VT oAz nTsUNS T SU
committee has cybersecurity expertise or weuny Usenauldiie nsunisEiiannuiuas
engages experts to assist with oversight adiaduanulasasomslaives vse
responsibilities. fnsdavnfidenvaduiivinulunsls
AMUTELaD TiAUSnen wiselitalausiuy
Aduusglomiluiiuguaduausiuasasnsie
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7. | The standard board meeting package N5UTEINVBINTUTTYUANLNTTUNTVRIUTEN
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8. | The institution has a cyber risk appetite U3tniinsdnvhusemeaudssitsensuls
statement approved by the board or an (Risk appetite statement) dmsuanudssdiu
appropriate board committee. auiuasaensemslewes 7ildsunisiiaue

wazauiAlagAMLNTIUNITUSEN VSeAMYNTIUNNT
lgsuneuny

9. Cyber risks that exceed the risk appetite are | Utmiinsdavinszuaunslunssesuaudss
escalated to management. funnusfursasndemslaues filsedunnudes

gendseiunnudssiivensuld dethiauesis
Juimsiieadedinmsdiiunsmasnsiisudu
Weudmsnnudes

10. | The board or an appropriate board AZNTIUNISUSEM v eRnnTsuNSTIlE Suteuving
committee ensures management’s annual finsdsnsuazinmusiielviiulaladn deudms
cybersecurity self-assessment evaluates the fn19Usziliunues (Self-assessment) ‘VJﬂ’f‘J IGH
institution’s ability to meet its cyber risk mi"dﬁzLﬁuﬁummmijﬁwmmmmmLLazﬂmuW%an
management standards. yosuTvilumsiuiiedumnnisaliunusiuag

aonduyslaiues

11. | The board or an appropriate board ARENTIUNSUSEM v eRnnssuMsTls Suseuvng
committee reviews and approves fnsaounukaroulRnMNINTNITNIIUUTZLM
management’s prioritization and resource gawheuimsiiiinsdnddueuddyuay aass
allocation decisions based on the results of ninens sudunaannisuseiiiunnunsesluns
the cyber assessments. fuflornuidesdnuanusfuasaensenidlaues

Level 4

12. | The board or board committee approved Uninsdaviiusenannuideafisensuld
cyber risk appetite statement is part of the (Risk appetite statement) dmsupmunds ey
enterprise-wide risk appetite statement. ausiupsUaendemsleues Fududumiwes

fuszmanudssiiveusuldlunisuims
ANUAB ISR UDIRNS TatifUsEARLESS
Fflvousulsiia 2 Ussiam FedldSumaiiausuar
UIALEAMENITUNITUTEN viSoAMENTTUNT
lgsuneunig

13. | The budget process for requesting additional ﬂizmumiﬁmimﬂLl,asalgﬂawﬂismmﬁ’lu
cybersecurity staff and tools maps current mﬁm‘mLﬂ%iaqﬁaLLazw%’wmﬂiqﬂﬂaéfmmmﬁ’um
resources and tools to the cybersecurity Uasademslowes dnsiwsigmlSeudisuiu
strategy. m'%'mﬁaLLaw%’wmﬂsﬁﬁiuﬂwﬁ’u uazdaw

aonndesiunagndmumssnmmuiunsaonsie
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Level 5

14. | The board or an appropriate board AQIYNTTUNTUSEN MEenaiznsTUNNSTILATU
committee discusses ways for management | 48UvIHNY AN1IVNIBTINAUANLHUTNTVDIUTEN
to develop cybersecurity improvements that Iuﬂwaﬁ’mum’%aﬂ%’w@aiwums%nmmmﬁum
may be adopted sector-wide. Uaeadeydlaies fannsauiuus Ussgndld
3o neliAnanusiuiiolunguanamnssudung
319 uazdwadensiindnanin awsInalunis
noUAUBIFBIA NIV eANIEL YoN1TUTINS

NSNeINsgelUsEanSHa

15. | The board or an appropriate board AENTIUNSUSEM v eRnnssuMsTla S useuving
committee verifies that management’s N30 UNIUNMIANTUNUTDIAMLEUTINT LU
actions consider the cyber risks that the N150NNENANI N139AM AW wasn1sUseyndly
institution poses to other critical nuwalulad lnenisandiunisdanaiiinisiiansed
infrastructures (e.g., telecommunications, 5ﬂmmL?‘iENé’ﬁummﬁumﬂaamﬁamﬂ%w’eﬁ
energy). Anansnst viemeluladfiozinisuszgndld

duonziinansynusonauanannssulunIngu
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Governance - Strategy / Policies

Level -1

16. | The institution has policies commensurate wninsdailevienssnmeanutiunsaende
with its risk and complexity that address the | @saulne wazausfumsaenstenidleues
concepts of information technology risk Tnsuleuviesnaniimumnzautusssuanudes
management. wazANTUgeuTsINsldumAlulaguasning
LarAnASDITULLINIINSUIMSTnNsAdss

munaluladansaune

17. | The institution has board-approved policies WevenssnweruiunsUaenduasaume
commensurate with its risk and complexity wazanusunsaensealeuesvesusenlasy
that address information security. MseudAlEAMYNITINNITUSEN Lavulouiening
fiarumnzautusziuanudes uasaududou

Y99NsUAlLlagvaInInng

18. | The institution has policies commensurate UTEninsIniuleuiensineianuiunsUaonsiy
with its risk and complexity that address the | @sauwne wazanuiuasUaondomalaiues
concepts of external dependency or third- Tnaulyu1gainaniaulEaNAuUTEAUANLILEES

party management. wagAmuFugauaINMsIduUManalulad

VENAIaANISHINIUINITIINYARANE BN
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NNsUsEINANaTaYalnEyARAN1EUDN AL
sumsivavesdeyanudu anuidssinu
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Uszgndldnseumsusmsinnisuaranieuen
(Third-party management) Tun1smuuauleuis
NITUALNTUATNITAIUANTIAE TR

19. | The institution has policies commensurate U3tninsdariulevienisinnanusiunsaonde
with its risk and complexity that address the | a@sauwme uazausiupsUaandenidlsues
concepts of incident response and resilience. Tnsulsuvefnaniiaumnzauiussauanudes

wazANFugauaInnIsldIuamalulad

198 lPNLINLUIAAAIUAITNDUALDILAZAINEILTE
Tunsasmulunissessusiamnnisall i (incident
response and resilience)

20. | A formal process is in place to update Uiinszuiunmsfidaaulumsmumuas Uiuuss
policies as the institution’s inherent risk WenenmsshwerutunsUaenduasaumea uwaz
profile changes. amusunslaenfenilevesiloanmmemuds s

(inherent risk) vasU3EMABUI 1wy Mswdsuuuag
anmiedeslumsussnaugsia msldnuwmelulad
uANANABNGNEAAMNTIN ToMVUAYBIIIIEI
miugua Wuau

Level - 2

21. | The institution augmented its information UisninsueneununagnsiuniiuasUasndy
security strategy to incorporate cybersecurity | @13duLne Iﬁﬂiamquﬁ'aammﬁumﬂaamﬁa
and resilience. maleiues uazsaasumgnisalieanaumluiues

22. | The institution has a formal cybersecurity U3tmiinsdavhssuumsshvinnusiunslaense
program that is based on technology and almues Aldmaluladuazanuvasaseiild
security industry standards or benchmarks. UINIFIUAINGD ‘Vﬁammgmﬁqma’mmsmam% L

msUszgndldnseuszuunsiimsdnnisenusiung
Uasnngarsauwea (information security
management system: ISMS) #39n59UNI5UINNT
anusfunsUaenseslewes (Cybersecurity
framework)

23. | The institution has policies commensurate Ustninsdariulevienissnmanustiunsaonde
with its risk and complexity that address the | @1vaulna wavanuiunsasnsemsleives
concepts of threat information sharing. Tnsulsuviedinaniimumnzautussauanudes




wazeuutouInnsldnumanalulagadidom
NA1H concept YaeNTIIANINIT TR UTDYA
Fmanslungugmamnssu vidensnuiliedes
W1 TCM-CERT

Level - 3

24. | The institution has a comprehensive set of
policies commensurate with its risk and
complexity that address the concepts of

threat intelligence.

UgmiinsdavhuleuenishwanusiupsUaense
ansauma wazausunsUasnionslauasiitudy
Tneulgueiananiianumnzauiusssuanudes
wagANNTUEaNINNSIIUanalulad
Ingulguenainaniinisiiansandanisldnudeya
nMsInuiEAnAY (Threat intelligence) malaiues
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25. | Management periodically reviews the
cybersecurity strategy to address evolving
cyber threats and changes to the institution’s

inherent risk profile.

US¥niinsaeuniukarUuU TR unagnseu
ANuuAsUaenduansauma Wesessudeanaiu
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26. | Management links strategic cybersecurity

objectives to tactical goals.

USniinswenlosingUssasrnmuanudun
Uaondenialewesidanagns Waenadesiv

Whmneveseenns

27. | Aformal process is in place to cross-
reference and simultaneously update all
policies related to cyber risks across business

lines.

US¥niinszuiunisaeumunazUsulsauleue
AwsunsUaenfuasaume wagausiung
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Level - 4

28. | The cybersecurity strategy outlines the
institution’s future state of cybersecurity with

short-term and long-term perspectives.
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29. | Industry-recognized cybersecurity standards UitniinsuszdiussuudnuannuiunsUaande
are used as sources during the analysis of NLYLUDTURIUTEN LagIATIEiI89Ie (gap)
cybersecurity program gaps. ImsJL‘LJ'%‘EJULﬁEJUﬁ’uu’lmﬁgwummﬁumﬂaamﬁa
milmuosildiunissensulugnavinsy Loy
UM3g U IT Governance USA - Cybersecurity
Standards and Frameworks, 11913511 NIST
Cybersecurity Framework (NIST CSF), 81015514
Information Security Management System
(ISMS), %138 1115574 I0SCO — Guidance on cyber

resilience for financial market infrastructures

sy
Level - 5
30. | The cybersecurity strategy identifies and U"%ﬁ’wﬁmﬁmﬁwLquﬂaQméﬁwummﬁumﬂaamﬁa
communicates the institution's role as it yalmues Aflnsimunuasdeasunumminfives
relates to other critical infrastructures. U%ﬁ'ﬂiugmzﬁLﬁuiﬂida%'ﬂﬂﬁuiﬁuﬁﬂﬁmmawmmqu

Fageulesiulassaianugiuddgyduvesuseme
Wy Msiiunnssnwanudasaseluniswenles
maaseglunguanamnssulussuuiing

o

(Ecosystem) vamaInyukazlasaseiugIud1fisy

Mgader nsdnnuiuiinuanisaluasAdesenis

wieldmsaaeuldogaysanns [udu

Governance - [T Asset Management

Level - 1

31. | Aninventory of organizational assets UEmilnsdnviuarsiuriudeyanslounsneda
(e.g., hardware, software, data, and systems AuALlUlagansaung uay update ‘ﬁauvalﬁlﬂu
hosted externally) is maintained. Uagduegiae 1Wu nindduusziavensauisaunsal
\nFespesiamesd1tina eiewsitiy gunsal
w3at1e UNIshwIANUReRsEaNSaUmA
BonAwIT ninddulszinnteyn viegunsainie
nindausumaluladansaumaiianisfinsaneuen
U3H Lol suuansaumnasIiuuussuuesaUe
AoumeslilensUsTanaNan A NFDINTYeS

Al¥a1u (Cloud Computing) sy




32. | Organizational assets (e.g., hardware, systems, ﬁfJ'EJa,IuaVIBLﬁauw%JWéauﬁ’mmﬂiuiagmiaumﬂ
data, and applications) are prioritized for AnsTIuTin Wy nindaudssiameniauadaunsal
protection based on the data classification JPUUNU Nindaulssimdeya viegunsal
and business value. visonsndausumaluladansaumeiiinsings

meuonuiTm Wudu lesumsdnseiuanuddey
WlefmussnpsnsiaznsmUANAIETLAS
Uaensteimnzay Tnsfiorsanitunnudures
Toya uazyar1veImnINgduy

33. | A change management process is in place to Uemiinsdavnduneunisuimsinnis
request and approve changes to systems nswasuudas Sulstneudie Tuneunsiowe
configurations, hardware, software, asudludsuntas MsUsiiiukazauliAnITwly
applications, and security tools. Wasuwaseghaduaednuaidnus wWeldlunns

Umsinnsidsuutamindauiumalulad
ansauma 1iun msuAluasuulasaneuiinisdu
msufluasuulaiugunsaieniaind vovduas
sruLu uazmsuluufulssssuulasiaiesile
ShwinnuUaendvansaume 1w aunsallniiead
gunsafilnevingAnssumaeioieiionsandu
wiotostuiunyn Jusiu

Level - 2

34. | The asset inventory, including identification Teyaveidounindauiumaluladansauna
of critical assets, is updated at least annually ﬁU"%ﬁ'ﬂ%ﬁmag WU nSngAuUsTIANENSALIS
to address new, relocated, re-purposed, and | aunsal sEUUI w%’wﬂﬁuﬂﬁzmw%}a;&a wegunsal
sunset assets. visonsndausumaluladansaumeiiinsings

MeuanUIEN lesunisaeumulasiuls
oghatienTla 1 ada Lielitoya vesanuiiRnds
vsegasauATomIngdy dnguszasinisldau
wen1sendnnisidnuvemingau danugneies
Jutlaglu

35. | The institution has a documented asset life- | U3EMIN15IATIINTZUIUAITUINISIANINSNEFU
cycle process that considers whether assets ‘1'7iﬁmuﬂmmﬁs’lw;ﬁummﬁ'umﬂaaﬂﬁﬂmiaumﬂ
to be acquired have appropriate security Tuduneunsdam Wann uazBasamdndau
safeguards. msdnviAanuUasnsiesnnsgiu (Security

baseline) MsdnviNUaiRuARIUANLUaDANY
(Security requirement) d19UIZUUNUNTD
genfusTinsamuasianns msdavhiunou




MInTIvEsuANUasnny (Security checklist)
WIBMNIIFADUTLUUIIUABUNISAARI T
(Production control) WWudu waziin1sdudin

AszuuMIuaduatednualdnes

36. | The institution proactively manages system U%ﬁwﬁﬂi::muﬂwsu%miaﬁ”mﬂﬁé’m?mm%wéﬁagﬂu
EOL (e.g., replacement) to limit security risks. | uWun1seAEnsatueay (End of life/End of
support) 9NUIEVERAMIuNTaNIN Wy 13
Fmvhusunisusulsanesdu vie nmsdamszuuny
nown gy meilitedostiummundesdiumy
sunsasafoansaunannisldaugunsal
sTULNU ierendivaneny ielildiuns

AUALUIINUITENENGR

37. | Changes are formally approved by an USENINNIIITUABUNITUSITIANIIAS
individual or committee with appropriate Wasuwlas dulsznaune TunaunIT3097e
authority and with separation of duties. nsudluvAsunlas madseliuiareusiinisudly

WasuulaslneynnavdenuznssumsgisIua
ogaduaednualdnus wariimsudsuenntii
othavmnzau v lswisuazduneunsufoinu
fumsuImsinnsuasuntasmsiinsiivue
unummthiirusuiiaveu wagsunaluniseysa

Mswilulasuslaegetmau

Level - 3
38. | Baseline configurations cannot be altered ﬂ’liLLfiﬂ,‘UL‘UaEJ‘L!LL‘Uaﬂﬂ"]ﬂEJuWQLS%Ui%UUQ’Iu
without a formal change request, wavAwas LAToYe aunsaliumalulad

documented approval, and an assessment of | asauwelUINAIRTEINARIlASUNISTLTInAnTRq
security implications. wazfiduneunsUsadiunnundesdunnusiung
Uaendemelulagansaumeanmsidasundaniy 1
wei mansUssdiueudesdedlasunmsnianiu

waveusiindiisnnvegrnluaednuaisnes

39. | Aformal IT change management process AsEUIUNSUSMTInNsnsUasuwlas Tadnns
requires cybersecurity risk to be evaluated fnsanuazUsadiuanudssinuleves ‘171’5&1‘14
during the analysis, approval, testing, and FumoumsIATsinsUasuula QRERITHG)
reporting of changes. ANSNAEOY WazN1SIIBURANSWAsULUAY 1

gnsdmsiuasduiindenvuaniuanulasniy
(Security requirement) nM53tATIERAMULEIATY

ANNUaRAANSloiUes luTURRUNNTIATIEH




NANIENU (impact analysis) AN15nAEUATY
ANNUADAAEIUTURDUTDINITNAGDULALAIUAL

AaININ (Quality assurance) Hudu

Level - 4

40. | Supply chain risk is reviewed before the ﬁmiﬂimﬁum’mL?iﬂdﬁﬁwﬁadﬁ’w:ﬂﬁﬁﬂﬁ
acquisition of mission-critical information ARetomnsenoususidunsdnmuasiaun
systems including system components. izumﬂuﬁﬂﬁzy SAEINUTENIUVBITLUUVIUME

41. | Automated tools enable tracking, updating, Uigmiinsldindesionuusnluiflunisiany

asset prioritizing, and custom reporting of the | USuusstoya uazdnanduadudAguemingau
asset inventory. sumalulagansaumanegluninunsounses

a o [ o [ o A Py =
YasusEnLazdnvinseaudulsedn wislrdulats
ANUATUNIULAEAIINYNADIVDIT I UNTNE AU

TunsusmsannisegnefiussansSanwazUseansua

42. | Automated processes are in place to detect | USEvInTzUIUNITOMIULTRIUNTATIITULAE

and block unauthorized changes to software | Uasffunisuiluiudeuniaswendnls uaza1sauls

and hardware. Tnelylasuounn

43. | The change management system uses ﬂizmumiﬁmﬁmﬂﬁm‘iLﬂ?iIEJuLL‘lJaﬂ ﬁmiig‘q
thresholds to determine when a risk Formuauazdoulvegnsdnay el
assessment of the impact of the change is ‘VlﬂﬂﬁiLUa‘IE’JuLLﬂaﬂﬁﬁi%ﬁUNaﬂixwuﬁi@WUUﬁu
required. wiemsliuinsefinsusuifiunuidos nSeus

TUMINTAIUANANLAS VLT AU USY

sunsuiluldsundas

44. | A formal change management function Utniinisfvunmiseuasminfinnusuiingeu
governs decentralized or highly distributed IumiﬁﬁuaLLamiU%mimiLLf’ﬂfULU?ﬂIEJuLL‘Um
change requests and identifies and measures | szuuyiluesins susatimsmdumsluvanevuaenu
security risks that may cause increased ﬁy’am&f[,uLLazmauaﬂmmmﬁmmdﬂaﬁmiaumﬂ
exposure to cyber attack. (Decentralised) titelviifuladanmsnisdnnis

rudssulgiuesediadunasgiuieany

AADANIDIANT

45. | Comprehensive automated enterprise tools | USEVINISIAMIULAZAARITZUUNONTIIULAY

are implemented to detect and block tastunsunlaildsunlasmenaiunns wavesauwas
unauthorized changes to software and TnglallaSueuan iy nisldnuaiesile File
hardware. integrity monitoring (FIM) tJugu

10



Risk Management - Risk Management Program

Level - 1

46. | An information security and business Ustniinstviunuasteunemiiinnusuiinvey
continuity risk management function(s) exists 114m’3u§m’5€f®msmmLﬁaaﬁmmmﬁ’umﬂaamﬁa
within the institution. ansauLne u,asmmL?%mﬁmmmeiat,ﬁaamﬂﬁqiﬁa
Tfumhenuisuinvouetadma e wini
arusuisreulunisudmsianisanuidesiang

avegmelumhenudeiu vsevanemenunle

Level - 2

47. | The risk management program incorporates NITUIUNITUIMTIANITANULEEVDIUTEN

cyber risk identification, measurement, IN1SRINTUNDIANUFLIR1UANUTUAIUaDANY
mitigation, monitoring, and reporting. mslgiuaiae lneltunaunsseyniudes

N3UTEHIUANUEDS N1SATUALLATARAILLEYS

AADAIUNITANMIULAZNITINENUANULEDS

48. | Management reviews and uses the results of | USEVlY5I8UNANITATIVEOU iuﬂﬂiﬂ%JUﬂjﬂ

audits to improve existing cybersecurity wleune Tumun1sUURNY wazn1sAIuAY
policies, procedures, and controls. MRTesumNTuaIUasndenalaiues
49. | Management monitors moderate and high UIENINIRRAUNANITALTIUNITIANITALES S

residual risk issues from the cybersecurity risk | (Risk treatment) @115UAMULESIAITUAIULIUAS

@

assessment until items are addressed. Uapadenaluuasniseauainuidesag1aiitedfgy

7

V3ellseAuANUEEE JUNTIANUFBIANET

lisumsdnnisegnsaeans uavegluseiunivensula

Level - 3

50. | The cybersecurity function has a clear NUNUNSURATEUTUNTUSIMIIANITAIINALAS
reporting line that does not present a conflict | Uaoadumslaiuas Alassasrdludslassasnsesnns
of interest. waEN1IINENUNANISUHTRNUNTRY Uazidiau
I a v @ I3 1
WudaszuazUunannnsiaiuveswalselyvil 1w
MBNUNSURAYIUAIUAITUSUITIANITAINITUAS
Uaondenidlewesliognelinisiiuuasdenis
VOIMIBNUNTOUIMIHTURAYOUlLUAIUNTS

RN sansaume 1usiu

51. | The risk management program specifically NSTUIUNITUSINSAIL s eI TN sUsHfiu
addresses cyber risks beyond the boundaries | audssinuleueslneyemansznueg1asaUsL
of the technological impacts (e.g., financial, usnulloanwansznunianalulad wu dn1s
strategic, regulatory, compliance). TIFUNTWANTENUNNITRY HANTENURINALNS

HANIENUATUYBLALS NANTEVUMUNMUNBLAZNIS

o W I3 4
nnuLa LWumu
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52. | Management uses the results of independent | US¥viimMsedesIENURaNINTIRaOUlNLERTIREOU
audits and reviews to improve cybersecurity. | fiiludase isldlunisuudssnszuaunisinu

ANnuduasUasnsenelaiues

Level - 4

53. | Independent risk management sets and ANULEDUAMIuAIUaendenslgues
monitors cyber-related risk limits for business | 195UMIARAINIABRUIBNUAIUNITUIITAULEYS

. aa I a ] 1 a a I3 v
units. NUANUYUDATY WU AN8UIMITANULESS LUUAY

54. | A process is in place to analyze the financial | U3#vlnsIAlAlinszUIUNTSUWAZINAMINTUSEIEIU
impact cyber incidents have on the Naﬂis‘wum\‘lmiﬁu%mamaﬁam&é’amﬁu
institution’s capital. Auaydesionsngdu vise Aldanelunsudly
HamuazfAuszuvau iefivmnsaifu

ANusuAsUaansenluues

55. | The cyber risk data aggregation and real-time U%ﬁwﬁmﬁﬂﬁ”mﬁzUWﬂﬁﬁUim%}am“aLLaziWEmu
reporting capabilities support the institution’s %’auﬂam’mL?i8\‘1‘1/1ﬁﬂlszjl,ua‘gﬁmu”ﬁmﬁm”luwaafjﬁﬂﬁuﬁ
ongoing reporting needs, particularly during (Real time) LijaLﬁ@mmLﬁﬂﬁﬂ%@ﬁﬂ@ﬂﬂﬁMWWJVL%Lua‘%
cyber incidents. WU SEUUATINADUAAAULALIIBITIRNIT0]
TdFuRnveuwasuIMITERUglnednlulii
deiamansaidueusiunsasafemslowes
LLasmmimwmummaLLazmamsmiﬁashwiaLﬁm

ntumeulusninifiamadeanay ielviusem

anunsahdayaundavisenuiidndulsd

Level - 5

56. | The risk management function identifies and | #i2891UUIMITAMUEBENIRAAM pATRIGH

a ¢ 4

analyzes commonalities in cyber events that ’JLﬂi’]%mwaﬂWimﬁﬁuﬂﬁ’lmﬁuﬂﬂﬂaaﬂﬁjﬂWWQl‘liLUE]%
occur both at the institution and across other ‘17'iLﬁmsﬁﬂumﬂmiﬁmmzmmm@u ilefiansan
sectors to enable more predictive risk Ll,uﬂﬁmaﬁl,wm”liajuazﬁaﬂﬂmmﬁm«’\]%Lﬁm‘ﬁu
management. AOUSTNLAZIATINAINNTDUNS DA IATUUINI

mstesiuniasulliefudunnAuaengi?

57. | A process is in place to analyze the financial | USEvin1sIalALnTEUIUNITUALLNMTNTS
impact that a cyber incident at the institution | UszliuNansenunN1TRUINYIINATINGDN 19006
may have across the financial sector. FIUTYNUAZNTINAAAIU Lﬁaﬁmamidﬁm

anuduasUasnsenalauas
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Risk Management - Risk Assessment

Level - 1
58. | Arisk assessment focused on safeguarding US¥niinsussdiuanudesieteyadifyvadgne
customer information identifies reasonable I%msi:qmmLﬁ&NLLa:ﬁaﬂﬂmuﬁmaUﬂqu

and foreseeable internal and external threats, ﬁ’&’Jﬂﬂﬂﬂuﬁﬂﬁ]’mﬂ’]ﬂiuuagﬂ’]t’J“LJEJﬂENﬁ‘ﬂi IRYRYENEY

the likelihood and potential damage of TemaAnannuides ANUFIMEAIINALANAIY Loy
threats, and the sufficiency of policies, AMILEaNevesUlEuY 'ﬂyjum’ejumiﬂﬁﬁjamu ey
procedures, and customer information mim‘uqmawwmmﬁﬁmﬁmmﬁa;&amaqqﬂﬁw
systems. YDIBIANT

59. | The risk assessment identifies internet-based | U3miin1suUssiiuanudes ﬁﬂiaUﬂqumﬂmﬁm
systems and high-risk transactions that yossruuifinisliuinsiuedetedumnesiin
warrant additional authentication controls. LLazﬁq‘iﬂiiuﬁﬁmmL?i&ﬂisﬁugq LU A15VNI189NT
a3y e dnlinsmuausunsBudiuiged
Famuiianzay Wy nsldswaruitiuinsnssne
puUaensusianufiiiese nsldnnsiigaildny

° [ °

WUU multi-factor authentication @%sUNINNTIINNT

o

wiomsufiludayadiuymanaiddiy Wusiu

o

60. | The risk assessment is updated to address viEnin1sUszidiunnudeadiolinisaiiun1ie
new technologies, products, services, and mMsasuLUasd Ay 1wy nsdamnazAnaslau
connections before deployment. wialuladlmi nsoennaniuysousnisiml %39

NS TRUABLATBUNY WIDUTLIUAIUELILATINN

1AM IINNTAATEAUANLLELANDUSUAWRUNIT

Level - 2
61. | Risk assessments are used to identify the UismiinsUseiiuaudewinunnuiunsaense
cybersecurity risks stemming from new malmuesiiofiniseanudnsausiviousnsln wie
products, services, or relationships. mmL?immﬂ@jﬁ'”luasqﬂﬂamwaﬂ
62. | The risk assessment considers the risk of Uitniinsussidiuanaundesannslénunin s
using EOL software and hardware ﬁgﬂamaﬂmiaﬁfvauu (End of life/End of support)
components. NNUTIEHARTeNALIIEe1IANIS 1WU ALIED
sumslalasunseengausulssuazidlutaunnses
pumNUasnfuasaumea (Security patch) 5o
m’mL?iaqms%’mmqﬂmaﬁuazaﬂwémLmu Hudu
Level - 3
63. | The risk assessment is adjusted to consider ﬁmsﬂ%’uﬂqdﬂizmumiﬂizLﬁummfﬁm
widely known risks or risk management Tnefinrsanisnnudes Jedoides wavuuamnens
practices. Uimsdnmsanuidesiisuiindulugaamnssy
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Level - 4

64.

An enterprise-wide risk management function
incorporates cyber threat analysis and
specific risk exposure as part of the enterprise

risk assessment.

ASLUIUNNTUSHNSANULELITLAUBIANTIALANS
Insevanudsardeanauneleuet uavyan
y3asTAUNaNTENUYRIAUdsadudunilves

NsUsTUAULEDISZAUDIANS

Level - 5

65.

The risk assessment is updated in real time as
changes to the risk profile occur, new
applicable standards are released or

updated, and new exposures are anticipated.

Uitmiinsussfiumnudisfineuaussegiariud
AonsasuulaiveninudswesuiTm
(Company risk profile) suaaaziaanade
wanglusaznouen Wy nsesnvderasuulas
WwsgIUasa MUALLAAMNTIH YSENNIATIANY

150U UIIA WAL IALAnTY

Risk Management - Audit

Level -1

66.

Independent audit or review evaluates
policies, procedures, and controls across the
institution for significant risks and control
issues associated with the institution's
operations, including risks in new products,

emerging technologies, and information

T
A v oAy =

Useniiasanaeundenuiudase lunsaeunu
wazUsziliumnuiiisaneveswlous Tuneunis
UjuRu LLaxmimUﬂumalumaaﬁgnaqﬁm
Wenmamerudssddy wasdaunnsesdnu
NIAIUANMIAIUNTU TR AEEINMS
sonkAnAasivel arudssnmslidaumallad i

warAudssnglusTuuaSaumnA

systems.

67. | Logging practices are independently reviewed | USEMIN1IATI90UNTZUIUNITUINITIANIS
periodically to ensure appropriate log ﬁuﬁamamsaﬁa&h&aﬁ%aua dielvfulads
management (e.g., access controls, retention, mmLﬁmwduﬂismumimvﬂm U NIFAINUA
and maintenance). vdvesfilanunsaitrfsuazasvaeuduiinmgnisal

srogmmsdaiutufinmnnsalfivmnzauuay
duldmunguunensededivun asuily
Wasuulasduiinimmnisel 1us

68. | Issues and corrective actions from internal ‘UizLﬁuﬁaUﬂwﬁaﬂﬁﬁuﬂWSﬂQUQu LATWNUNIT

audits and independent testing/assessments
are formally tracked to ensure procedures
and control lapses are resolved in a timely

manner.

fudumsifteudladounnsesing q anseauNa
nnTREeUveRnT AUl ienTiaUseiiudasy
I¥unsinmaitelyiiulafisnisdudunisusuuss
uiludulumuimuansifinsssylfegramngan
atl wumssiunuasldunsianuuas e
TUgafuimsseiugenifentos augnssumsnsaaey

TIOAUYNITUNTVBIUTEN

14



Level - 2

69. | The independent audit function validates
that the institution’s cybersecurity controls
function is commensurate with the

institution’s risk and complexity.

mMstuunsvesgaaeuiidanududasy
{IvoUIARTIRABUATIUARNNSAIUANA LAILITLAS
Uaeadevdlaiues ileliiulafisszdunisamuny
faenndesiuseiunnudsanasamududou

Mamalulagveausem

70. | The independent audit function validates
that the institution’s third-party relationship
management is commensurate with the

institution’s risk and complexity.

Uiilnsraaouiiinnududass Afveuin
N3ATIVHBUATOUARUNTEUIUNTUIUNITIANTS
fiwusnsnouen ielihilafiesziuniseugu
flaenndesiuseiunnuidsuas mududou

ManAlulagueausen

71. | The independent audit function validates
that the institution’s incident response
program and resilience are commensurate

with the institution’s risk and complexity.

Vnilinsaeuitiinnududasy filveuiannis
ATIVFDUATBUAGUATLUIUNITUIMNIIANIIANG
navauDLarNISUllasiamansalieanAuleues
(Incident response and resilience) ielvithileds
srfuMImUALTidenndestUTEiUAmLIAL LAY

ANMUTULDUNNALULAEURIUSEN

Level - 3

72. | The independent audit function validates
that the institution’s threat intelligence and
collaboration are commensurate with the

institution’s risk and complexity.

inilEnsreaeuiitinnududass Alveuin
msnsvaeunseuaguluiesslideyanisin
(threat intelligence) kagA UL B UABANATY
frumnzaniusefunnandssasaududo

ManAlulagueausen

73. | Independent audits or reviews are used to U%ﬁwﬁﬂmi’sﬁ]aavﬁﬁmmL‘ﬁuﬁaiz fifvounns
identify gaps in existing security capabilities mmaaumaumummmmzauLLaam’]uLﬁmwa
and expertise. mawsummuaxmmmmmLLasmmﬁimmzy

suamﬂﬂmﬂséfmmmﬁumﬂaamﬁ’amsaumﬂ

74. | Independent audits or reviews are used to wansnsnaeulnegmsrsaeuiifisududasy

identify cybersecurity weaknesses, root
causes, and the potential impact to business

units.

Iosunsseauludsuimsiifeites eussilu
WAZSTUMNTOUNNIBIVBINITAIUANAIULUAS
Uneasdemslaiues nMsinsgiannnes

Jounnias waznansznuiionadululdlunisgsia
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Level - 4
75. | Aformal process is in place for the mhegnuasedeuiianuiudasy dnseuviums
independent audit function to update its waztunaUluNSUTUUTITUABULALLUINANTT

procedures based on changes to the evolving | as1agULilenavauIanIsiUALULUAY Lag
threat landscape across the sector. foanenulvi 9 Tunianaianu wu AnuEevse
feanasiinlval mmnsaliuauiuasasadie

mslawasiniulugramnssy Dudu

Level - 5
76. | Aformal process is in place for the mhegnuasedeunianuiudasy dnseuviums
independent audit function to update its waztunaUluNTUSUUTITUABULALLUINANTT

procedures based on changes to the evolving | Asl3daULianaUaUBIRaNITIUANULUAY LAz

threat landscape across other sectors the fognanalunagramnssuiiieides Taglidriney
institution depends upon. LﬁENn1ﬂqmawm'ﬁimmiﬁuuasmiamu

77. | The independent audit function uses whsnuasndeuiifderududase fnsldiedesde
sophisticated data mining tools to perform cimﬁwﬁgm%ayjaﬁ%’v%’au viawrsesdiedula
continuous monitoring of cybersecurity Lﬁ'ai‘mumilﬂﬁﬁﬂ ATIVADUNTLUIUNITNNU
processes or controls. ‘Vi‘%am‘a‘ﬂ’m@uéj’m cybersecurity aghwaLiien

(Continuous monitoring)

Resources - Staffing

Level - 1

78. | Information security roles and responsibilities | U3EMINITAAUALAZNDUNLIENTNTIANSURATDU

have been identified. TunsquanarihwianutuasUasnsdefumalulad

'
a =

ansaumAliLiguSmMsIaryAaINsAe e el
unummthinusuiingeunlslasunsivunuae
szyegetaaululenansusseeanyazny

(Job description)

79. | Processes are in place to identify additional | UsEwmilnszuiunsiunsuszduauLieame

expertise needed to improve information oM sIamnineInsyARaLaTaIAANIlUNNT
security defences. YFulsanuldesiunagnisusmsdnnisau

anusuAsUanndumaluladansaumnd

Level - 2

80. | Management with appropriate knowledge UAAINIIEAURUTMIAUUAlUlagansaume
and experience leads the institution's flosdmmg Uszaunisal wazmuidengy
cybersecurity efforts. Adivswe Tumadudfihuazuimsdnnsesdns

TusuanusunsUaansemdloues
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81. | Staff with cybersecurity responsibilities have ﬂﬂgjﬁlamuﬁ%’uﬁmauﬁﬂummﬁumﬂaa@ﬁﬂ
the requisite qualifications to perform the nsleued Ssyaumaniuazanaffivga
necessary tasks of the position. aonndesiumthiiamiuiinvey 1w flnand
fdsfedaensdlunmsuimsdanisanusiuag
Uaendermilewues ieUszaunsoiuazaudeney
mﬂmiﬂgjﬂ’ammﬂuixsmmﬁmmsau %30
fnddnsiiiendedumenunsinumaruiuag
Uasadenalaiues Wudu
82. | Employment candidates, contractors, and UsEnilnssuiun1snsaeuUsyiRgadasiunis
third parties are subject to background Antdonlumingu wineudiiamn wieudem
verification proportional to the confidentiality | #l¥usn1sniguen Immimwaammamﬁ’aﬁ?u
of the data accessed, business requirements, | 819¥lAEN1INTIEDUVUTLIRNITVINU YT
and acceptable risk. 919y N53U 3 URTEliflsUsvasAvemingy
fifugua el Fuagiunthiinnuiuiiavouniu
FILAUNY mm’hﬁa%’a;ﬂa%ﬂummé’u YONNAUA
n9g3Ma uazAudssfisouiuld
Level - 3
83. | The institution has a program for talent Uitiinszurumslumsdamiiisienuaunsags
recruitment, retention, and succession ﬂizmumﬁumsa%ﬁﬂLLaz%’ﬂ‘MUﬁmﬂi ey
planning for the cybersecurity and resilience UHUANANIVLIN @801 TNLaE NI SEUNDN
staffs. A dnsuminauiunsinwanuiuag
Uaondumslaiues
Level - 4
84. | The institution benchmarks its cybersecurity | USEnilnssuiudIsuiisusuninginsyananu
staffing against peers to identify whether its U'%ﬁw@:Lﬁauiunzjmqmamﬂssmﬁa‘lﬁﬁu‘i%ﬁmam
recruitment, retention, and succession mmsamaﬂﬂismumﬂuﬂﬁa%ﬁﬂLLaz%’ﬂmqﬂmﬂi
planning are commensurate. FumssnwanusiunsUasadonslaues uay
WHUAMLANIUEIINNEIEDITNLAZN1TAUNON
FILNUNUY
85. | Dedicated cybersecurity staff develops, or Wﬁmmﬁé’uﬁmaué’mmmﬁumﬂaamﬁamﬂmua%
contributes to developing, integrated fnsadiunisusedidiuslunisimunss uy
enterprise-level security and cyber defence mM3snwanutuaslasadesunalulaasaune
strategies. SeAUaeANs uazununagnslunsdesiudennaiy
maleiues
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Level - 5

86.

The institution actively partners with industry
associations and academia to inform curricula
based on future cybersecurity staffing needs

of the industry.

UIniinswsauivaneungluningnamvngsy
Wiomhenusdnns Weswiufinwnazda
WHUAIUABINITAUYAINTLUANEUNITTNY]
ausfunsUaansemslowes delviiulef

m’mLﬁmwasummiﬁmmqﬂmm

Training & Culture - Training

Level - 1
87. | Annual information security training is Utniinsdeiineususnuanusiunsaonsde
provided. aumaluladansauna aun ndnauwagduims
Hutsed ieededioslas 1 ada
88. | Annual information security training includes | Wadeniseususunnutiunsasndosumelulad
incident response, current cyber threats (e.g,, | asauneAUszdNl Usznounieg MUafIuLuInng
phishing, spear phishing, social engineering, ms%’uﬁaLwamizﬁéfmmmﬁumﬂaaﬂﬁamiaumﬂ
and mobile security), and emerging issues. ﬁaqﬂmumﬂ%wa%‘ﬁLﬂuﬂislﬁﬂuﬂwﬁu Sy
N19ABNANLU phishing NTMRABNANLUU social
engineer %30 ANuUaenielunisidugunsal
wdeuit Wud iauﬁamamizﬁﬁLﬁm%ﬂumﬂms@u
89. | Situational awareness materials are made U3tilvesmslunisdeansiteasnsaunsemin
available to employees when prompted by ‘vﬁamsLL%’@Lﬁauﬁawﬁﬂmuuaz@’ﬁLﬁ'm‘ﬁaq
highly visible cyber events or by regulatory DYV Lﬁaﬁmim’sﬁ]wmwﬂmmﬁm
alerts. auiuasaensemsleiues wienmsuiaiiou
INNUILNUAAUAUS 13U donmanumnnisal
wiaduanaunlguesludamanias Wusu
Level - 2
90. | The institution has a program for continuing | uSEnillUsunsuineusuTinYelayAIN3
cybersecurity training and skill development | agsseiiiosdmsuntinauiisuinseuse
for cybersecurity staff. NunsihwauiuasUasadenidleiues
91. | Management is provided cybersecurity UtniinsdneusuidesunnuiiunsUaonde
training relevant to their job responsibilities. | Mslguesfiiedesfunuiisuinsevedsasiiae
WA fusmsseaugs
92. | Business units are provided cybersecurity U3tniinsdneusuidesuanuiunsasnse
training relevant to their particular business yalmues Tiud wihausazdmiing lnewnie
risks. Tudwiiierdestunnuidssiogsia
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Level - 3

93.

Management incorporates lessons learned
from social engineering and phishing exercises

to improve the employee awareness

UIEniinsusulsidemsineusuiasnisadng
ANuAsERtnguAutuAsUaenfenelUs
Inge1dunanIsVnd@eu social engineering "3

N15MAABY phishing NN1sANTUNTHABNGY

determine whether training and awareness

programs positively influence behaviour.

programs.
wilnuliane
94. | Cybersecurity awareness information is Utnilasesnsadennunszudn Tnensieans
provided to retail customers and commercial ﬁﬁaagaﬁ”mm’mﬁumﬂaamﬁamﬂ%maﬂﬂE“fn
clients at least annually. anfyana uaz gnéndiiyaaa ogatiesda 1 ade
Wi eamemsaeansdodhinelinauides
Tunstidudemnsnswaenais 1y nsas e-mail
phishing
95. | The institution routinely updates its training | USEMIN1TIRoUIHTALANTNIIUAIUNITS NN
to security staff to adapt to new threats. sursaensedumeluladansauneogatnae
wielitimsiviulunsiuiiodusognananialoal
Level - 4
96. | Independent directors are provided with Gundaliiinseususuemusiunsaensemalaues
cybersecurity training that addresses how Tun n3sun1sdaszuesudtv ethsasinaue Tnafos
complex products, services, and lines of fifoyannudssiunsiunsasasomaluues
business affect the institution's cyber risk. AONANANTLATUINT LavaNUMEEINAVRIUTEN
Level - 5
97. | Key performance indicators are used to viEninisdniiduiinnanulszansain

\ioUsyiunadunrsvesnsdafineusuadng
munszmtingiuauiunsaenfendluues
Iinasionisudsuntamofnssuveantinu
og14ls ielidunnmensufuleinte

ANSHNBUSY

Training & Culture - Culture

Level - 1

98.

Management holds employees accountable
for complying with the information security

program.

AuSmsiianuuRaveusien1sufiRnung sy
LATURTIAUAIUNNTS NEIANNLUAIUABANE

asauNATRINT N UNYlUUSIN
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Level - 2
99. | The institution has formal standards of UIENIIN5IAININTAIAIUANUIE NG RLEY
conduct that hold all employees Wosssudmiuminau elviuladsnsufoaan
accountable for complying with cybersecurity ‘uIEJmEJLLa8%umauﬂﬂiﬂﬁﬁﬁdﬂuﬁﬂuﬂaﬂufuﬂ\‘1
policies and procedures. Uaendenleiues U lonansasuIunIsuausulag
UitRnuulsusuagngszideusuausiung
Uaeadeydlaiued nouFuufifu
100. | Employees have a clear understanding of U%ﬁwﬁmﬁmﬁ’lLLasﬁamiLme&miﬂﬁﬂa
how to identify and escalate potential Lﬁawﬁfﬂmumimwmmmsaﬁé’mmmﬁumﬂaamﬁa
cybersecurity issues. meleiues wazwuInenswdane gsuRaveu
el maeansvianudlaliunntinauenasglu
sUuuuMsudsfeusuteImIsnsdeasue Uity
nsneusuassnunszrin Wudu
Level - 3
101. | Management ensures performance plans are | §U3nsinTsAsUTTENSUTIUNM U TR
tied to compliance with cybersecurity policies mquEJmEJLLazﬂ,JWmigﬂuﬁWUﬂaﬁuﬁuﬂdﬂaaﬂﬁa
and standards in order to hold employees melmues Wudiumiawesmsusudiunanuuszsil
accountable. wieliulafanunseniinuageuuiinveuves
nrinaulunsufuiauuleuies
102. | Cyber risk reporting is presented and senuiuarudsmdleves Wunmsiaue
discussed at the independent risk wazwidoluiivssyuduimavidonuenssumsuims
management meetings. mmﬁmﬁﬁmmlﬂuﬁais
Level - 4
103. | Management ensures continuous D:J:ﬁmi‘uaﬂU’%ﬁ'ﬂﬁ%ﬁ?ﬁme%’Uﬂqdﬂizmumi
improvement of cyber risk cultural sdwiaiies Tunsademnunssminguanuides
awareness. malsiues Tiua wiinaw fuims wasgiifeitos
TuesAns
Level - 5
104. | The institution leads efforts to promote vsgnilanudufilunisadeenunszudnuas
cybersecurity culture across the sector and to | duaSuSausssusunnusiunsasnsonslaues
other sectors that they depend upon. lUganauamnamnIsunIsRUNITaMY wazngy
gaanssuiiiatos Wy msdndeauan vike
nauAMusiolunARRaIMNTIH 11539
AnuTEleiudeyatas dnunsUndaey
awareness Tumananu \Jusiu
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2. Threat intelligence

Threat intelligence - Threat Intelligence and Information

threat intelligence is maintained.

Level - 1
105. | The institution belongs or subscribes to a viEmdnsan viseduaundntuuvasdeyadmiu
threat and vulnerability information sharing | Ausmiad1un1sIfeAnAmLaIUALUaBnsY
source(s) that provides information on threats | slgiues wiadodlwiniaaia 1w
(e.g., Financial Services Information Sharing ® Financial Services Information Sharing and
and Analysis Center [FS-ISAC], U.S. Computer Analysis Center [FS-ISAC],
Emergency Readiness Team [US-CERT], TCM ® U.S. Computer Emergency Readiness Team
Cert, Thai Cert, TB Cert) [US-CERT],
® Thai Capital Market Cert [TCM-CERT],
® Thai Cert,
® Thai Bank Cert [TB-CERT] tHusiu
106. | Threat information is used to monitor threats | Yeyan1sdnalasunisldnulunisianusdeanai
and vulnerabilities. wazdadlnimamatla Wi MInTvaeuleya
msdeansludmneian IP Address wiolauu
Uaneneiedasde (Indicator of Compromise: 10C)
vﬁam‘ﬂ%%’a;&miaﬂmimqLwﬂﬁm’?‘iﬁmié’uwﬂmj
ileUsulsssr Ui ningAnssumaeiote
Jusu
Level - 2
107. | Threat information received by the institution | US&MSudeyansym fivszneusy ToyaiainTwnt
includes analysis of tactics, patterns, and risk | YaunATALAZNEANTINVDIHUNINIAUATLUUNTO
mitigation recommendations. ﬁﬂ@ﬂﬂﬁuﬁlﬁﬂ‘ﬁu Torauauuzitoldlunisdans
audsuazdnriuuamnensiasiuanudes
Level - 3
108. | A formal threat intelligence program is UTgniinsdaihnszuiunsuimsinnsdeyanisn
implemented and includes subscription to Fuautiunsasademslaues ﬁﬂiaUﬂquﬁd
threat feeds from external providers and miﬁ'mm‘ﬁa;ﬁaﬂﬁﬁlhﬂmnﬁLf]uam%ﬂmﬂ
internal sources. AliUSMsanguen uazuvasleyaanaiely
109. | A read-only, central repository of cyber %’a;ﬂamiﬁdnﬁﬁmiiamaﬂﬁ%mﬁmﬁﬂu

a

srudeyanarudieldlunisdnsde lnedinsddnans
Tumsiindaameifeodudnuurlionegafen
iedasiumaiintiaieliusslevidayadAglag

Alilasuounyn viensunlufsuwlasdoya
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Level - 4

110. | Threat intelligence is automatically received | Uewilnisiudeyanistnainvaisuviasdeyaly

from multiple sources in real time. sUwuuiufiLaznasnlia (Real time) ol

@

A3uRaveutulalunisuiledudeanauiiuaiiy

|
LY

fupsaeasienidlaed siufidlasudeya
ageATUNIULAEIANaINTaluNTTUllevnNSal

laagneyina

=

111. | The institution’s threat intelligence includes | US¥MIN13SuTayan1sYIMNUMaITaLaTITT YR

information related to geopolitical events ﬂﬁauuamagﬁmam% Fuanadernuiezdu
that could increase cybersecurity threat ﬁmﬁ’a@nmué’uma%Lﬁm%ﬂuqﬁmmagﬁ 18
levels. HOUTEM

Level - 5

112. | The institution is investing in the U%‘@Jﬂ/lﬁmiamuf[,umiﬁmmﬂizmuﬂﬁLLaz

development of new threat intelligence and | AMUTILDAIUNITIN LU ATHAILIVALULAE
collaboration mechanisms (e.g., technologies, M3DNTTUINNTATWTU LieaseauTIivile
business processes) that will transform how | lumssiusiuuazwisduteyalunguanannssy

information is gathered and shared.

Monitoring and Analyzing - Monitoring and Analyzing

Level - 1

a v a

113. | Audit log records and other security event USEmilnsdaiuiasdnliitinsyuiunsaeuniu
logs are reviewed and retained in a secure ﬁ’uﬁﬂmqm%aﬁlﬁamimmﬁ% (audit log) way
manner. wmansaliueuiunsUaenuansauMA (security
event log) agsaiave

el Tufinummsaifinsdaiivuagsnwedng
Uaenny Lﬂuizaznmﬁmmsﬁmﬁumﬁma&ﬁﬂugﬂ
Juiinumnisaiuuu Online yiSeUuUAINMANITAILUY

Offline Tudetufintoya

a v a

114. | Computer event logs are used for Uisminsliusslemianduiinmansaiiidns
investigations once an event has occurred. Joufiu (event log) Lﬁaﬂ’ﬁ?’mmquﬂﬁﬁ
ofwgnsaldesasdeviedivmmsaisuasiuag
Uaondfoarsaume sl tuinmnnisaifesdinng
iusnwnedasadoifietosfunsuiluddeuas

auynany wariiieasAnuuLTanalunsidau
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Level - 2

o

115. | A process is implemented to monitor threat | US@milnsdnlidnszuiunisiunisinaunsivaeu

£% o '

BUAMUALANATLANULMAITRLARN 9 LiNOAUN

e

information to discover emerging threats.

1Y

feanalugduuulniduenasiinduiuuien

116. | Security processes and technology are UsEninszuiunsuazinalulagauausuag
centralized and coordinated in a Security Uasadgarsaumaniigsnedimsuaudugdnnis
Operations Center (SOC) or equivalent. AuAuLiuAIUaande (Security Operation

Center: SOC) WogFuiinveuillésuneuvaeg
lunsfinay Insigvikasuilumanisaliauns
fuassiunsUaondy 1wy nsliinalulad
ruudniu vinsdnnisuazinszideya
ANNUADANEYBITEUULATRUNY (Security

information and event management (SIEM))

117. | Monitoring systems operate continuously FEUULAENTTUIUNITAAAILIANISAUIRAUN AU
with adequate support for efficient incident | Anusiuatasadvansaumndldsunsinauihse s
handling. agesaiilos niimsudafoumnnisaliosasde
UsEniinsiavinszuiunsativayulunssessu
uazdnnisivmnsal 1wy nsudadouludagifeades
Wiednsgignisel nsBudume madio

(Escalation) lugsgsuiinvaulunisuiluwmegnisel

FiuTkazdniundng i uwazn1stAUITUUIY

Level - 3
118. | A threat intelligence team is in place that UtniliufisuRnveulumsliasgideyanisin
evaluates threat intelligence from multiple ﬁmwmﬂwmaLméﬁ%'a;gmﬁamm%au?mé’u
sources for credibility, relevance, and mwm&nﬁaﬁamm%auﬂa AR Lariieulea
exposure. AU wasmnudemesuonsaziiniuiieiin
mansal BsagvilEuiiaveulunsiuiion
foanenudnueusiunsasafondlaes
Iesudoyaiinunn
119. | Threat intelligence is analyzed to develop USEniimsiinseiideyanisim Wodavsneny

cyber threat summaries including risks to the | agudayamanisaldndny ansudeandneusem uay
institution and specific actions for the Aanssuidesdinisanfiunmaiiedealigug ifau

institution to consider. afiuanasnisiidndulunisdosiumenisel
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Level

il

120.

A dedicated cyber threat identification and
analysis committee or team exists to
centralize and coordinate initiatives and

communications.

USUNINSIARITILIIUNTDAENTTUAITHINNT
AnmudeyauariinTevidoyanisin telinig
W3EUN155UID NSUSEEUNU kaznnsaeanshuds

yapaineadeaduluegeivszdnsanuay

weaknesses based on threat intelligence and
alert management so actions can be

prioritized.

Usedvdua
121. | Emerging internal and external threat U’%@Jwﬁmii?m’mﬁﬁm@mi‘dnﬁgﬂmﬂmﬂu ey
intelligence and correlated log analysis are Lmédsﬁagamauaﬂ AATERTIAU log mﬁlmiai
used to predict future attacks. y03UFI (laldeuloavanisaifnnuuagyinng
nslaufduennaziintnuluewan
122. | Threat intelligence is used to update Uninslideyansiniifimenusm Wedduns
architecture and configuration standards. Ysuugsmuandnenssuanulasnievesuiem
FAINIUTUUTIAIRsEIwIuANUaeAdY
(Security configuration standard) suduinsns
dedasiiudeimsnisalivanan
Level - 5
123. | The institution uses multiple sources of usEminslddeyanisimanvangunastoya
intelligence, correlated log analysis, alerts, ‘ﬂ'agamﬂiwﬁLﬂi?zﬁLLazL‘ﬁaﬂmm@mﬁaﬁ
internal traffic flows, and geopolitical events | YayansuisiouaNuvasioyn Teyadsasesetiy
to predict potential future attacks and attack LLﬂ%m&]miﬂjﬁLﬁﬂ%ﬂuQﬁﬂ’]ﬂ Wovhusuay
trends. Ussiuultinmafawmnsaiifdnuusadoadiu
AOTELUULATBYILUATURYaATAUNATDIUTEN
124. | IT systems automatically detect configuration U%@’mﬁmﬁmmLﬂ%@qﬁaiuﬂwsmmaamméauwfia

FodmivasnauiipistuiuniUrenieluUSHluR
Meuleslafiutoyarninsewmsegiudoyauay
nsiieusie WeliEuImsiiietesanansndnsesy

AnuaAglunisualatgym

Information Sharing - Information Sharing

Level

-1

125.

Information security threats are gathered and

shared with applicable internal employees.

fns57us20 deans uazudafousoanausy
anusiuasaenfemsaumalugmiinnunelussding
dielivsuiisanudss Fdanadledamnmsal
Bsmanidsuazdemsujtaileiamgnisel
FuMSADENTHTRIIf U WU MIudadiou

NIUSEUU e-mail “SaUsenAvaIuSEn Wudu
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126. | Contact information for law enforcement and | US¥nin1sdnwieadeyademinsindedmsu
the regulator(s) is maintained and updated hgnudsAuldngmng uagmhsnuiiugua
regularly. fdedes dieliaunsaduiunisldesismng
Joyanishnsesediiunsuiulgslndutagiu

wazgnAeseENaiale

a v o

127. | Information about threats is shared with law | USEninszuIunshunswaslugamiieanu

enforcement and regulators when required or | Safuldnguaneuagmhsnufmiiugua Weinme

prompted. vizawdleflanunsaisndulagliddnd

Level - 2

128. | A formal and secure process is in place to Uitniinsdnawsounszuiumaieldlunisdeans
share threat and vulnerability information uazudadeyaiuivanau viedeyaiieafuredns
with other entities. uaaiunsaenfuasaume lUdmnmiheny

AeuBN 198 NTTUINNSIUATAITRINTUDTURDY
wazyransienlunslametoun way
nsfmualssinuazeiinteyaiianynsadawmgla

wazdeyalifiadawme

129. | A representative from the institution U3tniinsasiiunudig Weadeanusaudedu
participates in law enforcement or nihsaudaduldnguune vsewnsaudssyuiv
information-sharing organization meetings. wﬂammﬁﬁwmué’wumm.m%%’ayjaﬁwul%LUEJ%

Level - 3

130. | Information is shared proactively with the UsEminsadunislegnlumalamedeya
industry, law enforcement, regulators, and fanansadawele v wisaugnunisSeiuls
information-sharing forums. nviEng vheumiuaua Way/vsends

AuTwemudeyarasiugnamnssy

131. | A process is in place to communicate and wniinmsdarinszuiunislunisdeasuas
collaborate with the public sector regarding | n1saseAUTMaAUNAUTETEIAN 199U
cyber threats. fuanaumalaiues wu nsuisiiou wienisadi
AnusseviindatennmaLarTemsUFUR Wietlesiu

anudesanmsldnussuudidinnselindungnén

Alduazyaravialy

Level - 4
132. | Management communicates threat Uitmlagguimsinisdeansiudeyanisiniuay
intelligence with business risk context and feaneu negbidviudenudeduguwuuiidlaieg

specific risk management recommendations | kazigeuleaiuAUEmNINgINe WaNNEeans
to the business units. nsrUIuNsUosiulasusmsaudes Ton

MNPNUNNGIAT
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of the level of business risk specific to the
institution and the progress of recommended

steps taken to mitigate the risks.

133. | A network of trust relationships (formal Vninsduaundniedetiefivdedosswing
and/or informal) has been established to nauyaravseuIev liarluguuuudumans
evaluate information about cyber threats. wiolidumenis iieasearusiuielunsuisiiu

Joya uarUsziliudeyasiuiumusieananuniu
ANuUasafenelsues

Level - 5

134. | A mechanism is in place for sharing cyber U’%ﬁwﬁﬂizmumﬂums?ﬁlamsé’m“’ﬁa;&ams‘dn
threat intelligence with business units in real | wagdgAnAXlLAMIBNUNINGINY wuuuiikae
time including the potential financial and paanLIal (Real time) LﬁaLLﬁﬂLaaumqmiiﬁ
operational impact of inaction. feanaulvguimsvihenumagsiasunsu

wiewadayaduanudsmesueaaziintusieo
AAN33UN1NgINT wagnademeiunsU URY
135. | A system automatically informs management U‘%ﬁ"l/lﬁiwuiumilﬁﬂLaaumamim&lﬂgﬂﬂﬁmi

o

FLAUEIYRIUTINLUUSRLWTR Wafavgieanay

lngn1sudussulsenaumgdeyainnay seau
ANUFIURINEANATNTTROUTEN warUalauauue

Tunsteeiuminudes
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3. Cybersecurity Controls

Preventative Controls - Infrastructure Management

Level - 1

136. | Network perimeter defence tools (e.g., border

router and firewall) are used.

Utmiimsdnmiesesdiaiitonununisidnis
ety ieRnsegsrniueietisngluuith
uazieiotnuneuen 1y gunsallsvinesiiing
fimium Access Control List (ACL) visegunsallnsead

W

137. | Up to date antivirus and anti-malware tools
are used on key enterprise communication

channel i.e. Server, Mail, Internet)

UsEninisansaszuutesiulasa waglusunsu

[

LifsUsgasd dmsumuaudemienisioansdifny
FEMINUTENULALYAAANEUBN LTU NTAAAITEUY
Jesiulasavunseuiang svuudiua seuy

Tusnsdumesitin Wudu

viall Wsunsudesiubifa uaslusunsulifiedszasd
AosullaauaunsalunsuTulTigudeya uas
TWsunsulifienudulagiusdsaianauas

faeglunisatuayuannusenguan

138. | Systems configurations (for servers, desktops,
routers, etc.) follow industry standards and

are enforced.

USEniinsiaviAianudasndennnsgiu (Security
configuration baseline) tngé1adsruuzthdilasu
nstensulunInsg U WU SANS CIS Wudu uaz
ﬂ'wmfmﬂaamﬁamm@mﬁqﬂéﬂlﬁ%ﬁﬂflsaﬂﬁy’aﬁﬁui%
dwugunsalansaumadAnyueauiun 1w
\3aautitng Ledosrouiiumed gunsaliswimes

W

139. | Ports, functions, protocols and services are
prohibited if no longer needed for business

purposes.

USENIN1SUAYS88NLENNITMIAIUUSNTNIAI DU
WslnAaa 1saRIINsERasNLUTNSIgULaD
& 1 o & a a
wislifnnudndunigsia lneenalimsaiuay
Tnsgunsnidesiuuassnwnulasndieniatiy
51088 gunsaliaseviesviies wisonsenian

USNITULLASDIUUI85EUUNY uRY

140. | Access to make changes to systems
configurations (including virtual machines and

hypervisors) is controlled and monitored.

o

UEniinsauaunsntiegunsaldAganu
wialuladansauina in3auitng seuuieiots
spuueRslsiTIuaziaTeT LAty (Virualised
system) IumimuquLLazammmmLf’ﬂ,ﬁJLﬂﬁammm

A1PRUTINITTY WU N13AIUANTNY
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waznsiaeunsidnulnigldnuniianssedug
(Privilege) NFEUIUNITATUANKALUIINITNTUALY

wWasuuUasiiaseurgunsuiloAneufinsdu udu

devices, including rogue wireless access
devices and removable media, from

connecting to the internal network(s).

141. | System sessions are locked after a pre- UsEvdunsnsseiunarenidnnsiinfeseuuauy
defined period of inactivity and are ddy delaififanssunsindoulm wiohiinnsld
terminated after pre-defined conditions are 11 (Session time out) Jusvarandidivun wie
met. definsldnuinunfivienmsidnunmuieulsi

Amualiaramin

142. | Wireless network environments require vsEninisldnumalulagnisdnsfalaeisuay
security settings with strong encryption for LﬂﬂﬁﬂﬁiﬁﬁﬂmiEJEJ@J%JUELUQGIﬂWMﬂﬁJJ Tudumeunis
authentication and transmission. (*N/A if guduuariigauimu uag n1ssudsloyariu
there are no wireless networks.) wsevelias (Wireless network)

143. | Guest wireless networks are fully (at least uimaiasevieliaedmsuunnanisuenuitm
logically) segregated from the internal (Guest Wifi) Tasun1suusnenainia3sdieliaiy
network(s). (*N/A if there are no wireless dusuntnanuneluuiey Tnensuusenaui e
networks.) yiléna Logical 1wy msudsnguiadevnedifing

AIUANNISLEIAN Y130 NISHUENYING Physical L
NsuUaengUnInl Access Point wazkULeN
L0

Level - 2

144. | There is a firewall at each Internet Usemilnsings firewall nﬂﬁgmﬁama Wanns
connection and between any Demilitarized Feuraszwinauaietny Intemet 5N
Zone (DMZ) and internal network(s). idouseszriruaietneiliyananiguonidis

(DM2) wagiasadieniglu (Internal network)

145. | Antivirus and intrusion detection/prevention Wimiinmsinsesruuiosiulita wavssuu
systems (IDS/IPS) detect and block actual and | #572980UKAZATITANGANTTUNINATOUY i
attempted attacks or intrusions. #5799V LLaaszﬁummwmmﬂummﬂiﬂiﬂma

ITUU
146. | Technical controls prevent unauthorized Ustmilinnsmsmuauiiietesiunsldnugunsaii

lail#suouna WWun msfindsgunsalinietnelfans
AlaileFumsamedould way msldnugunsaii
annsaneadeuineld Tumsideusiefugunsal
\PesnoNnDS vio 1ATeT V0TI 1ATNS
AINATT 1N MInTIRAUnLATeYIEliay 13Ty
wazdlastumsldany UsB vie detuiindeya
CD/DVD (s
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147. | A risk-based solution is in place at the Useniinsdesiuanudemensenisvgaveinves
institution or Internet hosting provider to nshiusnisannslanfnisleiues Wwu DDoS lag
mitigate disruptive cyber attacks (e.g., DDoS fs0nERnds WUy MITAETENTeININTS
attacks). doansdses msdawdaammsnistlesiulag

TonnadseninausEnuasusengliusnisieseviely
ﬂﬂiﬁfﬂﬂi@ﬁ%@uﬁaﬁ]iwi‘ﬂ’]dLﬂ%@?j’]ﬂﬁ]’mLLMa'd‘ﬁllﬂ‘ﬁl
Wunislaui nsldusaisidu Clean pipe Wusu

148. | Critical systems supported by legacy UdniinsaeunuuazUssdiuanudesannnsld
technologies are regularly reviewed to nuwaluladililésunsimudesen (Legacy
identify for potential vulnerabilities, upgrade | technology) WeUszdiuemudesannslalasu
opportunities, or new defence layers. nsatuayu visen1sldlasunmsuussgalusunsy

uA o uUNNTBIRIUANLUABAN AN TAULNA
(Security patch) iiedavhuuimelasiuauides
%30 WHUNTUTUUTIMAE/MTONTINMTEUUNU
NALNY

Level - 3

149. | The enterprise network is segmented in LA30UEUBIDIANT (Enterprise network) AogdinIg
multiple, separate trust/security zones with WeN Zone V84 network Lazdn1siInuaANIATAIS
defense-in-depth strategies (e.g., logical mstleafududduiu (Defense-in-depth
network segmentation, hard backups, air strategies) 141 N15HUN network Zone 5$1IN
gapping) to mitigate attacks. YARANIBUBNLAE network Al (Air gapping)

iieflazaslenagnlowd

150. | Security controls are used for remote access | U3 ”Vlﬁﬂﬂim‘uﬂumﬂ%’muﬁm%;ﬂ%ﬂmﬁﬁﬁw%
to all administrative consoles, including isﬁugﬂum‘iﬁmﬁmmiiwu (Administrative
restricted virtual systems. console) fifinsdndennedetieszezlng

(Remove access) saufensidndandesusidnedis
Snuanfuniosivreiaiou (Virtualized system)
TngUsznoulUiennsns Wy umsnsaeansiu
Feanafivasndufiinsdnsia msfuanineiay
Uszandase1e (P Address) 0819w 1zlaz 9l
oeflunguiatomoindotnedlésuayamuiii
wwnsmsldnunsBudulaziigauinuiuy Multi-
factor 1Uusu
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151. | Wireless network environments have Mshiusnseseelianslunisindanseie

perimeter firewalls that are implemented and | aeluuiem lasunislesiulasaiuaunisidndiclag

configured to restrict unauthorized traffic. syuUsnwAnUasaneasets lisioas e
(*N/A if there are no wireless networks.) gunsalifig sy MetluTemalsiiuinsnissneag

UapadeUsaudmsumsavielsanedieuwiniunis

WU BUNENEUBN (Perimeter network)

152. | Wireless networks use strong encryption with | n1sliusnisiasevswuuliasvesuseninislgenu

encryption keys that are changed frequently. | walulagnisinsiandanuyasndiy WAZNEYLINIT

(*N/A if there are no wireless networks.) \isva (Encryption key) Té3unmsiAsundasen
sounaifmue
153. | The broadcast range of the wireless U%‘l?}’ﬁ/lﬁmiﬁmumLLaa'imUﬂiJm’mLL‘N‘U@&?@QJW
network(s) is confined to institution- wptnenuulians elegluveuiniidives

o

controlled boundaries. (*N/A if there are no ANNUYRIUTEN e UaInuANULAYIIINATAN

wireless networks.) TUd Y IUIINYARRAIEUDN

Level - 4

154. | Only one primary function is permitted per Uieniinsimunniniindnues server usaziaes
server to prevent functions that require (1 server liimsiivanentind) iefivzausaivun
different security levels from co-existing on nsnsnistesiulaegramnungau

the same server.

155. | Anti-spoofing measures are in place to detect | UsEmiluasnislesiuanuneieiulunisldaunas
and block forged source IP addresses from nsUasuulasmuneiavlssandiaseadig (1P
entering the network. Address) fumadumneavaietisnelu e IP
Spoofing lauNSATMUANINTNT LW ACL IP

Spoofing uugUNIaiiswes vie Tisiead

Level - 5

156. | The institution risk scores all of its ALLUNYDIUTTLIUANULELS (Risk score) ¥8989ANT

infrastructure assets and updates in real time | fi94 update wazazVioun1UABULUaIDIAY

based on threats, vulnerabilities, or @ﬂmm/‘daﬂm 58 Operational change l¢agn9
operational changes. WUrei (real time)

157. | Automated controls are put in place based USEnilsruurtennnInsin s inginssuldau
on risk scores to infrastructure assets, A58 M’%aqﬂﬂiiﬁmiaumﬁ (Behavioural based
including automatically disconnecting security) iednszsiseiuaudes uaznsenidn
affected assets. madeuserugUnsaiiieunAlagsnlulii

158. | The institution proactively seeks to identify U%@’wmﬁ;muamiumsmuquLLazi’Jmﬁumwmﬁ"m
control gaps that may be used as part of a ﬁ]’lﬂﬂﬁgﬂqﬂiﬁmaﬂismw Zero-day attack 9814

zero-day attack. 3999
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Preventative Controls - Access and Data Management

Level - 1

159. | Employee access is granted to systems and U%@’V]ﬁﬂizﬂmﬂ’liﬂ’mﬂuﬂ’]iL%’]ﬁdizUUd’m [t
confidential data based on job foyatuauduresuii lasfinrsandsnslians
responsibilities and the principles of least aunthfinusuRiney wasdulunamdnnsTyv
privilege. avswhitsnduwity 1AUNIAUANLYIU N3AMUA

AsEnSInasgINdmIugldnuluusiavdiunues
szAuN1SINAs NMsTeeuaraulAansnisitntlag
ATl s

160. | Elevated privileges (e.g., administrator Uitminsmueumsitndadldnudnydgldauns
privileges) are limited and tightly controlled ?1‘1/1%‘339%@0 (Administrative Privilege) ﬂia‘Uﬂ’quﬁﬂ
(e.g., assigned to individuals, not shared, and | M3fmuagSuRAveUlnenstveIlRdRlT AL
require stronger password controls). sefun1sldanulndgldnusuiu nsauay

sian ey ddlden Wudu

161. | User access reviews are performed UTEMINSEDUNIUANUIRLNE AUURENENT 19U
periodically for all systems and applications dmsuszuunuegiaiiate Tnefiseunisaeuniu
based on the risk to the application or mmmmLﬁEN‘UEN'is’UU\‘HuLLaz%’aQaaﬁautwﬂ
system.

162. | Changes to physical and logical user access, U%‘G}J‘VlﬁmimuquﬂﬂiL‘ﬁ’Wﬁ&ﬁuﬁUﬁﬁawu (Physical
including those that result from voluntary access) waznsiindsszuunu Tnedeliiduneuns
and involuntary terminations, are submitted | 3ose wazoudRnislavsangiisueeernduaty
to and approved by appropriate personnel. fnwaldnes InenTzuIunTussInn1sUy T

flénunsouaguile nsfeseritoadrelnydglinu
mMsidsuudasdnsnisléiy wagnsenidndndns
T nuiennsatesnysemuanmenauduninay
Tnensliadasla

163. | Identification and authentication are required | Us¥mIn1sGaAUldIRTNITIEURINY
and managed for access to systems, (dentification) LU A5LEU User ID %39
applications, and hardware. Certificate LLazmmmiﬁqfﬂﬂﬁmu

(Authentication) Tun1sdanisiagidnfissyuy
TUsunsy wazgunsal wu n1sldausianu lunis
UIM TN andesEuuungly

164. | Access controls include password complexity, | Usemilinsnisdesiusmuvesldanuy wu nsld
password expiration interval, and limits to sanuifinulaendedassneudie
password attempts and reuse. ® JoMmuuANTUTOULATAINEIIVBITHANIY

o nsmvuneeMIlUTHaNI
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®  NNSAMUUATIUIUATIVBINTINSEUULAE LY

sviaruilignaesneunsseiudndgldanu

o nstasunsldausianiugn Wudu

165.

All default passwords and unnecessary
default accounts are changed before system

implementation.

UsEninisnsiaaeuuazenidnnsldeudaigldau
wazsaruiRad I denfusyuuy (Default
user) Wag/v3e YaydrldauvesuIengliuinig
(Vendor account) nsalfimnusudulunsldam
Utmenssudiuanasnisiis iy wu nsidsy

syaN1ElUNSHRRNURIAY

166.

Physical security controls are used to prevent
unauthorized access to information systems

and telecommunication systems.

UsEninsafiuginsnistaeiumnuiasnienig
ANBAINAEINSUTLUVANSTEUMNA WaTLASDYI8EDENS

loun nsmuaunsdifsgudneuiiames wasaud

A A

wieUedeans vellgunsalinsevieniinnsinsadly

¥ '
A A o

fufidinaumslasumsdaivlugaunsainfinng

foAnaue uazfnadluiunfdnssnwany

o

o

Jaanny

167.

All passwords are encrypted in storage and in

transit.

sarusasldsumadsaluiuiidaiudeya
wiu giudeyarldiu wagmsidrsiaseninanmsiu
dwimueiers L9y SunounisBusuasigaidn
Tnawmalulagnisisvialinnuuasadeuaslasunis

gousulugnamnIsy

Utmenssziunmsldnuinmamanietedifinng
\Fosiensiiluaannsindsdeyastariulnglaid
MMSNTIE LU N13I9U telnet ftp w3pNISlY9TU
U3msUszan http Tutunoumstusuuarfigoy

MU

168.

Confidential data are encrypted when
transmitted across public or untrusted

networks (e.g., Internet).

a 4

Joyasianuvseveyatiion studular igauiiny
foalasunsngia Weln1sdindwinunasadie
A157150uE Vs aLA3 e lulin LU Tele WU

\Asavedumasiin

169.

Mobile devices (e.g., laptops, tablets, and
removable media) are encrypted if used to
store confidential data. (*N/A if mobile

devices are not used.)

USUNABIIAATUINTASUNSHEF NS UNLALUNNS
Jaivfeyaniidoyatuninududmivgunsal

v '
N a

wapud W Wundanudeyavesgunsalneuiiunes

wuunn gunsal tablet nsénviideuit vse

o & w o
Qﬂ NIEUIN LﬂUﬂJaﬂda@iﬂ,ﬂ
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170. | Administrative, physical, or technical controls U%ﬁwﬁaqﬁmimuquLLas‘f]aqﬁ’umﬁamﬁwawmﬁﬁ
are in place to prevent users without Lilasvougalilda wu nsseiusazendndns
administrative responsibilities from installing nsRndeAnas Mstesiumenieammiu ns
unauthorized software. sziunsldnugunsaliniudeyaindoud

Jusu

171. | Customer service (e.g., the call center) UIEniinsdalvsinszuaunislunisivgatsmu
utilizes formal procedures to authenticate dwmugnéndledinsindeveliusnsviienisii
customers commensurate with the risk of the | $1897UKUYDINIIAIVDIUTEN LU AudanA
transaction or request. dutus (Call center) 1n8NITNTIVEDURINUTD

anddulunussiuanudswesumsiitinses
o milisedamedaya wionsinsens Wudu

172. | Data is disposed of or destroyed according to U%@Jmﬁﬂizmun’ﬁﬁﬂaw%}e;ga Lﬁaguqmzasmm
documented requirements and within mﬁmﬁu%’m&aﬁﬁmum (Data retention period)
expected time frames. vaulafinnsenidnnsldengunsaiansaume sislu

drudeyaiifinisdniiveglugunsaiansauma de
tuiintoya gunsaleninfar gunsaliniesdne
lonansisidetuindoya sy

Level - 2

173. | Use of customer data in non-production Utmiimsmuaumsiniuteyaluaninuanded
environments complies with legal, regulatory, | lailasyuuauman (Non-production) Tsdulumia
and internal policy requirements for ngvinneg TeUsAu wie weuiengluuiem wu
concealing or removing of sensitive data mmmi‘ﬂﬂﬂ'ﬁaﬂ,&a (Data masking) 11915015
elements. Wasuuastoyaliliaunsassysnuld

(De- identifying) visen1saudayaniudy sy

174. | Physical access to high-risk or confidential szummﬁ%’mLﬁusﬁa;&a%umma"u LU STUUIARUN
systems is restricted, logged, and nansdAyvsesaruYegnA AslasunIshn
unauthorized access is blocked. feglurindifinemuaunad denmaneam

MMSTUANNITNNN way NMInsrvdauLazdesiunis
iidaangililssueygn

175. | Controls are in place to prevent naywanisinsianaznensie mslasunisdaiuly

unauthorized access to cryptographic keys.

o

q
¥ ]
A Aaa 1%

funnfinseuaunsdnda wu gunsaldaiiudeya
niinsidsvia genduasuImsianisnauans

v CY & v [ v Ya o [ v
ihsvia gunsaldninudeyalugilsde 1Oudu
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Level - 3

176. | The institution has implemented tools to wimiimsinddldnuesediofiotesiunsidngs
prevent unauthorized access to or exfiltration | %38 f]adﬁ’umi%"ﬂwaﬁuaﬁaga%ummé'v LU N3
of confidential data. ﬁmumLLazaﬁ’wﬁ’mﬁw%miLﬁwﬁaﬂﬁaga%ummé’u ns
aﬂéigaiwumaﬁquaﬂiiuﬁqﬂqﬂ %30 JEUU
ﬂadﬁumi%ﬂwa‘uaﬁmﬂa (Data loss prevention :
DLP) 1Jusiu

177. | Controls are in place to prevent Uitiinszuaunsmunuitedesiunisidldo
unauthorized escalation of user privileges. LLazaﬂsxﬁuﬁw%m{l‘ﬁmﬂﬂaﬁﬁiﬁlﬁ%’uawmm LU
nssedusazendndayddldnunagansnisidan
seiugs mslfiaTesiemunudaydildnuiisians
5¢6Ug (Privilege access management: PAM)
szuvAnmuudadeudlefinsldauansseduge

W

178. | All physical and logical access is removed UEniinsaunuivelvidulaind@nsnisindeinum

immediately upon notification of involuntary | UfUfnu uagseuuau tsunsseiunseenian

termination and within 24 hours of an sgheiuiiflondnauiuanmanudundnaleag
employee’s voluntary departure. Tulastasla vi¥e nelu 24 Sludlunsdiuanman
msaneenlaadasla
179. | Confidential data are encrypted in transit msfudedayanistudunariigaiddmnulasunis

across private connections (e.g., frame relay | Whswandlefinssudairunsevnelaiinazidu

and T1) and within the institution’s trusted \n3etnenssioidonnuugarieqn viieinTetny
zones. meluuiem

Level - 4

180. | Encryption of select data at rest is Uinssuiunsdnssdutumududeya nieus
determined by the institution’s data ﬁwLﬁumiﬂizLﬁummﬁ'ﬁwaﬁa;&atﬁamsﬁmum
classification and risk assessment. mmmﬁmumﬁL‘Vi:uwﬂﬁlul,wiazizﬁu%ummﬁu

v
v [ 1Y

Fogatunnudumsiisunsidhsiadedinsdaiu

aglunundninudoya (Data at rest)

181. | Customer authentication for high-risk U3Eniinszuiun1smuauiienIsiudusasigay

vig
transactions includes methods to prevent mnudnALilelin1sTensssnIsuNdAgyH1u
malware and man-in-the-middle attacks (e.g., | szuudiannsedng ietesiunnuidssainnislaus

using visual transaction signing). AYIDN15 man-in-the-middle
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Level - 5
182. | Tokenization is used to substitute unique wtmmsafiunnsnstesiueuideannnis
values for confidential information (e.g., Hlavestoyalutunounisiafivua sudedeya
virtual credit card). ddey U n15lEnssuds Tokenization
183. | Real-time risk mitigation is taken based on SIS UUNTONINTMTIATIZINg AN TSR L
automated risk scoring of user credentials. (Behavioural based security) Wiednsziiseau
A uagnsenidnnsifesselaesalulii vie
wnsnsdulaiedestuanudes

Preventative Controls - Device / End-Point Security

Level -1
184. | Controls are in place to restrict the use of vswniinsdesiunisldnueunsaidaiudoya
removable media to authorized personnel. m?{auﬁimaiﬂﬁ%'wqmw 1w n33dunsleauy
USB w3e detiuiindeya 19y CO/DVD
185. | Antivirus and anti-malware tools are gunsallAdosnoufiunes uazgunsaiuszanana
deployed on end-point devices (e.g., waeudt WSunsindausunsutiosiulada waz
workstations, laptops, and mobile devices). TUsunsudlostusanasasuinu tedostunuides
nNNsYnInlaNFTEUY
Level - 2

186. | Tools automatically block attempted access | UsEwilinasnisdesiumsivenseidigsyuy

from unpatched employee and third-party w3eUeveIUTEnlaednlulia annsldaunsalves
devices. winaw viegliuinisneuenildlasunisiinnsyn

TsunsuwileutounnsesinuanusivasUasndy
ansauma (Security patch) MUNIATFIUUTEN LU
N15A53980U Patch level vasgunsalnausygnli

\Wousowsavne Wuduy

187. | Tools automatically block attempted access | usEniunsnistosiunsiensonsetieniely
by unregistered devices to internal networks. | vasuEMwuUEAlLTR Tun1sldgunsaiilaitingg

aanetdould Wy N15nsI9aau MAC address tudu

188. | Controls are in place to prevent UTEMduIRINIRTRasuLarUasiunTVind LW
unauthorized individuals from copying Toya Tfideyatunnuduludigunsalinfivioya
confidential data to removable media. LWADUN WU N135ziunsigenu USB msseiunsldy

Nudetufinteya CD/DVD w3e szuudesiunis

%'ﬂwaﬂaﬂ‘i’faaﬂa (Data loss prevention : DLP) 1{usiu

189. | The institution wipes data remotely on venilunmsnistunisaudeyandafiveguugunsal

mobile devices when a device is missing or | tAfioudl eldsunisseausugunsalaudme wu

stolen. (*N/A if mobile devices are not used.) | nslENusEUU Mobile Device Management (MDM)
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provides fully integrated patch, configuration,
and vulnerability management, while also
being able to detect malware upon arrival to

prevent an exploit.

Level - 3
190. | Data loss prevention controls or devices are U’%@’mﬁmimuquﬁaﬁmsﬁmé?ﬁzwﬁmﬁums
implemented for inbound and outbound %baiwamaasﬁaaga (Data loss prevention : DLP) i
communications (e.g., e-mail, FTP, Telnet, smaaau%a;gaﬁﬁmﬁuﬁamwgﬂmamsﬁami
prevention of large file transfers). AN 1TU N3SUdsBia MssudslnarueTer e
(FTP) mssudstoyaludaiuiidniivtoyauussuy
duwmesilin (Internet storage) 1udu
191. | Mobile device management includes integrity U%tf}'wﬁmmimimwaauLLazmiauiwaﬁ‘L‘ffmu
scanning (e.g., jailbreak/rooted detection). gunsalindeuiiiilosoidounazidniaminens
(*N/A if mobile devices are not used.) w3e1eneluuIEn lnetinsnstvaounaslosiu
n1sldugunsaififingg jailbreak u3e rooted
192. | Mobile devices connecting to the corporate | US¥WiliNAsN1snTINdRULAEN1TOU NI LTI
network for storing and accessing company qﬂmzﬁm%uﬁLﬁaﬁiaLs?faml,am%ﬂﬁw%’wmm
information allow for remote software w3ev1eneluuiem lednisddegensiuisuay
version/patch validation. (*N/A if mobile p31FBUDSTuTBTENRI TGS Uy
devices are not used.)
Level -4
193. | Employees’ and third parties’ devices u%@’mﬁu1mm{[,umiamgqsqmiﬂﬂmuLLf’ﬂfu
(including mobile) without the latest security | Younnseswueauiuasasnsvasaume
patches are quarantined and patched before | (Security patch) IﬁLfJﬂﬂmummgmﬁﬁw dnsu
the device is granted access to the network. qﬂﬂiaimé"auﬁ‘uaqwﬁm'm ﬁaﬁﬂﬁﬁmsm&maﬂ
rousya Al deudeIthginTetemeluuiey
194. | Confidential data and applications on mobile | n1sdaiudeya Teyarudu wie doyasyuunu
devices are only accessible via a secure, (Application data) wqﬂmzﬁm%uﬁiéﬁ’%’ums
isolated sandbox or a secure container. %’mﬁu‘[,uﬁuﬁ%’mﬁu%’agaLawwzﬁle’w’%’um'ﬁ%’ﬂmmm
Uaensie wavdesiunisiiifisaingunsal
sdnipdouiilnenss
Level - 5
195. | A centralized end-point management tool Uigninisdavniatesiielunmsuimsdanisgunsal

Ao ﬁﬁmmmmsﬂumﬁﬁmﬁmmﬁﬁqﬂ
Wswnsuudledaunnsasiuamuiunsasndy
a1saune (Security patch) MIUIMSLAYARR AN
AouTlnQstuvesgUnsal Msudmsdnnsvedus
FUANUADANY TINRINITUSIITIANITAIUATS

JastuhSavazlusunsulufisuseash
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Preventative Controls - Secure Coding

digitally signed to confirm the software
author and guarantee that the code has not

been altered or corrupted.

Level -1

196. | Developers working for the institution follow | US¥MIN1sIRYIILWIN KAz AN TRV TUNTY
secure program coding practices, as part of a | 9g19Uasnasiy (Secure code) ﬁaaﬂﬂﬁadﬁummgm
system development life cycle (SDLC), that AFAINNTIY 19 OWASP Secure Coding Practices
meet industry standards. warldluduneunsiannsy i

197. | The security controls of internally developed U%@Jwﬁ‘ﬁgumaumim’sﬁ]aa‘uG’]’WﬂAﬂﬂiﬂ’JUﬂMﬂ’JﬂﬁJﬁJﬂﬂ
software are periodically reviewed and Uaeasedunaluladansauneegsasiiae
tested. (*N/A if there is no software dwiusrvuanuiifnsimundunisaigl
development.)

198. | The security controls in internally developed U%@’mﬁ%u’umauluﬂwsmmaa‘umsﬂ,uﬁmmimuqm
software code are independently reviewed auiunsaesasedunaluladansaumaniounis
before migrating the code to production. ﬁ”lL‘ﬁ’]giswmmﬁﬂL‘ﬁam‘ﬂ,“ﬁd’m
(*N/A if there is no software development.)

Level - 2

199. | Security testing occurs at all post-design USENiNIIRTRdeUMUANUaenfBYelUTLATH
phases of the SDLC for all applications, ViaszuuNUiins eI Tauds
including mobile applications. (*N/A if there is | TWsunsuuugunsallvsdniiindoudi
no software development.)

Level - 3

200. | The security of applications, including Web- | uSewiin1snaaaudedinisniumiuvaondudmiu
based applications connected to the Internet, | Tswnsuszuvsuiiinmsliuinmsludnuaziu
is tested against known types of cyber attacks | Lwo$3d wazannsannalaRuAI eI e B UNeSLTN
(e.g., SQL injection, cross-site scripting, buffer | lagnisnageuiinisaniunisneussuunuing
overflow) before implementation or following | svuunussaitenisldom wie defnmsdsuudas
significant changes. fiddey RimouamInageUiuALasaie

AseumquTatlnisunasafeTduRsan 1wy
SQL injection, cross-site scripting, buffer
overflow e LHulusmmnnsgiuildsunseensu
19U OWASP Top Ten 1Jusiu

201. | Software code executables and scripts are Inalusunsuduatu (Executable file) 90938UUU

sudenawIsansy tasunisasuiumeaneLduy
wuuBlanyseting (Digitally signed) uagiinsdmiiu
A Hash value wWian1sasivgauwardoaiunsenly

Wasuwdadeglilasueugn
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Level - 4

202.

newly developed or changed applications

into production.

Vulnerabilities identified through a static code

analysis are remediated before implementing

USUNIIN15MTI9EBUIATIEVENUNUTWATUA Y
FBnsuaziasesilewuy static code analysis 1Uu
2819008 FnSUlUTWNSUTEUUIUATI NS AL L

750 Tutunaun1switulasunlasluswnsy

YaIINLASUNITNSIVFBUINNNITATIVFD U
Tsunsuduatu asunsudluneunisundng

SEUVIUINBNDNTE9 U (Production)

203. | Al interdependencies between applications | U3sniinsiavheandenanudesleves
and services have been identified. FEUUNULAZUINIG
204. | Independent code reviews are completed on | UFEninIsRTIvERUALUITIUILATNAUATU (Code
internally developed or vendor-provided review) ImEJQ'G]'E’J%EJU?IILﬂuﬁa'ﬁzﬁm%ﬂﬂﬂmim
custom applications to ensure there are no | svvunuiidinisimundunisniely vide Tusunsu
security gaps. is‘ummﬁﬁﬂﬁﬂ%ﬁ‘d?d (customization) wiiels
fhilafrnuvaendresszuunuandedvisy
ANuUasademAlulagansauLmne
Level - 5
205. | Software code is actively scanned by UsEniinsnsageudnunlusunsuAuatu (Code

automated tools in the development
environment so that security weaknesses can

be resolved immediately during the design

review) MmgwspaliadmludRegnaiaualutunau
Mg lUsensy wialudulangeadnisuaing

Uasanglasunisuilvagreiuiiludunaunisiaun

phase. ITUU
Detective Controls - Threat and Vulnerability Detection
Level -1
206. | Independent testing (including penetration UIEninsaLdunisvnaauiuauUansie

testing and vulnerability scanning) is
conducted according to the risk assessment
for external- facing systems and the internal

network.

U52naumgnIsnaaauLanzseuu (Penetration test)

UazNTYAERUTBINITEUU (Vulnerability scan)

'
o o o

FnSUsEUUAANINSIBUABLALEIUNTAINTG LA

o

=]

NULASBUEBUMBSIEN STuUmIa1en1ely way

FEUUNUAIAYVOIUTEN

207. | Firewall rules are audited or verified at least

quarterly.

UTEMINN IR TIAARUANUYNADUMINEANYDING VDN
lni$readetvainaue sgrelpelasunaay 1 A%
ielviiulafiansaiuaunisidifisusnsmanietig

DulumuTnguszasdniegsiawasuinism

wsetneeugnlildnuiinulaendy

38



208. | E-mail protection mechanisms are used to vigniinsafiuninsnistesiuanuvaonduseuy
filter for common cyber threats (e.g., Gt IﬂammimaauuasﬁﬂﬂiaﬂLﬁamﬁlﬁ
attached malware or malicious links). WANNTEN LLa5ﬁﬂ@ﬂmuﬁ’mmmﬂaamﬁ'ﬂmﬂﬂlﬁwa%

wwiu WWsunsulhsa waglusunsuldfisuseasa

Level - 2

209. | Independent penetration testing of network | UFEMiNISALTUNITNIAdBUAUAINUADASY
boundary and critical Web- facing USENOUMENITAEBULANIEUU (Penetration test)
applications is performed routinely to identify | Wazn1snaaauvedlniszuu (Vulnerability scan)
security control gaps. dmsuszuuddiiinsideuseuavanunsodnadls
HIuA3UeBumesiiln szuun3etienisly uaz
sruunudfgesuEvegwainate Tnefiseuns

NAADUAUNANITUTZIIUANLEDIVDITE UL

210. | Independent penetration testing is performed iz‘ummﬁﬂﬁmﬁmmmL‘ﬁ’ﬂﬁﬂﬁﬂhum‘%a‘dﬂEJ

on Internet-facing applications or systems umesiinazdelasunmageulaIzsEUY Now
before they are launched or undergo TunaUNIUITEUUNE ST UUNURTuNeNslday
significant change. (Production) kag IN15NAAOURIETEUUNNAT IR

nsasuLUadAy

211. | Vulnerability scanning is conducted and gunsalsnunaluladansaume 1w gunsaliaiouny
analyzed before deployment/redeployment | iasesuiang Wusu lasunmaseutodlnissuu
of new/existing devices. (Vulnerability scan) fioun15t1szuudingseuuay

39ian15h9u (Production)

Level - 3

212. | Audit or risk management resources review UsEninsUTzIdureuaLazHan1TALIuNg
the penetration testing scope and results to NAFDULINLTLUU LﬁaﬂisLﬁu@mmwmmmiwﬂaau
help determine the need for rotating RESEAN] LLaa‘UszLﬁummﬁ%ﬂﬂumwyuﬁau

companies based on the quality of the work. | W3eduiUdguusunganiunimagey

213. | E-mails and attachments are automatically danfinissudsivauwuulasunsnsivaeulag
scanned to detect malware and are blocked | smlusiAiiatosiulusunsulisa vialusunsuluia

when malware is present. Uszann

Level - 4

214. | Automated tool(s) proactively identifies high- | USEMiszuunTonnsnIsIAszvinginssugldanu
risk behaviour signalling an employee who (Behavioural based security) laggnlusis 1ive
may pose an insider threat. Tpzvinudes uasnginssusududeanaudiu

Anuvasnsenslaiuas
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Level - 5

215. | User tasks and content (e.g., opening an e- UsEminsieszinginssunislaanu wastenans
mail attachment) are automatically isolated | lnduuuandwagldanu luanmwindeuaion wu
in a secure container or virtual environment msldnuadesiie Uszuam Sandbox Lilensiadeu
so that malware can be analyzed but cannot | ngfnssuides uaeiosiuanudemeannsdhds
access vital data, end-point operating Toyauar T UUNUEAYIDIUTEN

systems, or applications on the institution’s

network.

216. | Weekly vulnerability scanning is rotated usEvin1snsvadeuteslnisyuu (Vulnerability
among environments to scan all scan) agsasaNe WuIN1INAFRUNLUIEUUTE
environments throughout the year. Fani uiteliszuuinterieuargUnsaifumalulad

ANTAUNAVDIUSENLASUNTNAFBUBLENIATUDIUY

Detective Controls - Anomalous Activity Detection

Level - 1

217. | The institution is able to detect anomalous | USEwin1snsIvd0UNgANTIURBasdelunisldau

activities through monitoring across the FTUVANTAUNA HIUTEUURARINATIVEDUNGANTTY
environment. W3aN13N T UTUANWIANITA! ATOUARLLATEYY
wazgUnIalansaumAdIAYYDIUTEY
218. | Logs of physical and/or logical access are U’%@’wﬁmimwaauﬂ’uﬁﬂmeiajmw’ifﬁmy’amq
reviewed following events. MEUMNLAN BT UUNW/T NN TR QYUIUTIN
219. | Access to critical systems by third parties is UTEndn1sesdeunsItfessuUNUdAgylae
monitored for unauthorized or unusual Uitniliunismeuenegaainane Wileaeuniu
activity. nsihalaglildfuounn viie ngfnssudill

WILNZEY YI9N1TNENUUTEUUNY NSINDNHN UL

nsnisieansszezlnafifinseugaly [udu

LY

220. | Elevated privileges are monitored. UsEninisnsiaaeunsidaudnydldnunians

JEAUEs NNMstinudnydgldnuniiansas

U

o A

1A8M5I %138 NINTTUNISENTLAUANTNTETIU b

Switch user
Level - 2
221. | Systems are in place to detect anomalous UIHNITLUUATIIARUNGANTIUADIANFE YRIgNA
behavior automatically during customer, WUNU 38 U%ﬁm:ﬂﬁu%mﬁmauaﬂ “Luﬁuzumaums
employee, and third-party authentication. fgatinazduduing 1y woAnssunsldsianinui

Ldgnapslugduuunigntiu nginssumsiangy
a1 M9IETEUUIUAINIATRIRRNTIIABSAY

mandauiuvanensa Wusu
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222. | Security logs are reviewed regularly. UIEniinszuiunisaeuniuduiinimanisalesns
a1aue 1nY5aUTTELIANNSABUNIUADI]
SEYLIANNANUTOMIUSENA NI ULINTNTWA b

WigN150dlAETTLLIAN

223. | Logs provide traceability for all system access | ustmiinmsdmiutuiinmansaldmiussuunu
by individual users. pENATUINIU UazilTayaiileans LiveliuIem

asansvaeudsundulyaufsiyanagldanu

224. | Thresholds have been established to UIEniinsivuainaeinisnsasutuiinmnni el
determine activity within logs that would DY TALAUY Lﬁ@l‘i’ﬂi&ﬂﬁis‘gﬂmuﬁﬂﬂﬂaLLazLﬁaud]u
warrant management response. ﬁEJubLEUSL‘umiSJﬂizﬁ‘uL‘ViﬁlmiiﬁLLa%ﬂﬂiLLﬁﬁLaauiﬂgﬁ

1Y

HSURAYOUDENTIULIAT WU InaMgiAUIUILLAE

AudveuvsNsaiRaUnANAnTuNelusTEEIaIT

AU
Level - 3
225. | Tools actively monitor security logs for vdniinsdaviadasiolunisiinmunsiageu
anomalous behaviour and alert within tufinvnnisal vidongAnssudosasdy iloudaiou
established parameters. iﬂgﬂﬁﬁﬁm%’awmﬁlaulmﬁﬁmum Tngszuull

anuannsatunmsuiuisuteulunisasiveey
Aaszimgnisal wazdeulunsudasieuldniu

ANULNUTEHL

226. | Audit logs are backed up to a centralized log | Tufiniugnisaiiitensasiageulssunsdaivuy
server or media that is difficult to alter. szuudnfuiuiinmanisalnans wie deduiindeya

d1509 NnsAIvANLazdastunsuiluUasuLUa

Inglaldsuougn
Level -4
227. | An automated tool triggers system and/or vTEvdszuusnlud@lunisnageulaziiiou
fraud alerts when customer logins occur woRnssusssasdevosgnidustadunisyaia T
within a short period of time but from FunsunsiigaiuarBudusanu 1wy nadng
physically distant IP locations. sTUUNUINSRIReLRmesH U Soufurany

LASDIS DLATDIABUR MBI NIVLNELAUAUNIINL
ANHLANAaiumMuan unn1imansnely

£ 5 [ U
syezlianudu WUy

228. | A system is in place to monitor and analyze U%@wﬁiwummaammzLLﬁ’]’ﬂLaaquaﬂiimﬁaﬂ
employee behaviour (network use patterns, | asdevosninaululAsotevaIuTeM WU NgRAnIIx
work hours, and known devices) to alert on AT MIULATRUNLNRAUNR ﬂ’lid’lEJIau‘ﬁagaLﬁu

anomalous activities. F1uuan NS braulussuuaulugiaian
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RaUNR %3 NS lduaIINeS IR LmasHly

sl Wuduy

229. | Tags on fictitious confidential data or files are | US¥Winsiaviiteyanseuiiudeyatasy (Fictitious
used to provide advanced alerts of potential | data) ﬁﬁmiamamﬂ%’aga (Labelling) &Luisﬁuﬁayja
malicious activity when the data is accessed. | fuarudy tieliuisnitoyamnmmetssluns
Whilsdayatasudindninazlasumsudusiou
drmthudledmmumeneulunadfetoyadu

AMUFY

Level - 5

230. | The institution has a mechanism for real-time | USEWilssuuvisounIMIIATIZYINgANT TR LT
automated risk scoring of threats. LAS8UY w%aqﬂﬂﬁajaﬁaul,mﬂ (Behavioural based
security) HialATIEVTEAUANUEDUAZ BANAY

ag19vuNLaTRaanan (Real-time)

Detective Controls - Event Detection

Level -1
231. | A normal network activity baseline is USEninssivsiudeys uasngAnssunsidau
established. wiatgUszinngluvesuiem visildeyangfinssy

mananldiiteidudoyagiugnds (baseline) il

U3tnilanuanansalumsasianumgnisaliiauni

'
P

WatlwgAnssunzonnuneiemlunsitndaniedie

MinlUandoyague1demangn?

232. | Mechanisms (e.g., antivirus alerts, log event U%@’mﬁLﬂ%‘aqﬁaiuﬂwsLLa’j'aLﬁauQ%’uﬁmaué’mﬂmu
alerts) are in place to alert management to | Sfunsuasafoasaume Lﬁaﬁm@mﬁfﬂﬁmﬂﬂ&ﬁwﬁu
potential attacks. UVUTTUULATOUY MIDTEUUENTAUVATOIUIEY 11U
msudaieuiiefimsnsanuianssuvedada
poufawesidusuiunn nsudafowdedinis

aRaeutuinmenIsalniseauALdAnaL

fa o v & v
ety WWudu

233. | Processes are in place to monitor for the vsEniinszuiunslunsndeursonlsiouiledl
presence of unauthorized users, devices, ANUNYIEUIUNSNTLATEUNY YTB TTUVIUY Ing
connections, and software. gvlalasueygn swdsrnuneenalunisls

gunsainlilasueugaazlilasunisameteuly
emsideuleatnginetneuarseuuanunely
warnsldnugenduwasildldsuougndueaiy

AMEgsuALTuAsUaDASYasEUmNA [DudU
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234. | Responsibilities for monitoring and reporting | U3tninsimunuazueunnevthfinnusuinveu
suspicious systems activity have been Tunsmsiaaeu way ﬁﬂmquﬁﬂiimaﬂiwuﬁ
assigned. AnUnd uazmsseauluaisuiinvevogaiu
aeanyaldnys waznmuatauluAussey

dnwaizau Job description)

Level - 2
235. | A process is in place to correlate event UsEnilnszuiunistunssivrindeyavgnisal 310
information from multiple sources (e.g., widslayalu aunsallATevny sTUUNIU SEUUShw
network, application, or firewall). rulasnfiniedne wieldlunszuiunisideulss
uazdiAsgimmnsaliunnuiunsasnsie
L0
Level - 3

236. | Controls or tools (e.g., data loss prevention) | USEwiin1sAIUAL %38 WATRslednludiAluns
are in place to detect potential unauthorized | #5293U Yosiunifnniuamweeulun1sds

or unintentional transmissions of confidential | war3udstayatuanuauludenlilasuounyn wu

data. nsldszuuiestumstilvavesioya (Data loss
prevention : DLP) 1{usu
237. | Event detection processes are proven ‘ﬁagamqmsaﬁﬁﬁmﬁﬂLﬁULLaz‘Uizmama lasunis
reliable. muANFumNgnFBazidetie 1wy mstiosiu

nsindiadiendly Wisuwuas v3e vhatedeya

[% P

Foyailsisunsdenleslisunsiiaunaniy

a Y < v
HIATFIUIFUNYINY vJusu

Level - 4

238. | Automated tools detect unauthorized U3tmilmsiamuaziadaeielesmlulufluns
changes to critical system files, firewalls, IPS, AS29FUAIUNEENIUNTIN DAL LA b

IDS, or other security devices. Wasuulasuiludeyaddny 1wy nsldnumeniiuag
File integrity monitoring (FIM) 59384AuWen81%
TumsiirdauazudloAsuuuaseneuilagisdu
gunsaisnwanulaendy wu gunsallniiead
gunsalnsvduuazdesiudunin w3e svuushw

ANNUADASEDUS

239. | Real-time alerts are automatically sent when | U3¥nilin3aalodnluliRlunisudafoudsuinvey
unauthorized software, hardware, or changes | 8613 ¥iu7l uagmasaial (Real-time) Liodin15Ansa

occur. Tgnumansuas 815aws sarnunengulunig

wiluidsuwlasszuulaglillasueangn
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event detection systems that will correlate in

real time when events are about to occur.

240. | Tools are in place to actively correlate event Uitninsdaniedesdiolunisinnunsinaeuuay
information from multiple sources and send | @exloamanisalanvansuvastoya itofnnu
alerts based on established parameters. anﬂiiuﬁmaﬁaLLasLLﬁdLaauvLUéJﬁrz:iﬁLﬁaﬁmmu

Feulafidvun Tneszuuiiauannsalunis
Usudsuieulumsnsaaeuiingigsiignisal
waziteulvnisudadeuldmunnuimaneay

Level - 5

241. | The institution is leading efforts to develop | U3emiinsiauiedasiiolunisfinaunsivaay

WiAn130d visengAnssuduiinUunfiegnesiuiiuas
aasaLIa) Wensudnfoudiiedendunis
ANUNNEUMANITIYNTNIANATEUUTTORIY

@ engaziin

Corrective Controls - Patch Management

Level

-1

242.

A patch management program is
implemented and ensures that software and

firmware patches are applied in a timely

U3ENInsruun1sUIIsIaN1sYalusunsuw by
Uaunnses (Patch management) LitoRnN1LYA
BoALITanlag USENAKES wazalunsings

melusgeganfinmuun

reflect missing security patches.

manner.
243, | Patches are tested before being applied to U‘%‘G}J‘Vlﬁﬂ'izmumimmaausqmiﬂ'ﬁl,miuLLrgﬂ,‘U
systems and/or software. Founnses iieliiulatsrnudriildvessenduas
filendos doumssiliunsindauusyuueumdn
LﬁaﬂaﬁummL?immﬂqumﬁﬂsuaﬁsw
244. | Patch management reports are reviewed and U%@’mﬁﬂizmumsaaumumamuwamﬁamﬁy’a“qﬂ

Tusunsuudlateunnses iteliiilafenunsudu
Tunmsfndagalusunsuudladeunndosiiooniag
UIEERBRmeNsLT VatieumsUsEneudie
ensiedesusidneviegunsaliildFunansenu
fravun wan1siunsiaseelusunsuudlotonn
wios uar MemsiaTemiteviegunsaiill
aunsofndagalusunsuudladounniesiingm
a1 wazhumensuilelgrivsenistesiu
AruiAssiansn wiowadinszuaumslunmsiania
\nSesuivneviogunsaiinietienadndlilazuns

o
a o

ARAYALUTLNIUAINAIDE19ATUNIY
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Level - 2
245. | A formal process is in place to acquire, test, U’%@Jwﬁﬂixmumiﬁmﬁﬂmi‘quUiLLﬂmLﬁl‘U
and deploy software patches based on UYDUNNTBY (Patch management) Usznausiu
criticality. Fupoumsdnmugagoriuifleaninsuitmguan
fupounmegeudunnudnfuldveslusunsy
wavtumeunsAiumsinsmelusyesioani
v Tngfiansanismuideasianse o
TUsuns
246. | An automated tool(s) is used to identify Utmiinmsldiaiestlesnlud@ eRnauyalusunsy
missing security patches as well as the uhladeunnsesiifinsinduuedesutng
number of days since each patch became gonlduag uargunsaliedotne ilessyfnlusunsy
available. 7 fifmaiauarllldsunsings wagsenu
53asnmLﬂuai’ﬂmui’u@?qLwiU%ﬁ’m:JU%ﬂ’mémﬁmaﬂ
galUswnsuunlatounnsesaudalagiu
247. | Missing patches across all environments are U‘%ﬁwﬁ%umaumiammﬂﬁﬁﬂﬁﬁﬂLﬁumﬁmf;}%ﬂ;ﬂ
prioritized and tracked. Waunsuuludounnsesiidinsdnsegrsnsudu Tne
MenuUsznaumeeisitsuar EazduaYn
Wiunsuudledounnsosiinsdng seduauddy
Y2YALUTUATU UKUN1TANTUNNT UazESURAYEU
Level - 3
248. | Patches for high-risk vulnerabilities are tested | USeminsdavinnasilunisusediumnandesuay
and applied when released or the risk is Naﬂ'ﬁ&mumawmmmﬂimLLﬁl‘U‘fJ’@UﬂWﬁa&ﬁﬁ
accepted and accountability assigned. ﬂ?ﬂﬂﬁﬁﬁ@izﬁUQﬂ%ﬂULLﬁS@Wﬁ@IﬁLﬁ@ﬂ’J’mL?{m
FrunusiunsUaenfoansaume safion3ang
WHUNTTARRS N1IVRERU wazn1saaulalunis
Fuiunsfinserlsunsudangnn viensinauls
sdunsindaitedesiumnuidssayanuideme
nMInenveinvesseuuliuinis nsdiiin
FoRnnann wiouadariunumstesiumuides
fuanusfunsUaonfvansaunadunisdinsm
Level -4
249. | The institution monitors patch management U%@Wﬁﬂizmumsaaumuﬁﬂadﬂumamﬁaﬂﬁy’d“qm
reports to ensure security patches are tested TUsunsuunladeunnses Lﬁﬂﬁﬁﬂﬁ]ﬁﬂmmmuﬁw
and implemented within aggressive time ‘Lumiamé?asqmiﬂﬁLmiuLLﬁlm%’aUﬂwiaaLﬁaiﬁﬁuhﬁq
frames (e.g., 0-30 days). mmmu{huﬁummsmaauLLazmiamé?mesLLﬂsm
meluszoziianditvue
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Level - 5

v a

250. | Segregated or separate systems are in place Us Vlmﬂﬂﬁmm%uLﬂ%‘la\‘iﬁaiwuﬁm%mi‘maa‘u
that mirror production systems allowing for Afidnvadisurinaioutussuuaundn Wiold
rapid testing and implementation of patches | USEnanausadLliun1snaaeuyalusunsuuwily

and provide for rapid fallback when needed. | daunnsedldegresininasiaidouass lunsdesiu
ANAB S ToRANAINSUERL RTINS

o
o

AnAsYALUILNTH

Corrective Controls - Remediation

Level - 1

251. | Issues identified in assessments are prioritized 5’1EN’IUG]TJ‘\]‘UWLﬁuﬁ’mﬂ’liﬂ’mﬂ‘mLLﬁ%%lﬂ‘H'lﬂ’J’llJ

o

and resolved based on criticality and within | siupsUasadsansaune lasun1sdnssaunudfyy

the time frames established in the response | waz@nmuludinisunlanelusyeziianfinmun

to the assessment report.

Level - 2

252. | Data is destroyed or wiped on hardware and | U3¥fiinmsnislunisauianedeyaiidaiveguu
portable/mobile media when a device is gunsalindewud gunsnladers trTousite
missing, stolen, or no longer needed. gunsaldniudoyauuuaendels Welssums
sesugunsaigugvie Welsisimsldnuudn
vioriounsindsgunsaiiitensdenuemie

Ungeinwilagusengliuinig

253. | Formal processes are in place to resolve FIUTDUNNTDIUAINTUAIUADAA DA TAULNA
weaknesses identified during penetration PNNANITNARD U IZUULATUNTTIUT LAY
testing. Javiuaunisuiladounnses sseziaitunis

ALTUNTT UIRTNNSTBINUANLLESS kazinisAnAY

nan1seunIswalulilalas LT eaN

AU
Level - 3
254. | Remediation efforts are confirmed by FounnsewnuanuunsaeniuasaunaaIntg
conducting a follow-up vulnerability scan. N1snAdeUYealnIszuY (Vulnerability scan) 165U
nsRamsuaznageutiliilaindeunnses
lasunsuiluegnegniesgai
255. | Penetration testing is repeated to confirm FounnsasinunnuiunsUasaduansaunaanta
that medium- and high-risk, exploitable MINAAOULNZIYUU (Penetration test) Aiflsz iy
vulnerabilities have been resolved. audssegnafitudfyldsunshnmuuagnageu

gieisiulaideunnsedasunisuiluegisgnees

LN
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Level - 4
256. | All medium and high risk issues identified in FounnsosinunusiunUaonduasauneaInNa
penetration testing, vulnerability scanning, NSNAERULILNITEUU (Vulnerability scan) uag
and other independent testing are escalated | N1SVAFBULANLIEUU (Penetration test) Wazns
to the board or an appropriate board nsaeulnegnsiaUsiiudasydug Adsziuay
committee for risk acceptance if not resolved | \dssagnefiteddwaylianunsasifiunisudlole
in a timely manner. auszeznafinviun lsunsseelug
ANENITUNITUTEM vide AmensTunIAlAy
woug iefiansanuuimatesiuaundes
H1n51 uareysiReeuiuALADS
Level - 5
257. | The institution is developing technologies UsEniiwalulad wazannsnislunisaununay
that will remediate systems damaged by ﬂaﬂﬁ’ummL?iﬁdﬁ]ﬂﬂﬂﬁigﬂéﬂhuaﬂimﬂw Zero-
zero-day attacks to maintain current recovery | day attack
time objectives.

a7



4. External Dependency

Connections - Connections

Level

-1

258.

The critical business processes that are
dependent on external connectivity have

been identified.

Utminsriuiudeyafanssunnegsnand gy id

N15L3U YA AIILABINITNISTDUABN AT BN

AMYUBNDYNATUNIY

connections (e.g., third-party service

providers, business partners, customers).

259. | The institution ensures that third-party Vitniinszuiunsiose Ussidiuauidsauas
connections are authorized. 1AINTAUAY larnseyiRiionisidoudeluss
Usgvselliuinisneueneganuaiednualdns
fatizuuuuniadeusentvegludnuns madeuse
LUUARDYMELITAN (Leased line) MsiTowsio
wuuinsedgdyAnaLaiiow (Virtual private
network) w38 nsideNserLUININUAToU8T
murulnegunsallnsiead s
260. | A network diagram is in place and identifies | U3Emiinsdnrdilasiaduaietieiiiseaniden
all external connections. nsideudeluduaietienisuenetinsasudiu
Level - 2
261. | Critical business processes have been U‘%‘G}J‘Vlﬁmi'i’mi’m%'ayjaﬁﬁ]ﬂ‘i'ﬁum\‘lqﬁﬁ]ﬁﬁﬂﬁml,as
mapped to the supporting external fnsidousiomaniotisaeuen waziinissey
connections. eanuntomisnadondeiiimunly wielv
UtmansnsnuImsdansnsidousieldesned
Uszdndua
262. | The network diagram is updated when itniinsdariddasiaaaietieiiiseanden
connections with third parties change or at msideusieluduaiorienieueneginsudiu uaz
least annually. fanFetngldsumsuiuusadedimsiuasuutasi
ity viseiimsaeumuetedeslas 1 ase
263. | Network and systems diagrams are stored in s’l’ﬂmqa%ﬁnm’%mhaﬁmié’mLﬁuiuﬁuﬁﬁmﬁwﬁa;&aﬁ
a secure manner with proper restrictions on | #in1sAIvANLAEIIIANTSIEREUaaAsY
access.
Level - 3
264. | Monitoring controls cover all external UsEniinsmivauuarAnnunisidnumaniedne

WAENTIATIINGANTTUNINATEYIENATEUAGUNNT
Wousievnaasevieludausengliuinisnieuen g

ANNGINT UWargnen
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265. | Monitoring controls cover all intemal Uitminsmuauuarfianunisidnumaniedng
network-to-network connections. LLazmﬁmiﬂsﬁwqaﬂiiumﬂLﬂ%@ﬁﬂﬂﬁﬂi@ﬂﬂqumi
FeusevouaFetneddynely
Level -4
266. | The security architecture is validated and USENINTEDUMUAUANUIALNZ @NTDILATIATS
documented before network connection aondmenssumaadetne deunsildsuudamie
infrastructure changes. mssilunsredentueietioneuen fains
Wasuuwamaaieteldunisiesve Usediuay
Fe9 uazouiAlaediisunamunssuunsuims
msidsuudasiiimun
267. | The institution works closely with third-party | USEvinsAnaunsidnunaeiadny sswing
service providers to maintain and improve Ustmuazusengliusnisaeuen Tunisungesnm
the security of external connections. waznNSUTUUTINMIAIUANANNUADATENIMATRYY
WU MInTIvdeUUIMINaAIeTefiiniseyanli
T¥nueesasinase nMInTvdeuLarU3uUss
wieluladuazaasgrunsdnsta wefing
Wasuulas sy
Level - 5
268. | The institution's connections can be Uitninsuisentemninisidedemandetne

segmented or severed instantaneously to

prevent contagion from cyber attacks.

Dunaneveamemudnuaznisldau wedssiu
ANUEEIINNTUNFNLANFNISlEURs U

AalMANAINULEYMNYUBITEUULAIDUNYBIANT

Relationship Management - Due Diligence

Level

-1

269.

Risk-based due diligence is performed on
prospective third parties before contracts are
signed, including reviews of their background,
reputation, financial condition, stability, and

security controls.

Uitiinszurumsuimsdnnisgliuimsnneuend
AspUAgUTLRBUMIUTE dunarAndendliuins
leiuA MsnsrasouUs iR Jeides anuanansanis
33U AETuAY WAENNSAIUANA LSS AMIADN
Uaonfemamaluladasauna fednisduduns
UsziliuwavAnidendliusmdesdiiunisneuns

agunanisAnidenuarInyidnyainslduinis

270.

A list of third-party service providers is

maintained.

USEnin1syivsiudeyautarseteusengliuinig
AMguaN Lo iNIAIUANAMNINYBINISIIUINTS

Wuldegafivseansnnuazuseansua
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Level - 2

271. | A formal process exists to analyze vsEnin1sdnrinnszuaunsuazinasinsUsEEuATS
assessments of third-party cybersecurity ﬂ’m@uﬁmmmﬁumﬂaamﬁﬂma"bmua%*uaw?ﬁwﬁ
controls. Tusnismeuenegdaauluaiednualdnus uay

UsEndlviuinisneuenlasunisussdiunmsaiuay
fuaasiunsaensemaleuesegnansudo

Level - 3

272. | A process is in place to confirm that the U3 ”wﬁ%umuﬁaiﬁ’ﬁ'ﬂadw%ﬁwpﬂﬁu%mimauaﬂ
institution’s third-party service providers i Jug ”zyzywﬁw%ﬁw% InsmivaularUsBiy
conduct due diligence of their third parties USEnESumnnlumsiiusnsmudayan
(e.g., subcontractors).

273. | Pre-contract, physical site visits of high-risk UsEminsuszdiuudengliusmsnaneuen o
vendors are conducted by the institution or | @nufivesuEmgliuinsnieuen lneuisvnie
by a qualified third party. ;ﬁmimﬂszLﬁuéaisﬁlﬁ%’umiaau%’u AUsUUINIg

viousemlvuinsiifiszduanuidsssiugs

Level -4

274. | A continuous process improvement program U%@Jwﬁmi‘lJ‘%’UiJ'iqﬂ%uGlauﬂﬁ‘UisLﬁuLLasﬁmLaaﬂ
is in place for third-party due diligence Uitniliusnismeuenegnaselesasiane el
activity. fulafispnumuzanvesnaeinisussdiud

genpdestuaandss Usns wsemaluladiinng
\Wasuuasly

Level - 5

275. | The institution is leading efforts to develop U3tniinsiannnszuiunisiinsanaeuldiieldly
new auditable processes and for conducting | nMsUssLilularAREaNUSENEITUINTAeUeN Uay
due diligence and ongoing monitoring of AsEUIUNSARAILANLEES AL UaeRS N
cybersecurity risks posed by third parties. lowesannisldauusdngliusnmsneuen

Relationship Management - Contracts

Level - 1

276. | Formal contracts that address relevant USEMANTIAVINF YR IMIATFIUTEIINUT AL
security and privacy requirements are in U%ﬁmjﬂﬁﬁm‘imwaﬂ fiuszneusiedefviungiu
place for all third parties that process, store, | AMusuAaeafeiumaluladasauma wax
or transmit confidential Jorvuasunsinwnanulaendiedeyadiuynna

dmsuusenglsusnsiinisdaniu Uszanana uaz
hdadeyannudurseteyadiuynma
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277. | Contracts acknowledge that the third party is | USEMINMsTavidyaIunsgIuseninussiay
responsible for the security of the USEnElviusnsneuen fifmuantifinau
institution’s confidential data that it FuiinveurasuTENLliuINIslunsinwAuEy
possesses, stores, processes, or transmits. %’auﬂa‘ua@u%ﬁ%ﬁagiummmaumm Jaufiu

Uszanana uazthddneyliuinig

278. | Contracts stipulate that the third-party UIENANIIVINAYEILIATFIUTEIINUT AL
security controls are regularly reviewed and | USEmglviusNsNEUEN fifmualiinimsan
validated by an independent party. UigLﬁumimuauﬁmﬂﬁ%’ﬂmc"’muﬁ"umﬂaamﬁﬂ

asaumelagnsiausuiiudasy

279. | Contracts specify the security requirements UIENANTIVINAYEILIATFIUTEIINUT AL
for the return or destruction of data upon Utniliuinisaeuen ivszneudeieuluns
contract termination. defiu videvhanedeyavesuTinilegluany

ATOUATBIYBIUTENLIUINIS Lﬁaﬁuqmé’wmmﬁ
Tusng

Level - 2

280. | Responsibility for notification of direct and USENANIIAVINF Y 11ATFIUTEMINUT AL
indirect security incidents and vulnerabilities | USEnglusN1sEUEN fifmuantihfiaau
is documented in contracts or service-level | 3uflaveulumsudafoudfuinveuuidmidediveg
agreements (SLAs). fruputunsaenduansauma waz/vie fins

MyuaderiuuAnITwIsHoUMANITIAUAIY
funtaeassansaunadudiumiwesdygiseiu
N15MAUTNIT (service-level agreements (SLAs))

281. | Contracts stipulate geographic limits on USEMANTIAVINF YR IMIATFIUTEMINUT AL

where data can be stored or transmitted. UsEnglviusnisneuen fifmuadesitama
piieanslunsdaiunasiiddoyavesuidvlag
Ustnglsudnsmeuenluganguusemediailesu
AuBuLoN WU nauUsEIMATIEngveLay
wnsgunMstesiunaginwanuasnsdveyadiu
yamasninanasgIuiimuely wsu. Aunsesdeya
duyana e, 2562 \Judu
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Level - 3

282. | Third-party SLAs or similar means are in place | USEvnsInvidyITEAUNTIAUINg (service-
that require timely notification of security level agreements (SLAs)) 587#IIUSTEN Lag UTEN
events. liusmsnanguentunisudafiousumanisaliiu
ﬂ?qMﬁUQﬂUa@ﬂﬁﬂaqiﬁULmﬂﬂq81143383L'Ja']ﬁl

fvue wazsausuld

Level - 4
283. | Contracts require third-party service UIENANTIVINAYEILIATFIUTEIINUTENUAE
provider’s security policies meet or exceed USEnglviuinsneuen MUseneusigdemnunau
those of the institution. AMusuasUaansuaumalulagasaumne il
a S o )
swazduadusndulunuuleuiennuiung
UannAea1TaumnAvoIuTey
Level - 5

284. | The institution promotes a sector-wide effort | UsEwiinsiaviAusmdelunduanavnssy

= v o W

to influence contractual requirements for Wisluilenunaneseslunsdnvindaivuauazsng

o %

critical third parties to the industry. fyayunsgiu dmsuusengliuinisnieuenii

(A7)

o @ ° o

ASAUSNMsNTANNANRSERUaIE S UUSEnlu

v Y

NANYAAINNTTH
Relationship Management - Ongoing Monitoring
Level - 1
285. | The third-party risk assessment is updated U%ﬂ.?}’wﬁmiﬂizLﬁummL?immﬂmﬂ%'muu%ﬁ’w%
regularly. TWusnsmeuenegsaiaue Weliaenndasiu
vimsenumaluladansauma wazanudssiionad
mMswasunlasy
286. | Audits, assessments, and operational USENANIAANIUTIBNIUNITATIVADUNSAIUAY
performance reports are obtained and F189UNMINTIUTEEU LagT1eURaNITUN TR

reviewed regularly validating security controls | muderinuatennainisliuinisvesusung

for critical third parties. TAUIN15NEUBN UAZADUMUAIIHYNABIBENY
ashiave
Level - 2
287. | A formal program assigns responsibility for Uitniinstvuaunummihiienusuiinveusgns
ongoing oversight of third- party access. Dumenslunisiduguauengliusnisnieuen

aghaduanudnuaidnes
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new auditable processes for ongoing
monitoring of cybersecurity risks posed by

third parties.

288. | Monitoring of third parties is scaled, in terms | U¥win1sAnnusansuftRmuwazuInsiléu
of depth and frequency, according to the risk | a1nuSEmgliusmsneuen lasiiseasidennis
of the third parties. ATINADU WarAIUBlUNINTINERY donAdaiy
AsEssreIUINMIIarUI Sl seuen
Level - 3
289. | Third-party employee access to the U3tmiinisimuaniseuaumsindsoyatu
institution's confidential data are tracked ANUAUTDIYARINTVRIVTENE U TAeuen Tag
actively based on the principles of least mslavsilulumunifinnusuiinveuwasveuin
privilege. nShAUINIS
290. | Periodic on-site assessments of high-risk U%ﬁ'wﬁmimi?ﬁ]ﬂisLﬁumimw’]uﬁmﬂ?mﬁum
vendors are conducted to ensure appropriate Uaamﬁ’sjéw”wumﬂIuIaEmsaummaaﬁﬁmﬂﬁﬁmi
security controls are in place. mﬂuaﬂﬁﬁmmLﬁaﬁizﬁvqmﬁu‘iavﬁ] oL, a@onuil
voufluins ileliiulafanszuiunisniuny
Julumadaivun
Level -4
291. | Third-party employee access to confidential | UsEWinsaluNnINSATIERUNSIIE TR
data on third-party hosted systems is tracked %ummé’u%amﬂﬂa’miﬁﬁmﬂﬁﬁmimE’Juaﬂ i
actively via automated reports and alerts. 2¢/lUAUATOUATBIVBIUTENEIUIN 0879
avhiawe Wnelitinisseay vioudusoudnluga
dlefinsidngs
292. | Independent Audits of high-risk vendors are | USEMin1sdalvisin1snsIvaeuusengliuInig
conducted on an annual basis. meuenifimnudssseiugilaegnsiaoudass
athatioeday 1 ads
Level - 5
293, | The institution is leading efforts to develop | U3¥miinmsiannnszurunisiinsinaeulsiiieldlu

AMsARRIUANULESII UL sl uasan

nsldnuusengiusnisneuen
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5. Cyber incident management

Incident Resilience Planning and Strategy - Planning

Level - 1

294. | The institution has documented how it will

react and respond to cyber incidents.

USENINISINYINTUROUN TR UAUD LAY S UL D
mamsaliueusiunsnsleuesodaduans
Snwalonys sﬁwzﬂiamqwﬁgumaumsmnwu
WANT5ad NTUALME) N1siigtiuenisel Nssedu
LAZAIUANANILEEY ﬂﬂifi’fﬂlﬁwé’ﬂgmlﬁams

AU TITITUROUNNTAAUTEUUNULAZUINT

295. | Communication channels exist to provide
employees a means for reporting information

security events in a timely manner.

USUNIIN5Invinveeaniensaeanshikandnaiulu
nswdungeuaiualaeniemalulad

ansaume Wielvindnaugnumnnisalanunse

U Y a

e lgsuRaveulsetesnswiuse

U

wisn1sal

296. | Roles and responsibilities for incident

response team members are defined.

USENANNTINLATIAS 1AL AISINRUAUNUINAUNN
ANUSURAvRUYRIRE NUluNsTUliBmAN1Tal
AuANUIUAsUapadudsaEumna (Incident

response team) ag1aluangdnualonys

297. | The response team includes individuals with
a wide range of backgrounds and expertise,
from many different areas within the
institution (e.g., management, legal, public

relations, as well as information technology).

lassasnngyinulunssuliamanisaliuaiy
fupsdaensivansaunalsenaulumegninig

= v o & i o A 3
Wenvguaraunindusenisiuilownnisal
lauA MIVINNT Tanguung n3deansedAns TIud

aeRANIIumAlulaBasaume

298. | A formal backup and recovery plan exists for

all critical business lines.

UsEnin1sdalviinisdrsestoyauazununisnau
FEUUNUAMTUTZUUNUAIAQUDIUTENAILNIS

UL AEHAN TENUNIEINT

299. | The institution plans to use business
continuity, disaster recovery, and data
backup programs to recover operations

following an incident.

A v a v o oA a vy
UVIBNUNTIANILRUADLUDININGIND (BCP) LLNUQﬂu
A a v oaowa o % A & vy
LaNANgNUe (DR) LLazmia'ﬁawmﬂa LWE]‘VH]EQﬂu

FEUUNUMEENEINWMANIT0

Level - 2

300. | The remediation plan and process outlines
the mitigating actions, resources, and time

parameters.

U3Eninisdnviununisuilumanisalaiunig
Juaasnsvansauna lagUsenaumenseuIunis
waztumaulunsAuANAMIESTY NSNeNTTLY

Tunsaudiunis waznseuszegianlunsaniunig
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301. | The corporate disaster recovery, business USEniinsiaviunuaniduiunalulagansaume
continuity, and crisis management plans have LLNuﬁWimmﬁiaLﬁ@ﬁ%ﬂdgiﬁ% LAZLNUNITIANT
integrated consideration of cyber incidents. AEINGA ﬁﬁm’mﬁaﬂmmasmaumquL‘Viﬁ}ﬂﬁzﬁ

sunasasemslaiues nSeuiailvuamenis
Uimsdansianisaifiaenndosioaiu i inosi
N5UTEHIUTEAUAIINTULSIVBANANITA) N3
Tenumgnsaludnagyinulunisiuiie
masalsueuiunsasnfuansaumALas
Aazihnulumssuliewsnisallunizingd ns
Usznmeldunuaniduimumelulagansaume way
wuImsanaseLomnagsia Wy

302. | Alternative processes have been established | U3&iinsdnvhunumaden wisliszuulvusns
to continue critical activity within a anunsalruinisseluldnelussesanfidmun
reasonable time period.

303. | Business impact analyses have been updated miﬂiﬂﬁuwaﬂi%VlUVINﬁq'ﬁﬁf\]ﬁﬁﬂ’]iﬁjﬂﬁ’lﬂiaUﬂﬁjﬂJ
to include cybersecurity. fensUssidiunansgnuiAnanmgnsaiduaay

fuasaeadenidlaues

304. | Due diligence has been performed on nsfifinnudnlu vdniinsdnnsenesdrnuiias
technical sources, consultants, or forensic w%’wmﬂimﬂﬁ‘@mﬂﬁlﬁmimauaﬂ D) ﬁﬂ%ﬂm
service firms that could be called to assist flannsalvuinislaidledammmsaisuasiung
the institution during or following an incident. | malwiuaslunsunluaniunisal e nsdvaiu

wisn1sal

Level - 3

305. | A strategy is in place to coordinate and USEniinsdawssunagnsiunisuszanuausas
communicate with internal and external ﬁamsﬁu;;Iﬁai';ulé’mmﬁaﬁy’ama“lu WU KV
stakeholders during or following a cyber AUSIS a1 way dildulddudsnieuen wu
attack. anAn usemgliusnisaneuen JdsAuldnguane

mihonuiiugua WWudu iielinisussanunuuas
nsdeansszrinaAamanisainislauimalowed
Juldedreiiusz@nsua

306. | Plans are in place to re-route or substitute UTEvdnsdanssutesmalaz syuulnuinisanses
critical functions and/or services that may be | Tunsdiusnisfienaldunansenuannnisiaufinisle
affected by a successful attack on Internet- WasHIusTUUBUmMesIin
facing systems.
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detailed actions and rule-based triggers for

automated response.

307. | Lessons learned from real-life cyber incidents U%ﬁ'wﬁmiﬂamuwL%‘Emmﬂm&!ﬂﬁfﬁﬂ’lﬂﬁma‘vmblﬁv
and attacks on the institution and other wosThAntuass whluusudgsauanmnsalums
organizations are used to improve the anAmNIFEIYRIUTIM uazUFuUTuRLTUTTosY
institution's risk mitigation capabilities and Qﬂmwmlsuwa%
response plan.

Level - 4

308. | Multiple systems, programs, or processes are UTENIUNITIATLNTZUUI Y Lﬂ%"aqﬁa ey
implemented into a comprehensive cyber nszuunsTisduiiosessumsliuinisesn
resilience program to sustain, minimize, and m'aLﬁaﬂLﬁaLﬁmmmsm‘huﬁmﬂ%wa% Wiasin
recover operations from an array of NANIENUMSDANLEERINNsTaLE WEaus
potentially disruptive and destructive cyber ‘ﬁyjumaumiﬁﬁuﬁ%ﬂiiuLLaziwux‘lmﬁ’]ﬁ@iumi
incidents. Twusns

Level - 5

309. | The incident response process includes u%@’mﬁmﬁmLm%'awij'y’umauﬂﬁ%’uﬁamesaﬁu

Twazldualun1IneUaUDIsLAN1T] U
U5ENDUMEAINTTULALTUADUNTAMRUNT LULFAY
Jumpu waazeulunisdnduladiona

¢ A v o a < ' 2 =
winn1sad Livalinsanliunisiluluagesngl vise

nsnovaussdullagnadmuila

Incident Resilience Planning and Strategy - Testing

Level

-1

310.

Business continuity testing involves

collaboration with critical third parties.

USENANTVAHR UK UAINABLTBIN9T TN
ATBUARNANIUNTALANITAlANUABASEN LY
\UBS UaYYRUANITNIAABUATOUARNUTENE

Tusnisneueniidfgy

from data destruction and impacts to data
integrity, data loss, and system and data

availability.

311. | Systems, applications, and data recovery is LLNum%ﬁﬁuiz‘U‘U FTUUNY LLﬁs‘ﬁ’@Nﬂﬁlﬁ%Uﬂﬁ
tested at least annually. npgovateoslay 1 A

Level - 2

312. | Recovery scenarios include plans to recover ﬂﬂiﬁﬂaaﬂamumiaimﬁﬁﬁuszuu ATDUARUHUNT

fAusEULWaYayanlaTuanudenieg viselasu
HansenuaNwnnITal InuAaaunisalnisinanseny
AOANNADIVEITRYA TEUUNULATTOYAgMY

RV VALY

wegnyinany

56



313. | Widely reported events are used to evaluate U%‘tf}'wﬁﬂ’liiwi’m%'mgaLwaﬂﬁiﬁﬁlﬁfﬂéﬁﬂu
and improve the institution's response. ansnsaiiieUsyidiuanunisaifionaszifindy sie
Lﬁ@ﬂ%’wqdLmemmi%’uﬁasiam&!mifﬁﬁmmm
Uasadonslatues
314. | Information backups are tested periodically U’%@’mﬁmimaauLméaﬂﬁa;ﬂaéﬁaaashaaﬁ%ama
to verify they are accessible and readable. Lﬁasﬁﬁﬁbﬂﬁ]ﬁﬁmmw%faﬂ‘ffﬁumLma'deJ'aa;laLLas
ANHANIalUNIfAUTEUY
Level - 3
315. | Cyber-attack scenarios are analyzed to vsEvinisusediukaginsgianiunisalnislaus
determine potential impact to critical nalgues Weussdiuaonunsaluaznansenud
business processes. HululdreRanssumsgsiafididty
316. | Resilience testing is based on analysis and mﬁmaavé’muwumﬁ’uﬁamﬁgmiajuazmiﬁﬁu
identification of realistic and highly likely s¥UU insdnaesanrunisal Ingonfananis
threats as well as new and emerging threats 3miﬂsﬁmqmsaﬁﬂamﬂLﬁﬂ‘ﬁuuazﬁmwmﬁﬂﬂlﬁ
facing the institution. pgNANVRAING TINBavgN1TaivTeanIunIsaling
Tauimslsvesluguuuulnifiusngdu
Level -4
317. | Resilience testing is comprehensive and NsnAgeUAUMNUNITTUTawRNsalLaN1SAY
coordinated across all critical business syuvnmslanfinelaiues Jveuwnnisnageu
functions. AsaUAqUEIANIaidmTURINTTINIg SR RdATY
318. | Incident response testing evaluates the nsnageUiuLLNIsSUT o n1sain1stauAly
institution from an attacker's perspective to | twasin1sUsziliuaniunisalland lagasizsiuun
determine how the institution or its assets at | Msnslanfioinyuuoswesyngnlaufiszuy i
critical third parties may be targeted. Whsnerensngaud Ay AU TEUNAYBIUTEN
viionindauddyileglunuguavesuiing
Tiusnsneuen
Level - 5
319. | The institution tests the ability to shift USEniinsnageuskunsiulawmnnisel lag

business processes or functions between
different processing centers or technology
systems for cyber incidents without
interruption to business or loss of

productivity or data.

ATOUARLNITNAADUNIILBUENENITEUIUNITNNGINA
3o nslaudenmsUssananaludgudussanana
d13e¢ lnedrinanuidemevisonsvegaveinves

seuuliiusInTg wagnsagvedeys
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320.

The institution has validated that it is able to
remediate systems damasged by zero-day
attacks to maintain current recovery time

objectives.

Utnilunsmsuaznisnaaeunisaunuiaz ety
ANUEEINNTUNTNLANFAUSEAY Zero-day

attack

Detection, Response, and Mitigation - Detection

Level - 1

321.

Alert parameters are set for detecting
information security incidents that prompt

mitigating actions.

USEninsivualidlssuuns i umsnsainiy
AMuAsUaondyasauwma ioudaieuluds

UAINIHFURAYBURBLANT 0]

USENANNTINYLAT DI DWAY NTLUIUNITIUNNS

correlating events across the enterprise.

(SIEM)

322. | Tools and processes are in place to detect,
analyse problem, assess impact, alert, and M99V AATIENUYIT UTpLUNANTENU LAzl
trigger the incident response program. Laaum{amiiﬁqm;ﬂ VED) LWJﬂﬁﬁf!ﬁmmmﬁum
Uaeafesmumaluladansauna eliiFuinveu
aunsaneUaLaImnNITallaBg1TIuLIEa
Level - 2
323. | The institution has processes to detect and U%‘l?ﬁ/lﬁﬂizmumﬁumimmwumﬁgmizﬁLLazLLﬁﬂ
alert the incident response team when wouludspaihnulunissuliewnnisalauniiy
potential insider activity manifests that could shunsaeastansauna (incident response team)
lead to data theft or destruction. deusnguualifumsfnmesnueuUasndusu
onathlugmsuluedeya vie msvhanedeyadiia
3nyarangly
Level - 3
324. | The incident response program is triggered U%@’mﬁmsﬁuﬁﬂmammié’mmmﬁumﬂaamﬁa
when anomalous behaviours and attack weluladansaumaiiasifiunsnsivaouny
patterns or signatures are detected. (e.g. ‘??umauﬁﬁmuﬂ Lﬁaﬁﬂﬁmmwquaﬂiimﬁadaﬁa
IDS/IPS) vioguuuunsladssuuiinsinaeulagszuy oy
sruunTaduuazUesiugunsn
325. | Incidents are detected in real time through | U3twinsldauiaesiiensiadeumgnisaiiuy
automated processes that include instant Sluifegaiufiuaznasniian (Realtime) wiouds
alerts to appropriate personnel who can wouwmnmsalludsuanagsuRnveulunisneuauss
respond. sowmmsaitu
326. | Incident detection processes are capable of | Utminsldnueiosiionmaaeumansainuy

SoluTRegaiuiiuaznasnian (Real-time) 7if
mmmmszﬂ,umﬁsammLLaxL%auImmammi L
nsldnusruurImsdnnisuarinseiteyaniny
UaonduasszuuiAIatie (Security information

and event management (SIEM))
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Level - 4
327. | Automated tools are implemented to wninsldnueiesdiosnluiflunsnsivaeu
provide specialized security monitoring based LWlﬂﬂiajﬁﬂuﬂaﬂuﬁuﬂﬁﬂaamﬁaaﬁﬂummmv
on the risk of the assets to detect and alert | lanzymaitensiany uaz wiaseuludfuinveu
incident response teams in real time. (APT, 28 19UNkATAAALIA (Real-time) WU J5UU
WAF, DB Firewall, Behaviour) advanced persistent threat (APT) SeUU web
application firewall (WAF) sguu database
firewall (DB firewall) szuuinsIzingfngsunisly
91U Behavioural based security LHudu
Level - 5
328. | The institution is able to detect and block U%‘l?ﬁ/lﬁmmmﬂumiﬂwﬂuLLazﬂaQﬁummﬁm

zero-day attempts and inform management

and the incident response team in real time.

NN1sYNINLANFAUTELAN Zero-day attack UAZUIN
wouludpaihnulunissuliewmnnisalauniiy
Tuaslaonsduansauma (Incident response team)

Wialin1snsanuwmsnITel

Detection, Response, and Mitigation - Response and Mitigation

Level -1
329. | Appropriate steps are taken to contain and UIEMENSIAIUINTNITHaTIEINUL U e
control an incident to prevent further muAuiaziiandsvgvearnnsal Lite
unauthorized access to or use of customer | Jasfumsyngnlaufszuvogisoiileauazvetonis
information. Taudlugaszuuemidu wu wesn1sseiuuaginnis
Feulsamaaietis viessuudumnesiinnsdl
Fudu 1Hudu
Level - 2
330. | The incident response plan is designed to LLNumimauauaﬂ(ﬂ'aLﬂ/iamiﬂjﬁmmmﬂaaﬂﬁawm
prioritize incidents and analyse lgvesinmsdaiuasUsenousedunouns
vulnerabilities, enabling a rapid response for | UsgliiussaumudAyuaamnnIsal wagiasien
significant cybersecurity incidents or Fadlw Tailfleusiilinauannsalinig
vulnerabilities. novdueselAMIAiiTssRUAdygildegng
uvsiisioanianisal
331. | A process is in place to help contain LLmumimauauawiamqmiaiﬁ'mmmﬂaamﬁww
incidents and restore operations with lwwesiiinssamiuseneusetuneunissinay
minimal service disruption. Henne LLasﬁf?umaumiﬁﬁuszwaﬁuaqumi
UftRnulunsiinssesiamenveinvesssuy
Tvusng
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332. | Procedures include containment strategies LLr}\IummauauawiaLwﬁlﬂﬂifﬁﬁmmmﬂaamﬁww
and notifying potentially impacted third louesiifinisdnrh Uszneusewumssuiiedena
parties. gndlunsieansiuyaranisueniienalssy

HANTENUIMNMANITE]

333. | Processes are in place to trigger the incident LLmumimauauaﬂ(ﬂ'aLwﬁmizﬁﬁmmmﬂaaﬂﬁamd
response program when an incident occurs at | lgiuesfifinsdaviusznaudenuinianisinns
a third party. mqmsaﬁﬁma%Lﬁﬂ%%@ﬂ%@%;ﬂﬁﬁ%ﬂﬂiﬂwauaﬂ

fiondwmasierusaioslunisliuinisvesudem
viemmnsalaudeesedeyavesuTinieg
meldnnuaseunsediaruImsdanslagusemy
Thu3nsneuentiue

334. | Records are generated to support incident Uitiimsnunndeyaiieldlunisduaiumnmsal

investigation and mitigation. muaLUaendenidevesnendminnsiau
spuu wieunafiodumanveedwiiledavhuun
man1stasiuvseankansenuvatnnisaily
DUAR

Level -3

335. | Processes are in place to ensure assets U%‘l?ﬁ/lﬁmﬁﬂﬁ’]LLNuLLazﬁﬁyJumaumiﬂﬁﬁamuﬁ
affected by a security incident that cannot be ﬂiaUﬂqum'ﬁmLﬁULLazﬁWm*&J‘ﬁ'a;gaLLaxix‘U‘Uﬁuﬁ'
returned to operational status are lasuanudemeanmansalduanudasndems
quarantined, removed, disposed of, and/or lowas wagldanansalunisiAuszuvanulvinguunld
replaced. nula

336. | Processes are in place to ensure that v3ninsdmvindunsumstiussuulsogluanne
restored assets are appropriately reconfigured Uasnsie (Safe state) iwﬁﬁ%umaumiwwaau
and thoroughly tested before being placed sruununeuinaugnisiusng
back into operation.

Level -4

337. | The incident management function anzvhaulunssuiiomgnisalsumiusiung
collaborates effectively with the cyber threat | Uasnsieaisauwmne (Incident response team) in1s
intelligence function during an incident. U R wiudsuRaveudunsinilaes

(cyber threat intelligence function) sasn
nszvaunskalvanuntsalannslaudnisleues
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Level - 5

338. | The institution’s risk management of U’%@JwﬁﬂixmumiﬁmimmL?Udmﬂmamiaﬁm
significant cyber incidents results in limited to | AuUaeAfentleues wazliinsn1sAIuANLAE
no disruptions to critical services. anpudsiielsruuliusnsdfyitn
auanansalunisliusnisegusedios uagdrin

srgIamenYEinveInisiiuIng

339. | The technology infrastructure has been vsEnin1sanfiunnsnis wazdanmaluladvesiu
engineered to limit the effects of a cyber LW!ﬂ’liﬂJ‘Iﬁ]@Jﬁmﬂ%ua% WoanHanIEnuLazan
attack on the production environment from | TenaunseaniunsaiiaesloudneszuuUsyananaly

migrating to the backup environment (e.g., é’ﬁﬁu&’jﬂizmamaﬁﬁm

air-gapped environment and processes).

Escalation and Reporting - Escalation and Reporting

Level - 1

340. | A process exists to contact personnel who LLNumima‘UﬁuawiEJLwﬁgﬂﬁiﬁﬁ’lummﬂaamﬁww
are responsible for analyzing and responding loweslasunsiniuasUssneuniesgazidennis
to an incident. AnsodsuraveulunTIAT LA naUALD D

wign1saliuaLUaendenisleiues

341. | Procedures exist to notify customers, UsEninsmvuagSuiinveunlisuleusiua uae

regulators, and law enforcement as required | 3nvinszuIunislunisinsiadeansludgnan

or necessary when the institution becomes | nhgauiAugua mihenutdulingrne e
aware of an incident involving the USEnasevtintanisiiamenisalauaulasasie
unauthorized access to or use of sensitive milwiues vide mmsalfiieadestunindnds wie
customer information. TidayadduesgnAtudoyanensdiu Jusu

342. | The institution prepares an annual report of | USEMINMITIUTILaEIAINTIBNUATUWIANITAlAY

o

security incidents or violations for the board ANusuasUaondemalsiuesuse U iesieause

or an appropriate board committee. AMENITUNITUSEY M3AMENITUNSALATU
UOUMINY
343. | Incidents are classified, logged, and tracked. | wnnisaliuauiupstasndenidleweslasunis

@

nsgauANNEIAY Tuiin wasAnnumnnisal

Level - 2

o

344. | Criteria have been established for escalating | USEniinsininainisusziliuszauaudfgy

£

cyber incidents or vulnerabilities to the board | vaamgnsalmuautuasUasaienidleues uag

and senior management based on the TunaunsaeasmnnIsalufnaenIsuNIsUIEY
potential impact and criticality of the risk. WaEHUSINITEAUEe Welnnisaiasnanifiuuiliuay

LANANTENUTEAUSIULSIABUSEN
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345. | Tracked cyber incidents are correlated for winnsalinuauiupstaendendleueslasunis
trend analysis and reporting. Annu wazin1swenleaunnmsniiodneiiuily

UM IYNINtaNd WesenulUdsiusmsiineItes

Level - 3

346. | Employees that are essential to mitigate the Udniinsdeansunuvminiludamidnnuuas

risk (e.g., fraud, business resilience) know their ‘Viu'?EJmuﬁLﬁ'EJT?J’ENIUﬂizmumi%'Uﬁamamiiﬁéf’m
role in incident escalation. ausfunsUasasemsleiued W mieeu
ATIEABUYATA MheNUiUNTUIIANseiile
VN9GINT MUIBUFIUNY VY wihenudeas

12 [~ %
29ANT LWuny

347. | A communication plan is used to notify other | U3EvINTIRYIUHUNTERANTIUSMUIBU

organizations, including third parties, of mwaﬁimaﬂéf%’uwaﬂismummmmiaﬁmmm
incidents that may affect them or their shupaaendemslaues eudwansenuiionadise
customers. UIHNUIRQNATYRIUTEN

348. | An external communication plan is used for U%ﬁwﬁﬂﬂiﬁﬁquQﬂﬂaéﬁ%ﬁﬂﬁ%uﬁﬂ?ﬁ@ULLazﬁ
notifying media regarding incidents when Srunvlunisieans W%@Mﬁu’ﬁmm%uLLNumiﬁami
applicable. Giaww;maaﬁ@ﬁummﬁumﬂaamﬁﬂmﬂfmuaﬂﬂsTa

Foanssaiy W dinUnn Wudu

Level - 4
349. | Detailed metrics, dashboards, and/or UIENINTSTAYTIeus N salANSIuAS
scorecards outlining cyber incidents and Unandemslaivesluguuuuidiladeg ienis

. o v ¥ a Y] < | =
events are provided to management and are aamﬂﬂmgusmﬁzmqﬂ uay Wudunilslunsy

part of the board meeting package. MTUTLYUVBIANLNTIUNTUTEN

Level - 5

350. | A mechanism is in place to provide WSniinsinwsutemnainisieansitussaninim
instantaneous notification of incidents to Tumsudadoummnisaliunnusiunsuasndons
management and essential employees lowes Tudaffuimsssiugs waswinnuifeides
through multiple communication channels 9E19TINST UATANNTONTIVADUNANTTUSY1IENS
with tracking and verification of receipt. uaznIshIafouls
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