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[mﬂwuqn 2: f18819N5TUIUNTITNAITAUIAIULHYWNINISEABNTLAUAMNUNTBD BTN Z N ]

NIST SP 800-63-3 DIGITAL IDENTITY GUIDELINES

() To provide the service, do you need any personal information?
< - ]

9 To complete the transaction, do you need the information to be validated?

; L no & l g ves or | don't know
9 What are the risks (to the organization or the subject) of providing the digital service?

Inconvenience, distress, or damage to standing or reputation Low  Moderate High

Financial loss or agency liability Low  Moderate  High

Harmm to agency programs or public interests Low  Moderate  High
Unautherized release of sensitive information Low  Moderate  High
Personal safety Low  Moderate  High

Civil or criminal violations Low  Moderate High

Did you assess at moderate for any *
of the remaining categories? Did you assess at high for any of the above?
Did you assess at low for harm to agency programs or Did you assess at moderate
public interests, unautherized release of sensitive for personal safety?

information, personal safety, or civil ar criminal violations?

| ﬂJ—-@

9 Do you need to resolve an identity uniquely?

4@4—|—>m> (2} Can you accept references?
Y
o

Yy
End @ Use references if you can complete the transaction
(_“) or offer the service without complete attribute values.

See federation
recommendations.

Figure &-1 Selecting IAL
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Banking for International Settlements (BIS) %38 s5u1A15Lil @ ’\ B I S

n3tseniiseninsszmaldynlu General guidelines to account
. 17 1 Y a £ al ] =3 i % | v 4 .
opening'” Iwnnguungeygnlnladnyduuulinuiiugnadentild nszuiunis dentify
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16 |0SCO Research Report on Financial Technologies (Fintech) (Feb 2017)

17 Guidelines - Sound management of risks related to money laundering and financing of terrorism (Feb 2016)
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2) 419931 NIST NIST

Naticonal Institute of
Standards and Technology

® National Institute of Standards and Technology (NIST) 38  U.S. Depariment of Commerce

dorduuiasgrumaluladarsaumanisyifvesanigmdunuirsnuinmuininggiu
aruwmalulagsng q Feldean Digital Identity Guidelines ioliuilsaussldlunisuinis
AULEYY ez 1TAILNTEUU digital service ¥19n15%1 identity proofing Wan1s authenticate
YAAaNIzU I3 UUT0IMUILAIU NTBUIUNITVOI NIST 9843091NN15U S8 UAIIULEE S

A a d‘ a dy a a A U U | = ¥ d‘l =
WiemudyieiotafnunniinAuRanatnlun1sEududInu 1wi mudEsmeautieLdys

a a = a A o 1 aa ¥ = a 1
AULEEMIEN19n158Y IWaudaugyideniedunsienadin wai3eUseidiugn

AzdenlgisnsniiseauANLUITeie (dentity Assurance Level) Tusgauln

sEAUANLUWTIBRBYae koL URR (Identity Assurance Level: IAL)

Identity Assurance Level

IAL1: At IAL1, attributes, if any, are self-asserted or should be treated as self-asserted.

IAL2: At IAL2, either remote or in-person identity proofing is required. IAL2 requires

identifying attributes to have been verified in person or remotely using, at a minimum,

the procedures given in SP 800-63A.

IAL3: At IAL3, in-person identity proofing is required. Identifying attributes must be

verified by an authorized CSP representative through examination of physical

documentation as described in SP 800-63A.
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SELAUANMUUT BN BYBEIN ke UTURIAY (Authenticator Assurance Level: AAL)

Authenticator Assurance Level

AAL1: AAL1 provides some assurance that the claimant controls an authenticator

registered to the subscriber. AAL1 requires single-factor authentication using a wide

range of available authentication technologies. Successful authentication requires that
the claimant prove possession and control of the authenticator(s) through a secure

authentication protocol.

AAL2: AAL2 provides high confidence that the claimant controls authenticator(s)

registered to the subscriber. Proof of possession and control of two different

authentication factors is required through a secure authentication protocol. Approved

cryptographic techniques are required at AAL2 and above.

AAL3: AAL3 provides very high confidence that the claimant controls authenticator(s)

registered to the subscriber. Authentication at AAL3 is based on proof of possession of a

key through a cryptographic protocol. AAL3 is like AAL2 but also requires a “hard”

cryptographic authenticator that provides verifier impersonation resistance.
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AANUIN 4: AIBENNINTFIUTUAAIUNATATUITDIAUATNVRININUANFIY AINEBaNAIUAZNISHIN VDO

conference

JNVUAAIUNALA

1. ansgrudunrdimiuaduasiden (Resolution) vasnannangiungnatdeliigusznaugsna

[ a & a 0‘18
NUsTUUBIaNNIalng
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- NG a813tiay 300 YRRBil

2. PATFIUTUAVININEELAZ IR lad mTuTuinn5YingInssu

1191551UTUAYRININAY
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Tunsalilén1sTudndoyanuugadouisdiu (lossy data compression) #pan519@0y
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O  MNABILEAINIIANTBIRNATRETRAIN LayliiiEune (red-eye)

1 FradandedmuanuuiineyszniAaugnssun1sginssuniadidnnseing 13es ndninasinazidnislunisiai
visuvasionarsuazdonruliieglusuvesteyadidnnseiind wa. 2553 atiudl 1 dededmunisufialunisdai
wiouwUatenasuardoanuliegluguvesdeyadidnnsedng

¥ foiausuuzanasgiudumaluladasaumauaznisdeansisndudessnssunisdidnnsedind 1shenisvgsnssuuuy

nuugndenthdmiusuians (vuse. 17-2561) lae anse.
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Asgveslunt (nAseeiienny) Uszanuiesas 60-80 YBIAINNEIUDINN
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1)
2)
3)
4)
5)

AMazLEaUsInIWlitesnin 1280 x 720 pixels

il frame rate liitfosndn 10 Awsie g
sruudufinnmiinisiiguadnludfiussuuiieunaunsgiu (NTP Server)
wiakindosfesogluumisiiannsoonfunmluntuesgnéessdaian
msdudadeyainlemsldnmstudadeyauuulsigads (lossless data compression) vselunsel
fldnsTudndeyauuugaideursdiu (lossy compression) Aeansraaeuliiiula leiganin
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