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(1) n1519 91U UnsalLad oudl
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2 n1sUUAUIINAT Y Y
Aeuan (teleworking) wae

3 a5l us Unsad dudn
(Bring Your Own Device : BYOD)
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3. 15t ugUnsald@iusda” (Bring Your Own Device : BYOD):

AUJuRuldaunsaldiuda wu Insdwsifiefio wiuidn wax
ABUNILMDSAIUA Wudu Wiald189s8UUaSAUNAYRIIANT

Tneils18azldgnnanIANLIN 1
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® root account

® superuser account

® system account

® domain administrator

®  database administrator
® network administrator

®  system administrator

® application administrator

® emergency account s

25 YONTIWAIDE WULIINMIATU | nasiansananudidedrdgliaddsnseunannisuesanuides

o o

“Anuiitedfny” (inherent risk) kagNaNIENUABN1TINUTN1T M3ANTUEIND

Tuan314 (enterprise-wide impact) Inedslidtuinsnisasuau

(controls) 1NUsENBUNNSHATUANUELINY Laadlfig19nall

® yaranguanftiudAy (critical 3 party)

o

ANUITEAATY TR IUAAANIELENDIIRAITUIIN TEAUAILEATY
yosuiliuinsanyananisuen auddguesssuuilioude
fuyarameuen muddyuesioyarieyanaliyaraniouenidnda
naenIuTILIUgNAIT 01aldfunansznunsdlyananiguen

ldenusaliusnig viegnlaudnidleiues

o  mswasuwUasiiitudfey (critical system change)
auiteddyreinisidsuwlasssuuniomalulad awsa
ﬁmsmmﬂsz85na'1vzqm%%’ﬂM’%@ﬁiwmugﬂﬁwﬁwlé’%’umamg‘vm
Wy nsdinmswdeunlaszuuintym wiesuiussuuiiieusde
fuszuuiiinswasuudas usu

o syuuamsaAumATIitEdAey (critical IT system)
At dyuessruuasaumailiunng awnsafinnsanain
nansEnUfienTasind unszuuvdewaluladdnaiivgavedn

yIpldanunsaliusnisle

26 [New] ! otuiindoua aseunau | AoUuiindeya (media) Aseungu devsegunsainldlunisdaiu

v
o |

RN VY aNINUA LYY hard disk, flash drive, tape drive, memory

card way disc Wudu
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AULHE IR UINATUlag AN SEUNA

3.1

UNUINAUN BATANUS UR AYaU

VDIARIENTTUNTVRIUTENBUTINA

3.1.1

“Qﬁm'ﬁmﬁ’uqq” g YAang

AaLAsTaUln

AUTMTIEAUEY MEnefs wilnnureeEusenausinaseAuLuInIg
7118974 (head of department) wagaurisAiBUYINIToL58n

ag19duIUlY
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Tassasneanisiiugua

3.21

Tunsali erudw T compliance
wag IT risk Tan0g A8 iun el
v09 IT security dafiu 1% line 1y
HUsENaUTINvITARLenIUI891Y
A 1u IT compliance wag IT risk
ponuitdulaseas g 2 line

o

A¥mumnsa bl

nannaeUszn1aatuil TiAud1AgLE 99n15uAUNUINREIT
Tunsufuieueg1edaunazidudass Taadlaninums o

nmswlskenmulasiaseesAnsilunisiang

LY NG [T risk 1938 IT compliance JNTSWUKENATNAIIN
1% line MUNAN segregation of duties ag1edalau wazdimnudu
Fasziieane Wy HUHURNUAN IT compliance a1snsaiiugua
MU uRuvesiiu IT security Fadu 1% line wavanunsasiesuy
2 S ¥ o v = 1 =)

Tolauauusui ot adung (418) i CEO ©3nAMENITUNT

P & a % v g & v a a )

Taognadudasy Wuiu vl HUIZNOUTINIAINITANNTUIAN
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vouUszneussia egreey 1 viu
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(D n33un15eg19es 191U nie (27 UTnw (Uanawie
AMENTTUNTYAY BY) 7 AT 5 oUsraunsaleu IT
W oy LU nwideamrnsINnTve i UsEneaus 5A9

Tun1siAuguan1suInsInnisenu IT (IT governance) 1

AUsgneugInvansansanAnaNtivenssung Wiofiusnw
ﬁﬁmmiﬁ%aﬂazaumaaﬁﬁm T 1¥anSossasiolud

(1) aumsanuluanan IT veeaviiedes vie

(2) fiuszaunisallusund s miasaudiy T wiedndnd

[ v

Fulnvourdur uinisaud i eadesdudu 1T n3e

fuszaunisalluaunistimusnwnietdesiuau 1T
wiall fusenaugsiaennliladudu o Winduldniuanumungay
ae19lsAf N1sRITUIRNITUTEIRNISEUSUVS BN SEULWIAY 1T

(19U N1saUsULN eas19AuRsEu e useleiuas WWudu)
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ASE T NITUNI5VRIVUS ¥ U
HAUFANUAINTOA T BEUAY
vsEmldvinmsusasanssunsuie
7 USnwrsu T aneluudom

Tovsaly

Y ¢ o o v a aa = 9 v v g va

wanunaiivualiiussnaugsianlanudessedugadosdalill
A o= a v 1 v ] N ¥ A

n33Un13 v3eNiUSnwvesuI¥netelen 1 vivu AllAuivse

Uszaunisalanu IT ieildusuvselidusnulunismiiugua

U 1T TussAnsegeliuse@nsna

msmvuelasEsaIMiugualag AN TTINTVRIUT YN
Aflewgniouszaunisalinu T oralifulumuinguszasd
vowmdninaust ewniuszneussia wazuivmusiiduauazesdns
nssunsvesUITLitdlifirnuiuinveunassnamiilagnse

lumsiiuguagusenaussia

9819151 d §UsTnaUgINaeIaused Inssun1Ins o Usnw
Faduyransnnuignud iemseuniinssun1susenuinm
AU IT e Usenauganals tnglunsdluean1surenngsunis

HUT2NoUTINgIAIBInTIvde U uaiAIedInTIUNISIW Ol

Y

Wulumudsznedu 9 Afeideswesdninau (@) ae
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NI NI UA D ILAIR IS CISO
asaldIslryaaInsINUTENW
YUY LA NwE secondment

Tavsalal

nsplvesUTEnAliaNudesEAUge fusenaugsiadesdaliil CISO
vasnuedilulasasnaeadnsagradunianis lnefivuaunuin

PUNIwaEANUSURAYEUVDY CISO B819TALaU

Wl waninaet b verulunisldymainsannui g

v

(secondment) ae3lsfif ypansAnaafesausaudRnd

TeegneiluseanSannaruseansua

3.25

ATSHE R 9 CIO LW 8998 19LA 87
ANUTONALNUNITHE 96 9 CISO

Tovsoly

Tianansonaunudule 1osa1nunumminfives CIO yafu
MsUIMsEansy IT Weatiuayumnagsia wiunumutiifves
CISO sjatfumstimsianisanssiunslasndesiu I laeidudass
nNuUUNsUTRNumalulagatsawna (IT operation) wag

NuUAMUAIHRILNSEUUMALUlagasaumea (IT development)

3.2.6

aso annsaluypraiieniu CTO
n300gluniI891UA1Y security

fegnele CTO leivela WWudu

3.2.7

Andudaszvas CISO AN
naniaululasas19e9Ans

YEAUNUIMULNNIANUS URAYOU

€150 mrsdanudud aszannuasaud U U udu I
(IT operation) LAZITUA TUWAUITEUU IT (IT development)
i elWasnndoan undnnisaaanaii i (check and balance)
Tngunuimuini uagdunisnulaseadieesdnsves CISO
arsadvayuliifan1sufUandi ldegradudasy

wazfUsgdnsam 1wy arwnsasisaudyn waglianuiu
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3.2.8

a A

nsal Usenaugsnanillaseasna
mMivgualunausshakuuTINALE
FUUINNANTUAITAIUNT NS
wlauenwiinfl 3 588U (3 Lines of

Defense : 3 LoDs) 8&14ls

nsall Useneugsnadlassaiienisiduguaninaid e I
wuusAugdmsuui¥nlunaugsiaielfunieuivnnd
AMUAEITBITU N5HIITULATIATINTAITUAKANIY 3 LoDs
WNA1501189 NN MTINIMUAYBINGUT IR I UNTO UTEN
aa a v v | <a v a

danuieitald ag19lsAf Anenssun1sveUsenaussia
§9A9A BT URAYOUMBNITANAUAKAAIULE B9d U IT Ladou

AUsEnaUgINALduNITIes

3.29

[New] fUsznaugsiasnduden
T d@runu' e IT compliance
TAgLlanTy € 9LenAINAILAUS

compliance wiplil

nannailanuualidl IT Compliance ugnoonain Compliance
dumsiame fuszneugsiasunsafionsannisueunnemiiii
lam1uanungaunun1sTalasIas9eIAng YU wae
AnudugaulunisUsenaugsia ail HUsENUTINAAITHANTAN
Fnassyaanstiiissnasiowfl ensiduguan1sufvaniy

nnsudeuaumnalulagansaumaliegelivsednsua
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wlgunedi 1 g9989nuNI15NINY

QUARNMLEBIRY IT
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HUsznaugsiaannsalduleuiy
LA 89T eeiun1IAAUg UA
AMudBad L 1T yosnauus v
FaldsuoyiAannanznsTunis

vaangu tavseld
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103UT¥M (a191Uszinalneg)

dnvsely

JUsznevgsAvamisadulouiedii srdeadunisidugua
mandssinu IT fudenusiviouisvlunguimualiuusuldls
Tnodeuiuladnulevisdinanaseunquuazasnndedniy
vaninasifidineu n.a.n. fmuneg1srsuiiu uazmanzauiy
SrvneveniTlurmeny uBNTINT ALENIBIMTVBIEUTNOUSIN
vEeRnEnsIUNSTIlFE UneUmNENN AL INS YO UsEneUg T

fanssiosoyiinulounefinginig
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fuwmalulada@nsaund

4.1

TASIET19015UT 591U D

A35NEANUNUAIUABAN A IT

§Usgnous INas o9 g unns
ot 19ls lunsal @ dTunmains
luiWeane azuy suonni i
AusuRnvaulun1sUuhau

AU IT (IT operations) 161

FUszneugsisenadalitiinasnismieismsmuaudulaiiuans
Tidiuladnanusegeununisujuifauldegefivszd@nsam
W fnnsdafiundngiu (log) vesn1sufifau saustsdnlid
MsAnnLAiaTei log fanamedsamianelnsyanaiiiudass
NNFUFTR sy

9819517 N1svIaLAaunsnenslunIsaeunIunNIsUfURNY
Addydusrezinaruiuennadisnnudesianisufvieu
v099nshe auvservazieulddrosdnsluldldainuddey

TuS2an5USTISIANISNSNEINTANU IT a8naileans

4.2

N13UTNITTANITUARING WAL

YARANIEUBN

421

N1UIMITIANITYARINS

421.1

NSl Mu Ul Yo in
AUy AaINg a1usalvig U UR
Wi TiUSnseandesu I (T risk)
wagem39a0ud U IT (IT audit

Juypraaudeiulaviol

Lanansaduypranudediuld Weswinaumdnnisuusuenmini
3 5¥AU (3 LoDs) uAnaivinving 27 line uag 3" line of defense

Asludasesaiu eswinntniiviawe 3 line As N15RTI19@0U

ASALEUNISRY 2™ line A28

4.22

ﬂ’]iU%M']ié’ﬂﬂ’]iQﬂﬂaﬂﬁﬁluaﬂ

(third party)

4221

Qﬂisﬂauqﬁﬁﬁ]ﬁmalﬂhﬁuﬁLﬁas[fif
JuAudaauiiames (data center)
ImaQ’Wwﬁﬁ’mﬁﬂﬁiuﬂﬁu%ﬁ
Tan13szuvatst s llnanig 9
melugudnauitumes (facility) fae
Wu syuulnia ssuuvhenudu
LLaszﬂummsﬁyu sguutesiu
uarsziusadtey sy wiolvieg
Tuanmiindeuldnuegemaiiios
Weedunisiduinig third party

3okl

madiuiieldidugudreuiiowes Tnegligviminguinis
FanisszuvanstsaUlnacae Wadredunisldusnnseudu m
97N third party Lfl8391nn1suimsianisssuvanssyUlnaiodu

TadudAgiilnasianisaniiunisedeaiiloswasgudnouiinines

At JuUsenaugshiamsinsusslluaudes MvuadsnisAnden
Al AvuaunuIvtnfanusuiinveuve s 1l uasinmny

Hanslviuin1svesEliiinegaiieamanie
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TUsnendegan1sid eusoszuy
wialulagansaumeaiuyananieuen
ionsliyananIguanaInIsn
W e oy adAyauTe1uves

UPAANILUDN

Hegmsdeudesyuumaluladasaumatuyananieuen 1y
nMadousosruumaluladasaumaiuiusinmisgshaiols
uin139audu msid eusedufliuinnsszuudiseiu vie
n15id ounon 1y Application Programming Interface (API)

3
o

Ao a | . = . & v
MNANUUNISHIU private network 158 public network tUusu

dnsunisdndsteyadidylneyaransusniu atduniadide
ToyaUssnvdianuselind W nsdndeyaandveUusenaugsia
wazthlUAnwludugusiennsdews (confirmation statement)
W358 UEBAAUNTNE ALNE BF UL o (monthly statement

report) 1ufu

4223

yAanantsueny U uaaiu

= v 4

1AgN N1 1D ITDUAVDIBIANS

Y

MNEANUTIMAR AU

on-site Wupsims1MIensall

yananeuentisindliuinsiidiun on-site idunsnsa
FagunsaindWeyadidnresiuszneugsnavisedoyavesgnen

MegnelinismunuguaveIfUTENaugsNala

4224

nTel N | WU nasaue 1y T
HiWouraszuy IT nIega1uns

dhiisloyaddey WWuuidvlueie

o

fedduuaraneuenmumaninas

ERIRY

ui¥nluede 1wy uivual vieuTsvgn Wudu ey
Auavuuisunsopuazdayanany deiduyananisuen
Afuszneugstadosdalifiinsuimsdanisanandes wazsU §UR
mutaruavemdninest wu nsUssfiuanudss nsinue
unumatifianusuinve uresusarthsnuivaey waznse

Tldya/dennaslunisiiuinis (SLA) sewinamienu [Judu

4225

msidunissaold Wanedu
yAranuani fesUfuaniu
wantnoua 3ol

-n159nd ouardadalusunsy
d1595Uiindenldan W Office

suite Wusu

v
a o o

- A159AY B AR awagUngeTnYl
FISANIS
-ﬂﬁia'qw”a%alﬂsuawu'aaa’]u
a A v =~ a va
MAerted wdunisujudaiu
AAMNNE LU NSNEsININT WuAuy
- ANSMTIABUANY [T
-N13319 L 1Yy A18uen

oA Ugyvnanidu

AlVUSNTUAY IT fleudessuy IT visedianaunsaidnfistey

Y U U
! =

dAgld fedyaranieuenfidesfURmundninue weliisauda

17

e

NIRRT
- m3dndauarfnsalusunsudnfaguindesldonu Ausdndy
denfiuntsdaions wWu Office suite waslusunsutosiulada
Judu andy n1suingssnwneenduas WiauaUnanduiianunse
fudunsiosld uiuswiinissndedamusnisianadauiuiiv

- ns5¥nde ﬁmﬁ&uasﬂﬁﬁﬂmaﬁmn% ﬁu%@’mflu@'ﬁ%ﬁumi
Fndeies pnifu msthgsinwensauwrsiiannsasiiunsesld
uiUSEMTinnsdadadnvnuinissenanfiuiy

- msdseyaludmmhsnuifedesdadunsufifinungmune
WU nsuassning Wudu

- N13AS2ADUAIU 1T AIULN U 1N K3 DNI1TATIEOU

WiasuIewNATTIY

- M3 AeuBnLivewnUgyanidu
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4.2.2.6

ATULE B991NNITNTLINAD
(concentration risk) ASDUAGY

nsailatng

ANUFERINNINTEANG (concentration risk) FaRUsEnaUTINg
msAiaddlunszuIunsAnEeNUARANIEUDN d13NTAATEUARY

[ |

Iananensdl Ineddensiidfny

Y a T~ a . .
e n15lduInsannyARaniIgueniiessIelien (single provider)
dwsuszuunudAgnmun Femnyananigusnddeym

o w

Tunisliusnis envdemansenusionsaiugsiveselidud Aty

o

o nsldusmsnnuarameuenvius mstugUseneus siavane sy
mndmatatoufinlu yanan1euanenesdadaiuaILd1fiy
Tunisudletdgyn Inednassninernsiowd lotdgyuilidu

o a =< 1 & v
fuszneugsianelasevineu lWudy

4.22.7

WsPunAIBE1IN1TUSEEUT LAY

o o

ﬂ??uﬁﬁﬂﬁ?ﬂ@%@ﬂq@ﬂaﬂ’] gUDnN

TngUszasAananvean1suseiliuyananisuanae n15.911a
G ERION

(1) nskUsnIsnuau IT 9INyARANIEUEN

(2 mMadeudesyuu IT AuyaRaneusn Way

o w

(3) AseugInliyArantsuenalnsaid1fleyadAyvse

o

£ v a

ToLATDGNANTNIATUALALS
wardnaliiinsAndenyananieueniiaonAaeInumINEes 138

o o

AnutedAnyvesyananieuen

el Wielidumeunisuszliuyaranisusnilulvegediunnsgiu
wavaonAdonuuleuteinnuald fusenaugsiaeadnlid
wuurlesusnsgrunldlunisussifiunasdniianyananiguen

Tn8Tlfg19nUNIANLIN 2

4228

Husgnougsnaaunsaldisnasg
MIIVEOUIIINITIUT UTD
(certificate list) 71y ARAMBUBNLH 3
ununirsnuadnslunisidn
AFIAADUNITANLUIIUGIU T V09
yARaMEUeNlUIN T IT
5167 G ud iy i sanaise

Tunsmsivasulausalal

NMIATAEUAIINTIENSIUTUTEN (certificate list*) LilesaENafied
onaliifianelunisfiansanaudssveadlsiuinisausm i
efiifddy fUsznougsiemsiiansaneasiBenuessneny
NANNSHTIEBUFL IT (T audit report) Ineginsraaeuiitiudass
L% U System and Organization Control (SOC) Report v udy
Tnodiafwounnisnsivaey stesnafinseunguluseny
NMIATIVEDU HAN1IATIFE@D VLA UTELAUEIATY (Major findings)
Tunan15m31989U KarAINAINITILALAINLU LT o 8984
AFPEEGLY

wenanil fusgnougsiamsfiansaneudedu q mnmsliuinig
nyARANIBusn 1y AuLdsslud 1y concentration risk /

vendor locked-in tJudy WuGus e
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4229

NN tIuIn1slATIas 1IN ugIU
1N cloud service provider ¥
Uszlluannsn1ssneauduag

Uaansdulaaendls

AUsENaUsINvaunsaUsziduinasnsinyianudunsasniy
294 cloud service provider lAaNTIBNUNANITATINEDUNANTUNT

Imawmmwmﬂuﬁmz L FNTNUNANTTATIVEFDUAUUINTZIU

SSAE 18 (SOC 2 Type 2) tlusiu

wen il duneuldneunsiImnnIsiiuguwakarUTnISIANTg
cloud computing (89A1: https://publish.sec.or.th/nrs/8284s.pdf)
Auseneugsivanusadnyiiuduuasusuldidunumadieniu

AuauaruImsauUaensisannisldau cloud computing 6

4.22.10

[New] 1 999 nuurUfv@lunas
AIUANLA BAAUYAAAATIUEN
(third-party) S90ULYRABUT 14
ni19 Mlvdiypranisuanuany
Usglan n1susu1saanng
uAAANI8UON LU N15UILIY
AILE B3 N1SAALE DN WaZNT
TnvdennamIodyyl Dunu
sgdearniunisniud dinualy
lunwrvgudeg1easua Uiy

yARanIeuanynIevieli

@

nnUsvasdve Il URlu0an1sUINIsIANITyUARaNIELON
ABNMIITIUTIEMAITUYURANaz AsfiasAdiade Weiinislduinis
NUAN IT Weonreseuu IT wseaynnliuananIguanidifa

v °

ToyadAgvisedeyavognla

AUIENOUTINAAUITAUIMITIANITYUARBNBUBN A ATUTELAN
wANF 19t uRINALE seuaz AT ed Ay Tnefiasan
AnumIzauveInswIU TRl g ety

1. n19id susesruutsuiiudusuiatsnadeg o1afing
due diligence fidunnsninislduinis Cloud service

2. m514u3n13 IT support 713lU Feldifeadesiussuunudify
o19liifmnudndudesssyssazideniedty RTO uag RPO

asludeygnisldanu

43

AN5USUISIANISNING UMY IT

43.1

ANsTRYiInE i aunsne duanu T

msiiveyalatng

o

nnUszasananvein1sdnviveidouninddusu 1T 19 hardware

N a ==

wae software Ju WialiHUSENaUTINANSIVRINSNEFUAIY [T

U q
v

= Y v

5 Usgnougsnadey s wua ausadaliduinsnisaiuay

U

Fdsmemingduisaznenisliegnungan uaruInsIanTs
ningdudenanilaegrelusedning 1y n1sinaugeding
N13AAAY patch KAEAITIMNUUITITNYINT oM TTAMINTNE AU
I £

nauwnu Luauy

aady neideunsnddumsiiveyanaunsateligusznaugsia
aansausIadnguszasddnan TnsuuiufuAvesdidinau nae.
Inlviegnsmenisteyalungsilouninddu Wwelvifusznaugsia

aunsafansanlulsulele
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432

neounsngduuseinneendwls

Asiiveyaves freeware sagw3alyl

T
[ [ ' =%

TagUszadd Ao 1wmilwemnsinvimeideunsnddulsein
gendwsAe ol Usznougsivsenmsainmatedluivesszuy
ansaumaldessfivsrning dalu nefouningdutssian
gouli urs ArsATaUAaNTas LT AUTELAN (119 freeware
open source W@z licensed software) A RaR AUUSTUVETEULNA

niduddny viselanudesienisgnididutewninsiaufivileues

433

Husznougsiaansadnimeideu
nindaulunsalfnlyuinig cloud

service provider laiagnals

@

13 L% o = U fa v gj
mqﬂizammmmimmmLUEJumWfJaumu [T 9 hardware Lag

v
IR

software AaktelyiffUsnougsiansufmindausnu Im Aflegviomn
uazanIadalviTinpsnsmuamAsdlieguiiussavtng 1y
n1sAnautedly n1sfinds patch wagn1TIMRLTIIS NV
nsdavnviwgaunauny 1wy fafu fusenoussiaTemsdiy
nzidounindaulinseunquningauildanuain cloud service
provider ¢ng
il fusznougsiaannsadavimeifounindauliaonadasiy
Uszinnvesuinsildann fegrau
- infrastructure as a service (laaS) wae platform as a service (PaaS)
p19davimzidsunindduresaniawisvseveniwisuu cloud wu
s’?JIEJ virtual server, virtual network, virtual resources, VM Wuduy
- software as a service (SaaS) 0193 A mzeugenldnasAlduss

U cloud

4.4

155N ¥IANLUAIUABAN B VDS

v
Uada
u

44.1

NNy Usgneugsnadn1sdavin

ROPA (records of processing
activity) @unsaldunungid vu

U fa v Y A 1
nindaudssinvdoyalavialyl

I~ o =2

TrgUseasAraan13Insin ROPA Aan1sdufingienisuseaiana

a

aduypna Jeo1alinseunguioyadu q Nilideyadiuunna

q q U

Qe
2

2

ady a o v o

W nIANFUsEnaugInainisdnvin ROPA Ui Husznaugsng

U q

2e
:EE [

genssoadnlvidingideudeyaiiiuiy ielvnseungudeyadu 9
YBIDIANT UAZAINUANININTINYIANUUARASBYBITRLARINGT

E1MULAUNY

442

nsdavimgideuninddudseinm
doyamsaseunguiayalatng uay
saudedeyan oy lugduuy

unstructured data fgusaly

nsdnvimzdeuninddudssiandeya Sinquszasdiilole
fuszneugsiamnsausmsianmsteyaieglussinslfegsasudou
(V’T’ﬁaaﬂauw structured Uag unstructured) HAMINZEYN Uay
fiUszAndaw anunsaanaandesweas msaifidmansenuso
anusisasUaendovosdoyald Fafu nadounindaulsenn

v P

ToyansiideyaiiiemeiazussqingUseaidnaina
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a1 A0Y ANBY
viail lunsdlvestoyadiuynna fusznovugsiaalseied
MU UAmungingdwensANATeslayadIuyAnaBE 19ATUN U
lnsausoesuieinguszasdvesnisiv s9usiu 1w was
Uszanawadeyaty suisdinsveanuduseuainidrvesdoya
(data subject) (W&2usinsl) uenaInd n1s3nvimzdeudoys
linseungudaunsayelvigusenaugsnaanusausmsinnis
Anudsvesdeyanis 9 Iimungauuazdvszansainuas
Uszaviznane
443 | data owner faaszyluszivyaaa | JUsznaugsivanunsaimvuayana vieviisnw/drsaulindu
vioudemhenu/heny data owner Jusgfuzuuuunisuimsinmanely
44 | Suduntelsiifessyy data owner | oyavisnunaasinsiinun data owner 1 oliiissuRinvay
dnsutoyaiiavun soteyalnenss afrenuiulaldinnisuimssanisdeya
donndeenuuleuIy 119U NYIeley visengriny
4.5 n1saruaunIsidIfedayauay
JVU IT
4.5.1 YNITUTINvDILLIUFTR il WU URAINA198198991n1IM551U Payment Card Industry
- AsIAAn1sd ug’ua ey | Data Security Standard (PCI DSS v4.0)
Aawanafnsietuliiiu 10 ads | ognalsfid fuszneugsivaunsndrdmdeldnuinasgudu «q 16
— sl akaiuilisfusia
fiaeldnuagnnion 4 adadnan
vi3elaidnfusaruiinglda
Tugs 1 Yiruan
452 | wnszuvnuvdemeluladildonu | mnszuvauviemaluladifusznevssialdauiidesnia

= vV o % o Y o [~ U Vaa

fA9a9119m vlvandusealgisnig
FUTUAIAUT T AU UIARINIT
WU URndnY nan. Mvue

fusenaugsiamsaliuntsesls

Q‘Uﬁmauqiﬁﬁ]maﬂixLﬁuﬂ’mm?fsm wazdnlviluInn1sAIuAY
VNAWNUT WMuzaNkazdonnd et UAIE B WU NTElTTUL
Tianunsaseiunisidngssuu (login) haswarnuiRenanaseiosld
91914350158 U 9 Wensraduaulnunfnaznevausld

] LY [~4 v
2819UNT LWUAU

ot13lsAf 1 osandedrindsndnenvdmalifuszneugsia
lalanunsaufuReuulounsveesdng wiskwIlfuiRvesdtinau
fUsznoussiadeasssymadssdanainarusiiunanseny
fiorvasindulunsdifianitofian (worst case) wiawvhinsunu
U$uugeszuumuadiundes ﬁaﬁiussaz%u@ﬂsmauqsﬁ%
MITTgNULarveaulReniiu (exception) INFHSWITRUTALAY

R R PN e R BT A Y
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453 WU UA vl Usenaus sAa | wuadJUadildmivuagusuunisudadeuldidunisianie
Aflnnuideasziugsdeensdalid | ndnnsfiddgdenisdalifiszuusalui@lunisasivaounas
suusalulidlunisnsaaeuuas | wdafeunginssunsuduimuiiaunfviodesasde &l
wdadeungiinssunisdudusiau | §ideades (lddnesdufuseneugsia usegndn) awnsa
MeunAviesosds maudadiou | mevauswidoudlumnioananildegiaiuvig
finanfaiu Wunsudadeuss
fusgnaugsia viselluudadiouss
fldeu (gnan)

454 mnUsy privileged user gnifwiueli | n15a3190%yd privileged user dmsudldaunsazsy avdaeli
Tdudusieuana (@ssigned to | Widmannmesyudldnuldiegnfivssdving oglsia fussnaugsna
individual) ffuszneugsnadsindisios | Famasaidunisaeuniu log 7 \A 8artu privileged user (19
d0unu log 158 usuRAuLAY | authentication log, access log waw activity log) tiagaelianunse
n9udnds w3e log nadduay | asanunginssuiienafirnufinund (potential security breaches)
el waAun13nTI9aeY (investigate) WisnfslFogaimngan

455 | nadlfusznevgsiassdumdesgs | wingunsal IPS wie DS fnnseanlifinisnsaasounarudaiou
Faprsvalddsevudaludd | wgdnssunisfududinud AnunAnsengAnssudosacde
lunisasivasunazudufou | mnnsidnudadfldonu fedindulumuwuyjifvesdnineu
woAnssun 5B usuiinuiinun
vsedewady nsldnuaunseal IPS
39 IDS Aorndulumuuuiujun
udviseld

4.6 N13AUANNISLLE

461 |uinsgiunisidisvat’eya| fUsznougsianiaidenld algorithm Tunisidswadi Yasnsde
(cryptographic algorithm) A23LA mummgmmﬂa‘w?aLﬂuﬁ'aamé’ﬂﬁ 191 National Institute of
9819l WU @ansaldnu 128bit key| Standards and Technology (NIST) %13 ® National Security Agency
encryption lavselal Wusu (NSA) lugu Waid algorithm 79 e masiinrusmneauiusesu

Aud A yuazAIE ssvesteya warlinsld alsorthm uay
key length itlagthiliivaensie

462 | mMsaruAusdITia aseunqu | n3diigUszneugsiainsldinaluladmsidrstaiesnw

nsisaludiuladie iy
nsinsviagIudeya vsensdnsia

YDIYBINNTUAD APl LUy

ANNUaEnN Bv0sY 93] @ (confidentiality, integrity W@ authenticity)
srandlsune data security 199096 NaIKARNIEUIUN I A
inldnudeddFunismuauilifiemengan iieliausn
ussgIngUszasddunsTvIAuTuasasaeveadoya

AUNBIANTAVUALY




- 16 -

A1nu AR AN
4.7 n1s¥ne1naas unsUasnfe
NNEATNUAZHNTNILIN GO
48 n155ne1aus unsUaanfe
lunsugiasudau IT
48.1 MIUEMSIANISNISAANSZUY
(system configuration
management)
482 n15UMIsIanIsnIsiUAsundas
(change management)
4821 | wusliodafindiudnuuans1s | standard change wag normal change 7 mrualuwulruua
¥ standard change uay Judiesegwessnmmaasundas neflaumneildill
normal change il
1. Mmadsuulannnsgiuildiueyiaidunsialy (standard
change) fie Msiasuudasiilésuniseysifngiisnnaliamih
Wi eldfinisedunumudeulefimwuald (pre-authorized)
3 atndunisid susdasiidaud s ind uvesnss uas
fifupeunisenfliunsidaey wu nsiiy memory Wudu
2. ﬂ13LﬂﬁlEmLLUaaﬁéfawaauﬁﬁmmismumiﬂﬂﬁ (normal
change) Ain MsiUAsunUasitlaildnisoustalidrani wazlaly
mswasunlansaliseriu Sadeswiidunisaudunaunisee
WasuwUasmnuunf
4822 | Yomvuad miuy Usenaugsia r;:iﬂﬁsﬂauqﬁﬁammmﬁmuwﬁﬂLﬂm%‘vﬁaﬁ'aulwanmim?iauwad

seduAUd 8egs T einvunlid]
change advisory board (CAB) Fu
Fndudonaus CAB d1msunn
change request w38l w3olang
change request 71 @ INANTENU

JAUgUYINTiY

fidosausne CAB 1a lngAiledsssAuanudifguasnansznu

S NAREIRIGEIIRIAE

1%

Tunsil YadefgUsenaussiamsiiunedsdaduagiaios Wsli

Y 9

a1u150UsELiunansenuladalauT u LU SEUUNse function

'
a

flgsunansznu / szeznanfildlunisdsunas / downtime
MAndy / Usaunisalluniswasundaduein (nsaifldnweus
i case Weniu) / Tonafiniswasuntasiulddulunuuay /
WHUA1589115 0 workaround / NAN1SNAABINS aNAdaUn auLSL

nsilasuwas Wudu
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483 | MIUMTIANTVAANEINNIN
V952U IT (capacity
management)

483.1 - -

484 | ms¥nwanudiunsUaendoves
\A3aauaiting (server) uazgunsal
ﬁl%’ﬂﬁﬂ'a\‘i’lu(endpoint)

4841 | - -

4.85 nsinwiaNuUaeafsdmniy
nsuUANUIINIATaTIBA B LN
(teleworking) n15l¥eugunsnl
\wdeufl (mobile device) uaz
nsldaugunsaldausia
(bring your own device :

BYOD)

0851 | lunsufoaendinisld mobile | n1sameidougUnsaliadoudiidu aasfiarsanainanud g
device g @ 8 4n 1 vualy il | lumadhdszuunuleglilddueunn uazanuidsaainnindnds
nsamgidougunsal wu e fu , | sruviilaggUnsaiifinisdnuimnusiunsaon fudiliifisame
0, serial number , MAC address | fiwiiu fusznougsiamsameougunsailiinsounquyngunsal
nsaanidoudy Idaniedu | fawnsaldifedifessou T Afdeddy
wifneuvesuIsnthgunsalnld
viehsulluisgniuaryrraneen | dmsuludiuvesgndn uazynnanieusnilsiasnsadhisszuy T
(third party) 97 Affeddny wazgUsznevgstafininsnisulaeninievisves

svuu T Aifldeddyesnannszuudu 4 sgawmngay HUs¥Naugsna
onalidudusiosimunlitinisamedougunsaindeud
ag4lsfid Jusznovgsivmsialidnisamedeudldnu uag
n15ILAU log N1sTdeuBumesidaruszuuIAS e en1eluTes
Fusznougsia Weliguszneugsisaansassysiyaaarlday
SumediudanuaieyieveuiUsznoussnaliegagniesuay
Wudsglevdlunisfiemunsiagevnazosdunisldaussuy
msaumAiiangUsrasivetesdng vielidulunungrnevie
nqunausiiiedesiely

1852 | nsdlgunsaiggywmie Wunisenn | edesdudeyaiiduaiuduniedinnuddsy (sensitive data)

nine oAl un1auYoya
9 nszezlna (remote wipe-out)

NNV YNTN15AIUANLS 89V09

Fagnianulugunsalindeunannsgnidfslaelalisuaygn
AUsEnaugsnaamnsadaliiuinsnsdesiudeyansaingunsal

Wian1sgefivanzaudy o la wu n1sdisiateya (data
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swan1ulun15t91LAS pauay
N19 lock screen LEUIONALNU

nsauteyaliviely

encryption) M3 0813191594 drive U8 alW uld ud1m3y

nstinlalannsavia remote wipe-out e WWusu

4853

nsnTeasUANi uAsUanse
vpgunsaldiudveInineu
(BYOD) 91 »3398@UN13 root %38
jailbroken ©19UfURAN @13190
Tdurnsnisaruaudu 9 nauny

Tavsala

nann1svestemnuade Jusenaussnaliaiseunyniiaunsal
Aliundedie (untrusted device) WWoauRENIOLNTITZUULATOUY
neluvetesdns iedestunisgnlaudnisleiuesiiugunsal

BYOD #99193in155nwanusiuasuasnsenluiiesne

fafu lunsdiifussneugsfadidosirlunismsnae uaausiung
Uaeansdgvesgunsal BYOD {Usenougsnaenaldisnisuias
nMsdeureviemaiiniassuuinietne wieeywlidndeszuy
\3ovefidaiu untrusted zone uipaugalidndsldiany
szuvuardayafifanudssiuingy uenand fusznavgsia
msdalifiasnismuauiuAsdmiunisinwanulaonde

YBITFUUNUULALLATEVIENQNII1A%U BYOD Mg

4854

Jormuun BYOD Iivadsnisldau
BYOD il a1l s osyans eszuy M
ot wnladledeyavsossuudAey
Aol URnumaninaeivielal 1
nsl#u BYOD ierildnudiua

s

Y o

fartmun BYOD Trvaidsmslénu BYOD erindsszuy T viamun
asvuu T ddeddey wassuu T 8y 9 Wy madiessuudia
wagATIN1SUsEYLTeUsenaugsna Wiieenseiiuweundndu
Auuswes wisedeamnile q usu

Fau mngUsgnougsiadulevieniefianudndudidedi
YAAINTYDI09A nTaL Tt gUnIaid Ui uT eud oLt olof
a1unsaidfesEuY 1T ¥eeeeAnT HUsenaugiiafedliinnsnis
AVALANLIABSTIBNaz AT uaE Nz aN Ly ALABsRN
foyadilua gunsalgae viensgnlaninuvedduivugunsal

Alifianusiunsasnse Wusu

4855

a A v o s 1 o
NIeUN Qﬂﬂﬂsnaqﬂﬂiiua’mm’;

=~ v A a o

Wialfiateyanus¥nliuinig

1 a CY =1 @ L2
Wy woundatunsoriuled
sy duindhnedu BYOD way
AR ALLINSNSS NPNLUaBRNE
dmsunisldaugunsaldiuda

50l

BYOD aseuAquanizn1suigunsalinfouinnyilnuaiynaing
UBIBIANTIHRNADTEUU IT 10909ANS Lsaudenisldaugunsal

duvesgnan
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4.8.6

nsersesdaya (data backup)

4.8.6.1

s1eaziduateyanieszuudiagg
Wumegeud oy ad1sesiay
NIEUIUNITY AUY 0L A NUIEDY
nnaaauteyad1sevasszula
L% U critical system, application

system VD) 9N system Hudu

o a

nann1svesteivunfe HUsEneussNfeldeyadisesninioy
vanldnuaneidlofamgnsaifilinindn (unexpected event)
mswmaauﬁa;ﬂaLﬂuﬂﬁzmum3ﬁﬁwiﬁﬁﬂizﬂauqiﬁﬁ]ﬁ’u%lé’dw
Foyafilsdsedlifnmiesldnuiledndusedy

ilosnngusznavgsiaudarefiszuuuaridnmsiadudoya
fumneinaiu fadu HUTENOUTINIAUNTAANUAVBULYAVDY
n1snegeudeyad1seLansEUIUNT) Autayaliivinsauiy
m*mLa'?"8waﬂfﬁjagjaLLa3mmﬁﬁaﬁﬁzymaaizuuﬁlﬁ'msﬂ"aﬂ
Wil MsvedeuARsATlads Recovery Point Objective (RPO) Lay

Recovery Time Objective (RTO) fifuualise

4.8.7

o < v L <
NI13IALNUVBYAUUNNENANTEU

AstgunegIiuszuU IT (log)

48.7.1

log 909n151Ud sundasunla

lassasnadoua vunetverls

log NsiUd suulaslaseasnadeya n30n1571¢ (table) vos

g1udaya 1w N3 create / alter / drop table Lusiu

4.8.7.2

ﬂ‘iﬂjﬁisUU instant messaging
UNIPUU 10U 53UV chat Tu Lotus
Note %5 ® Bloomberg vdudu
Llanunsaduiinuasdmfundngiu
nsaunuild §Usenaugsnag

anansalsEULUsanaalavis okl

anunsaldliamensdinglénuliamusadifstoyanelunlale

Wawetdunisaly wiegldeulydadu access person

Y

'
a vaa

AuAseuluUsEnALUIUGURT uU. 1/2562 1599 wuan1eU R
ANUSUNITAUAUIEUIY UIATATT WAYTEUUIIUT b1 83NV
m3nsgvhioallienudaudaaauseleniiugnAvesuTeniams

wazn1sasusitedunsndduvesudnianis

4.8.7.3

US¥NaLd oAt unnnnsyin
§3n354 (transaction log) 113U
SYUU IT tenisdevnendnning
(trading system) Tua 7uv04
source IP Wk ag destination IP
59384 full URL aenals Feaziduly
ANUAUANAUTININUTEN1AVD

o

A11UN9U N.8.6.

TiUsenougsnadaLiu source IP uag destination IP tngduwun

v
v

AUANYEN1TITUTeIgNAT ATl (WINTANUTENOURULHUN N
ANUAIANUIN 3)

1. ﬂiiﬁgﬂﬁﬂ%amwé’ﬂw%'wétimqﬂﬂifﬁﬁQ’Uizﬂauqiﬁaﬁ’ﬂif’i
meluiivhmsvesiuszneugsia (W desktop Tuviosin iWush)

1.1 winderdsrnu trading application ﬁp}jﬂizﬂauqiﬁﬁ]
Wt / Sraianniseinszuuees vendor Tnef application fana
host aglufivinisvesiUszneugsia saudsnsdgnandadds
suminau IC iussnaugsiadaiiu private P address snag A-A’

uay full URL Tsimsudau (antdunsel non web-based application

Taisipadmufiu full URL)

1.2 ¥n@fd w1 SETTRADE application %3 application 51
Afile host egluiivinnnsvesUszneugsia (nensid eusie
internet) # Usenougsnafesdaiiu private IP address (source)

Y83 89T VIN15E A T nieududnli liusng application
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a

Wunsdaiu public IP address mnag BB’ wa full URL Tiasudiau

o

v v a «

ol wielWeUsenougsiadl
it}

2. nslgnAng evendnnsndrug Unsalfdilenswd fuves

U

ﬁef

Joyarieaned uduiinuueigna

e

AGE!

=b

HUsznougsNaEIu intemet (191 mobile phone / internet café /
personal laptop Luu)

2.1 wnderdn1u trading application ﬁﬁiﬂi%ﬂ@uﬁiﬁﬁ]
Wannu / $raianmienssuuues vendor Teit application fandm
host eglufivinisvesisznougsia

T Usenaugsiadaiu IP address aug C-C’ uay full URL

(8ntiunsal mobile application %3 non-web-based application

laidasdmiAiu full URL)

el Juszneugsiamsdaliidseuuauiiagyie corelate log

#141A310 trading application wa log 31nA C-C’ 1l aUselayy

TunsBuuimugnetgdeinds (adaee log l9anamaxwn 4)

2.2 WINa9ANdIIU SETTRADE application 1130 application 8u
file host agluivinisvesisznaugsia ianduniswuieiu

99 1.2 (wnviunsel mobile application lifesdaAu full URL)

4874

USTnannsadniiu log ludiuwes
order number N1U3 E&as 197 UL L9
WNUNISLA U SET order number

Tavsall

JUszneugsAalianansadady order number fia3197 wiaald
iesnlunmsnaeuiiauresgnagdsids dinnu nan.
vidonhemudsiuldngranedu «q Suludedd SET order number
Uszneunmsinnsan ieliensonsaaey log Weutudeyatovne
flsinszuuves SET Famsliteyauandonu 1 lumsisan wy
order time #3898y a login / logout time 8131111159 539a8Y

IS = Y v
fenuramanaouls Wusu

4.8.7.5

v

Uaya log muUszma e1alianansa

U

Faufuitanunlweylu centralized
log Wenuls lesnlumsufod
log 20susave UnsalazdaLiu
wenAu Wiy firewall, load balancer,
proxy server, web server W@ ¥

. . < 3
application server [usu

a 1%

wdnnisvosdemnuade fledmafi il Usznoussiades
suunsnrnasuiiiemdeiianta fusenevgsiadesdidoya log
yesgUnsalfng 9 insudou Tnedfuuaznaniingedy (time syno)
ward oy ALl eanen an15AdUN1IATIaoUT L9939 Lay

Dulumungmang

Ausnaugsnaanansedaniu log Liumnsnaniud (location) Aule

v aa a [

Tuegiuisnmausmsdant log meluewing egelsid fuszneugsia
A3 Al T seuvaud ¥aely corelate log s¥ni19a Unsal
wieausglenilunisnriaasuianssuvesgnan Wedwinau na..

wenmhsnulruldnguunedu q Soswe




-21 -

a1 A0Y ANBY
4876 | fusznevgsnamsivdoyatuiin | msdndudeyaduiinmensainisldnudumesiin amsaseungy
wansainsldudumeside | mslinuimuaveminnuissyananisuen Welanunsossy
mzdmuninenu uiesande | feuflfnuesfnsuiifetuld Wetlestulalluntdldszuy
yananiyen () Adanld | w3etevetesdnsihnisland noniu tidn vdewmeunsdoya
NuBuwesilnveuity asaumendwedumsnssinfianguane vl deyafidaiiudes
donAdastungvInelaEvdnInas A Tos Wy ngvsnednsie
msnsevhawiafefuneniames Wudy
4877 | n13¥1197UY94 firewall (network | network firewall log #1883 log Suyaﬂ,gjaﬂﬁfﬂuﬂmi traffic ¥4
firewall log) wunefeasls A58 | firewall 1y AN150I7A5n15 deny/drop packet L udy 1l olsf
Joyalatng asnsalfifudeyalumsnsinaoudoundansdiedotegnlanils
Tnelu log mstiufindoya Tuuagianfinsaiussuunudy 4 (clock
synchronization) / IP address # 49114 (source) hagUa18gv14
(destination) / firewall action / port il4fAnsa
488 | nMsAnntuauaszuULaziE1EI
fuana1un1eleLuas (security
monitoring)
4881 | - -
489 | msussiliudasininianaila
(technical vulnerability
assessment)
4.89.1 - -
4810 | MINASBURILIZUUIY
(penetration test)
48.10.1 | Usznougsiaaunsaidnsin | nmsdhslasinis bug bounty wiasidunistielaninsadum

1A59115 bug bounty Lt 8A UK
294l WUNI5IAYIN penetration

test lausali

warudadieutedivd Fsorahlugnisandunisudluls egndlsid

N Yo

madsalasinsaananlildidunisiulseiuinaedifdniunis
nadouns afumYesinivesusenlussnineddiisaulasenis
5ﬂﬁgﬂETQ"L;J%JU‘LJisﬁudwﬁaﬂmﬁqmén%gﬂiwmuiﬁﬁw:ilfﬁﬁ'm
Tasen1sognamngan faiu nsSATh penetration test 3adfans
Fanudndu ImstanugiJqummigmﬁlﬂiﬂumiwmaauu,az
Auvndednisng 4 vesssuunummueuaifuundusedmn

o

wInLllelin1sasullasszuunuegitudAgy

¥ ¥ . Moo o ,
39l N1991ATIN1S bug bounty m‘uqlﬂﬂumim penetration

test Az 9928l Usenaugsnalasuaudulauing e uin
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sruvnuafyninelutaznisuenazlasunimegeuazlasu

A1551891UT0 NI DL 1ML LAY

4.8.10.2

Hdni1 penetration test \Ju

yransneluesng laviselyl

HUsENEUgINIasadalill penetration test lnsyaainsanelu
aeAnsld og19lsAf yaaInsAInadesdaugauannse
Toedanud ud aseanviie9us 199958 uU wasslud asey

INNITHAIUITEUUAINGT?

4.8.10.3

a1115019103 09dlonngeau nie
\5 09ile scan sTUU WU Web
Application Scan s il onauv
N199 AN penetration testing

Tavsalal

nsldinsesiionndeu wiawnIesile scan wWu Web Application
Scan tdudu detduiieanisuszidudealninianain
(vulnerability assessment) Tud uguiindu lad@ausanaunu
mMsnegeunsazszuuls eseindeslmivissinetaldanunse
asranulalasiad eefloaunudodint snludfiioced19d o7

1% o

o1l IEImluNINAAD U TEUUTINMEY

el Tunisneaeulangsyuuaug wlunisinesd 18 edy1ey
(penetration tester) Uy @1u190l4LA5 93l o (tools) W19 9

aduanun1sadunsla

4.8.104

Y a

Tunsalf uSewldusnisszuu/
TUsunsu 310 luInas (vendor)
us¥natursaly vendor 9avn
penetration test ¥ UUA 4NA 12
LNUNISANTUNTITIAEUS €9

Tavsalal

HUsznaussnaau1salduani1sinvin penetration test ¥o4

vendor l¢ Tunsalfi e Usgnaugsiatssuu/usunsuiiilu

a @

nandusidniaguanldau lnedluauisadaulamsaudly

anAuelies wassoslfiRnuteulunisldnuvemdndunity

' '
=~ 1Y =

wiedesiunansenuiienafiareszuumsinwiamulaenioves
wanfusifang udadermdnsasiundeusderuszuuuay
\nTevievesfUsznougsiaud azlineliiAndedvifauduain
environment #3® operation Y83 UsEnaUgIng T sazdanali

15911 penetration test Uulsigndas

4.8.10.5

d119N91U N.8.8. AN15AINUA
FULUUSIIURNANITNAAD Y

AsnsEUUMsa by

°

d1inawu n.ae. lildimuaguuuu (template) d1msunisdnim

TIYNUNANAFTDUNITLANEIEUY aﬂ?ﬂliﬁa FTYNUNANITNAEU

[

MIEITUUMSATEUARNT BB uaTl dndry WiolWUszneugiia
Wrladaaudsswesdedng wazannsasnidunistosiundly
pg1mINzaN fegudu finmaaeuy Suilnedeu veuLwn
AINAEIU T18N5TEMITINTIINU FenTnedeudsilinsiany
$99l%7 AULE 8909 89lnd wazuuantedeetundle

Yol Wuduy

4.8.10.6

nsflszuy IT AdldedrAny waldle
VY aUR DA ULAS 8Y18A1515UY

HUsznaugsiadnludesdnld

Nyl Aena 17 T Usenaus sAIN1TUIAIULE 83310
N1SUNINHUTEULWRSTOUEARNTINSTldea snluasing Wy

ANSLAURNIY intranet Iﬂ&liﬂﬁ‘dixmﬂ‘a (internal user/malicious
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NTNAFDUNITANE TE UV LY

Uay 1 asausely

insider) ¥39N1SWNINTLANBVRITARISHNY intranet LTuAY Lay

MUUATOUIANISNAADUNSIANE 5L UULARINAIULAN T E

4.8.10.7

nsalszuuT 01519 susedu
WS evans1suy wa by ladu
seuu IT Afieddey fuszneugsia
Fndudesdalidnisnagaunis
Wrgszuveg1atosdar 1 ade

ERIRY

[

HUENBUTINNBIANTUNITNAADUNITIANETEULUNL T DUs DAY
wievivansisarey1vdeslag 1 AT suagnnAT 9N 4
nsasuLlasTzuUAInaegslitdAry Wesanszuuiideu
fuA3edeassugriodumesiiailontanagandudmvane
yoen1staudnislgivesuazdawansenuaeni1sU URumnse
AMUUNTDT OUDIDIANT
wonnil Andeyamgnisaliinduluedn lundeddnazlaus
L3 ! i s o w 1o = 1 & A a
pepnsiuszuURTidedwildudauunsn Tagldidendusyuund
Anuddyvselal ndwintugliusrasiasidimuguszuuiangt?
wislddugulunslaufissuu M Afldeddgdu 9 nioenald
o a [ a 1 1 1%
sruunuveUznevgsiadugulasiimsnuaisuendelula

(51 gaviduniuANMULNUAINTLAIARLIN 5

4.8.10.8

nsdlssuu IT fideuselnensetu
SYUUVDINUIEUE U LU SET
surmInsean1tun1siudu o
vdus W WU private network
HUsznaugsiadesrinisvageu

ASRETEUURINAIYS o bl

nanLN LA LA UdIA YA UNITNAGOUNITIAIETEUUTD
JEUU T MAeuraf ULATEYI8E151TEININTEUVEY 9 el

donndeiuAudsINNIsgnlaudnisleues

dwiiuseuu T Silesnsiwewsiauuy private network FUsenaugsng
ANTANATUIAMUE LA BT 19U NISLAaNARIUYTD Iln7
UUTTUUNLTauRaU uazdedlniuu private network ufu uag

MMUUATOUIAYDINITNAADUN TN STUUTIMINgauLiuLALLa

4.8.10.9

ANSNAFBUNITLINETEUUA 04
afiunistuguuuule (black box,

grey box #39 white box)

HUsgneugsnaaursaienldISnsnaaeunisiatgssuy
fiaonadesiunmndsesssuvnutaztimingyeinsmaaey
il fneouniainesruumstianuiauanILar deuey
Tunsmaaeunsiatzszuy ufasinnandudasyanmisay

19198958 UY LLa%Lﬂuaﬁigﬁl']ﬂﬂ']iﬁﬁl]u’ﬁ%UU(;fﬁﬂd’]’J

4.8.10.10

v a o v o a

WUsznougINavLluaeInIliuNg
wi lanngoslndfinuannisvii
vulnerability assessment i & ¥

penetration testing %3l

AUsEnaugsNafedinisusmsdamsuazuilatedninasiany
NnUsELAALANd evestedlnd Fenuideninidsesiu
rudesin Jeisndeudeuazaninsananndudennamuiienss

Tuswianlannlulasunisiney wWhseds waswnlwegranunyay

4.8.10.11

Qﬁmﬁaumim:izwmilﬂ Uddsy
INNNUIYIULT1VDITEUY WAy
Wudaszannswaunszuusana

PN8ANNINDENILS

TPUSTAIRBIUBAYUARBNSIANNTINENUTBININATIINY

fajusmssvAvaegasuin waginsuiluedvisgamungay

o
[ v

Aalu fivegeuianzszuuiemsiianududassaiu degnanisl

Wialiiinis check and balance 7

1Y

- fvegeunisingsyuu Wliyaeaiefuiugiaulusunsy

U
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a18U A9 AMaU
- Hveaeunisiangszuu Wld ey nelinistsdudyyves
Hvmunluswnsy v3eeg a1l s TeRudyia eafuiv
AN lUswnsy vsegnUssliunansufuRnulaedsiudaym
Weniuiugiaulusunsy
- gvegeunisigszuuliddiuladiudeduanudise
vaalusunsalaenss wu lildduandnvesiiniuiinvey
Tunswaunssuy
il nsdiffifesniin fusznovgsivansadalitinisaunudu 4
nauwnule Wy TMENAaa U118 TP UUTI8NURAN1IATIVEDY
#o CEO viionmensaunsiieadodldlnonse
4.810.12| N15UTN15IANISIUTUATULA LY
994l%17 (patch management)
4.9 n15snIAaut uaslaansde
\eafuszuuiedetnefeans
4.10 N15U51133ANI5LATINITA IT
N139A%1 WAL wazu13einen
JZUU IT
4101 | maddunsdnvarlatheidonh | lunisdam Wawn nieudluudsuulasssuy IT Aduanseny
TusUuuuvedlasans pgaiiud Aty 1siUINS wuImeSesunuunsaniugsia
videlassadsfiugiu (nfrastructure) f1u IT gsznougshamsdar
TugUuvuvedlasenis dadnsimund ivmane ununy uag
nseuszEza Welwiinisuimsdanisanuidvsveslasinig
AmsnzauuazaiunsauisaingUszasdmud ey
Tnefifegneadasms wu mawdsuuaszuuiugsdsons
nsiasuntasnalulavedasadsifugn Hud
4102 | nsddUsgnaugsfavuinidn | gusznaugsisaunsaninualaseasianisaiunuwasiiiugua

Afidodrinsuynaing laseains
N13AUANKAEAIAUYUALATINAS
Fndudellf Sudnvauasuyn
unumuselal W project steering
committee,  project  owner,
project management office LLag

project manager WHudu

lassnastamuanunuizay lWdndudeiniisauasy
muiendiegndlununujuf egelsin fuszneugsiamsinug
lassadrenisatvauuaziiugualasenised19daau uay

[

H3uiaveuluunummidf eg1aigane welviiulaledn

pid)}

'
1Y a

15UsM1sTAn1sANd ssvedlasanisaau IT Juduluegas

)

dUsednininuazdusedning ATUNIU LAEAIUITAUTTA

muinguszasdvesdimunelasanig
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4.10.3

NUIGIUNT NI UGUANINTIY
1A59n15 ( project management
office : PMO) ansnsarluniaganu
W3 oM UITUT A UANINTINTD
Iﬂsqmiﬂsaumqmﬁyaﬁm T uag
non-T livieli uagriUsenaugsna
Faduuivngnueausvnul
ANUTENARNILN T LT NUILUNT O
ﬁmmﬁ'@LLamwmmmimﬂmi
ndrnaulugdsedgiinieg
(regional) I A AYREeY
wieTunubllussmadiovhnii

fanalavselyl

PMO anansaiduntrsnuniofiunui guaninsiuvialasanis
A 1T waglasan1sfiidu non-T 1d wazaiuisald PMO ves

o

drtinnulnguszdnglinig (regional) 1o

a8 19l d PMO vesd1nulug szdnginindesdaniu
PAAU NN TINYRIlATINISIY T TdAeEUsenaugsna
WATIIBIUADAMENTIUATTANAUALALATINTG (project steering
committee) N3 0K UTN155EAUGIN LA 8ITBINTIVBE19ATUN I
- v a = = "o a a

wielinisusnisaudsweslasinisiduluegredisz@nsam
warUsedviua sun lATanN1aIN150UITR TN UTEasA

Auuruneneb

4.10.4

A1saaUNIUAIE dtun156T 8 U
1TUsknsy (source code review)

= l v o i
Nﬂ’nuﬂiur]’]iﬁ]@mﬂa&ﬂﬁli

HUsenaussnanisialydl source code review Tuguuuu
automated ¥38uUy manual Wefinsimuvieudludsunuas
szuu T Afveddy wasdinudsduduanuiuamaonds
ves5vUU Fesndumslneyanaiiianududase W fasumy

Laflavuiduiimunlusunsues s

il Tunsdlvesfuszneugsianidseduainudesgs lildisns
ADUYULUU manual Wiafin1swauvsewnlaiasuslasssuy M

Ao o o

NdedAty Fedianudssinuauiuaslasade

4.11

wurUfsAlunsasumudsves
n3i¥gulusunsy (source code
review) 4895 UsEnoU§ 5A a9 4
anudssseiugeisoaziBoaues
MsUfTARLANA91 LU UR

v a d‘ 1
%@ﬁﬁdﬂi%ﬂ@UﬁqSﬂﬁ]au i penals

FounnssveamsuuuiRfiseasen il
fitlailagusznaugsivssiuauidesge ansnsadeuniu source
code iasvydaunnieuazudludeuidussuuifioldauasels
2735 lown

(1) aounulaeldszuudnlud@ (automated tool) 4 4019
atunsieggimunlusunsues vise

(2) Wyaraitlalyffmuilusunsy Wugasumu source code

(manual source code review)

o a @ = v o =

Husenaugsiaszauaandsegs liuananilainudeiviguas
udaszandimunlusunsudugaeuniu source code (manual
source code review %38 white-box testing) 141 N13MTI9dOU

lngddemganmnsaliiniesie (tool) aduayunisaidunisla
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4.11.1

Jofmuadmiug Usznougsna
ANFesgs Fevueliitinsaeuy
e slunisidoulusunsunuy
manual Tneffideamgiinnndy
daszangianunlusunsy NSy
laagelsdumainsdena 1l
fiarududaszuaiiamundeiey

ATUDIULEAD

AN I YVBIRNdaUNIUAFadlusunsy: JUsenaugsia

aunsaivunaslBeanuanRvesyaanslamunUmInE ALl
wu AuduarUsvaunsallunsdieulusunsy ylinsane Wusiu

mududaszueafaeuniumdwadlusunsy: §Usenoussng

annsaRasananuudasyaudieegessll Welvins check
and balance Tun1sWauIlUsWNTUNA
- gasumumdwedusunsuldlyuaraiieaiuiugiaunlusuns

goumuAnd waslusunsuliln ey neldnsysdudymves

e el

o

P UswNTY

=

e e

o

- Jaoumumdwedusunsulufidwlddnudetuanudiiaves
TWsunsalaenss wu s duandnvesiunsuiisveulunswaun

TUU

4.11.2

[New] N15MS2980UNI DEOUNTY
yafdanonfinmes (source code
review) lugruvosgone was
ﬁi%u?mammﬁﬁu%‘ﬂﬁ LY
Off-the-shelf software WJusu g

fiuniseesls

AUz sNansiansaInIsAIUANE unaLMY (Compensate
control) nsdifilalfiAnsidneuazansnsaaeuniu source code I
wu Salwdnszuiunsdadengonsuasiia il oliwendwisi
vunldnumelussdnsiimuiiunsasn sy “30nsIdaUToyYa
WAendunmssneanuiuasasndlunssuiunmsiaunsensuls

VoI liUsNsus oI vesndndne 1usu

4.113

[New] Ansatiiun1snadau Unit
test 9¥H 99 N159 AV Unit test
script w3 olal 1t o1 unangiu

uanalaininsnngeuase

@

ngUsrasivasnsnaaeussuuluduneuse q Weliiulald 91
sruuRInaansalszianalisg 19gnaesnsudu wanduly

PUATINADINNTVDIE LT

nsnsavsediufgiuansnisauaslunsEuIunsHA SEUY
ausaldnangiuisiusulaannalewia s enanedsnis 1
N1305398UTUNNTaYalN gINUNITNADUTTUY N1TATIVEBY

JupaUN15UHURMY (documented procedure) N15duN101Y

v

AURURNY wazmsdananszuiun1svinay (walk through) usu

U

v
LYY

Aty nusEnlidinisdaiunsedavin unit test script Jnsavaeu

fapsanunsalivangiuduiienisnsiaaauls

4.12

N15UTMITIANIUANMSAlRAUNA

fu T

4.12.1

ASAUNNUNIST AULLAS DIADUNILADS
73 anuUN15haNd ¢ ety neliiia
wanseule 9 AUEUseneugsia des

U Nas. vkl

fusznougsRiamsnumgmsalfinaianslunsditiidesansem
somsnidiunu 5379 Foidies i semsmiumumesUseneugsia
wiognAluianie egalsid fuseneugsianishinany wazdum
Fowiaaswosmsanidudmanglunsland Wewdsuusunisiuile

W OUIANLTILARENIAIBNUAN 9 liviunsal
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el fUsenaugsnveninsaasUvn el viseudadioumnnisainanand
Ao UsenoussnaTedy o lugnamnssunaiayuld diutesmiens

uanwagudeyasvanauves TCM-CERT

4.12.2

“nindduveltnu” luderinun
NMsENUmMANISaliaUnAd 1T
Tsrudamsnddudszanle /

YaayAnaLat

(1) {ldanu Tuderwuat mneds nifnou yaranisuen st

anA1veUsznaussne

) n¥ngdu Wisudmsngdudu 1T wasnsndadudu q wu

duningadviavsetiuan (Jusu

fegravmnsainindauvesildnugapme/dome Feansneay

wnsalsiedinanu na.n. 1y

- AunindRdviageymevilignAvaneelasunanseny

- gunsalililunmsufvinuueadwmihidemeliausel dald
WardlHANSENUABNITAHINGIAD

— sfawasléedluiuu mobile application ilelasfgunsalvasgnan

lanAdenme

U

4123

AusenevgsfaTdudesnenu
lnznsdlmnnisaifidwanszny
AoszuvaIsAUINAT AN Fy
Wity 3 edesssauImg el
Adsmansgmuiuszuvansauma

du 9 fg

wiinsaifisesTenuied1iney n.a.e. lilddrdaiaannnisal

q

' v '
A a =& d

AAATUADTEUUNLAIINEIA YLV U WA TR TIUD T8 UUD U 9
M 83799098 MInwa N5l v ue19dImansENUAagnAn
n13AduN1T 5379 Yaides §Iu wazHan13ALluN1IIve s

AUZNOUTINA

4.12.4

nsalmanIsala1u IT waiazidu
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Anudessesiunans lunssaaeusnu IT seUd 2566 Sdudes
praeulinseURquUG R oncudetissy rrudesgd

o iilousuiiiuRLA deil 2 U 2566 IdkansUsudiudunnudes

szsiugs lunsnsavaeudnu IT seudl 2567 Sndudemsiaaeuln

ATBUARIIUURVIVUA SIuvislansey [Audesad)

511

[New] 5@ U Maturity level
Tukuus1e9una IT Audit report
Jaudunus nunanisuseLiiu

Tuwuu RLA visall

526U Maturity level Tuluusigsuna IT Audit report laila 3l
AuFuRUsAUNaUseulukUy RLA Tnense 1ie991nLkuy RLA
I a ) a a ) P a

WunsUTziiuseauANUEsRNeINUTEUY 1T 903Us2NaUgINg
wieldmvuananinaeingUsenaugsiadesuua sauneiivun

YOULUAVBINITATIVABUAU T (IT audit)

Tuvaedt Maturity level ) unani1sUseiduvosuiazu1ngnis

AuauaEranne Ineddnaumisligusenaugsiaynsned

AU Maturity level agluseau M3 vsaiisuminiunansussidiu
| & v a o ) a

Wu Yes 0g19l5A @ wing Uszneugsiadseauninuid eags

Ausznaugsivanusanudmnenisedu Maturity level 4 3o 5

wigliinsifuguannudeaniu IT vedesdAnsiusedngaimun

oy
a =

SITVU

512

nsflfUsEneugINImAs A uAn
3o Usznaugsnavuinlan
Neeedalidnisnsivaeuau IT

pv19veudar 1 Aase laeidu

a o

nsfivesUsenougsiavuiaian uagd Usenougsiandseeiu

AMULELIAN TV INN15RSIEBU AT
® p5ivdauayuselay 1 ASY

¢ ayaaeulvinsounau controls AN UduldiugUsenaugsia
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N1SMI2980ULUU full scope
otafesnn 2 U u mnedafos
Inlin1snTvasunuule @unse
wUsITen1sRsageuluLaazl

Tansall

(full scope) Yraud
V19l NIATIVERULUU full scope MaNERs NSATIVABUNATUNNTIITD
msasaadeunelulsinan weglianansouusidenisnsiageu

unazUiouuTanandu full scope melu 2 Ula
e Ynliilain1snsrraeuuuy full scope Jusznaugsivause
AMNUATDULURTDS controls AlTnTIvaaulanuANLE A

AINULUNUTEL

513

N13ATIREBULUULALFURUY (Full
scope) linTivdoUIRNIZIZUY IT
NidudAgy (critical system) Wit

NIDTIDITTULDU 9 g

N13ATITADURUULANFULUU M8 N15ATIFA0UAUNENINQT
wazkuwUUANNiave lasdveuiwneg1eiosnsaungussuy IT
ideddny dndussuudu 9 gusenevgsiaainseisandabig

msnTdeuiiaAnle (optional)

5.14

nsegUsenaugsialiseuu IT dl
WednAny 15 svuu §Usznaugsne
Tndudosnsivasudt anun

15 syvutiuneluy 1 Y visely

dninaulddaviisedeszuu IT Adduddaiolifuszneugsia
warsurldmvuaidureuianaoin1sasiadoulseand
(§19990n@17 “A195U18UTTNBUNITIAVILUUTI89IUNS [T
Audit” Ul website U911
https://www.sec.or.th/TH/Pages/CYBERRESILIENCE-
REGULATIONS.aspx)
Tagguszneugstaamsanaununisnsvaeuiielsinsyuy IT

PildedfylasunisasiadeulusaUALRNIN YA

(51982 ANULANRIUAIANLIN 7)

5.15

[New] n5ei7 9015004 uuvas
S2UU (system) Wag /N30
NTZUIUNIINIITY (process)
Fansznusionisaruam (controls)
Tusgni197 aga1uTanTI9du
AunszUIun1sU TR UL LN
laglu'soevin1snsIvdnu

Tunszuunsuuinudulsvield

TR UseadAveInN1snsIvaeufIu IT Aen1suseidulsednsua
Usgdninin uazainudaondeniu 1T 19399ANT NINTEUY/
nszvaunsaulalaldaudndeluniegaunui daeszuu/
nszvaunslmsiiun eralidndufesmussun/nssuiuniaia

Wluvsuwnnisnsiaaou

9819154 d winn15Ud sunlasiiiind wily devinlissuu/
nszuIuMsingelinisldnuey HUsenaugsnanITTIusEuY/

ASEUIUNISAT WluraulnnIsnsIagaunie

5.16

B USENoaussnan e aludl
nsnTIvEeua IT ludiuresny

N5uinyeulngyARANIEUDNAIE

w50l

HUsEnaugsNaanunsanmuaifnismiugua Laznsiaasy
ANLVBULAIUN FURATOUTAEUARANBUBNLARINAI UL ZEY
TAYNINTUNDIN AU SILATVDUIAVDIUN L NTUBUNUNY LYY

N5 ns19aeuve Usenaus snadaidun1snsiaaey

=

nsAiiunTsinu IT vesgluinsaumu IT siendideddty vise
A

n1515189URaN130TIRa UV U NsAATunsiaes il

L]

Anadudasy (third-party assurance report) AU LT oo
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LA IUBULUALALIT NSNS IV UABAARDINUNENLA NN IA LISl

syuvU IT WWudy

517

lunsainisnsiasuieniduiate
§08 9 WILUINITNTININYIIIE
nSouvadunareviunsivaoy
7 9azvhldnisnsraunaziate

wanasalindauiu

{UTenaugsNaa11150591U9
HaN13A 33980 UN aualuseul
(AsUNNWITON15ATIIABY)

Wasenudinnuasanenlav ekl

AUTENBUTINIAINITOTIUTIUNANITATIDADUNN TEUUNULAY
VNTITaNI1InTIaaey LLéj’Ji’]EN’I“Lm%gJLﬁﬁ?ﬁﬁﬁﬂ’]i@ﬁ’mﬂ%ﬁf‘j@ﬁ’lﬁl
yosUiasadu Inen15fususe uUNANISASIaEo U od Y
n.a.0. 1118198931 3ulASv final report adugnying 1y domain
anvine vesszuugavine Wudu vl Jussnevgsiafenids

melueulunanvaninaeinirug

5.18

nsddf Usenavgsiaduaivives
UTENANF (centralized systems)
7 ailaseadrslunisnsaaasy
7 et unistagaddnaulug
prsUszine 81309 89710
Tun19ad unN15M 1989 UAIY
ToAIMUATIdIUNIIU N.8.7.
HUsegnougsiaaunsalysneau
N5MTI9ABU (shared audit report)

vaINguUIElavisali

5.19

vl 99910919 0lun1smsi9deu
ganumAdnend s utanwun T Risk
Y83 5UN. HUTNBUFINAAINTD
§198man1snsraaauluis o
WA UINNNITATIANY [T 5UN.
laniely lngdnvinsrgearuniy

gﬂLLUUﬁﬁﬂﬁfﬂmu A.8.0. ANNAUA

5.20

nsed 76 Usgneaussnad audit
program TugUluUTe MU IRE WD
d1u15ale audit program Wu

Watdsdnaulansely

Tunsdlfigusznevssiafidunounisnsraaou (IT audit program)
VIO FULUUTIENURANIINTINABUVBINULDY Yedngugsialuiaie
vi3evounhsnuiiuguadu 9 eguds fusznoussivanusaly
wuInesana1dlunisnsiasuld lnedesindeyaasUna
masmareutiunsendeysaduuurenuildninnu nas. fwue

wazngluiaulunanvdninaminivun

M9l MINN1TATIVABUAINUUINIIVBING UT AL ULATD TD
miignuniiuguadu o ddeyaliiivmeisznsenasiusigau
AN n.a.0. AMrueeg1eAsUsId JUsEnaussiaiesdnlvd

nsnsIvdeUielAdeyaIufinog1aiieswe

521

nsguiieg19lunIInTIvany
TANNUANTBUTLULLIAALINIUIY

voINguAeg1TIaE 1l

n13guf70813luN15MTI9a0U (audit sampling) fTng Uszasa
v ol nsavaeudideyaieanelunisasynanisussidiu

ag1IEUMR ANNE (reasonable assurance) Tuausfiantiaiuas
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5.22

[New] #1115 4¥1n15M59980U
Tuadr9na19d  91uruUsEIINg
(Population) A oen1nualiasu
Tuaqe 1 Unseld nSerosnvun

1 = a
’e]EﬂﬁvLiﬁN’i]BLWENWE]

523

[New] n1501579@UnUTL¥INT

v

(population) Husznaugsiamedld

doyadeundsiuileln

AU918U99N159TI9EUINUIEIINS (population) Tinun

Aadu Tun1sidennaudieg1e HR5I989UAITHIAITUINTBU
5reEa (sample period) WAZUUIAYBINGUAIBE 1S (sample size)
Mganednsunisasunanisuseiuianssuaiu T Aiadu

lusau 1 Ynuin nglvinnuweltiuegrsaumnana

wihdinnuiildfmuntisiuilunisdennguiedis oedlsia
fUsznougsAamIsimungasiudl (audit period) fmsnzauiu
WHUN139TIAOUVDI03ANT LU Tuseul 2566 {Usznaugsiaay
Jalrinisasraaeuay T Tudeunsnian lnadunisnsiadey
AunssufiiAndu Tudeiufl 1 nsngiau 2565 89 30 Squieu 2566
Tunsdil n1snsraaeulusevddnluasmundieTuiifdsuuuy
Weatuiielinisnsnasuuszang (population) flarusodies
wondululufiamadioatu seil asivun audit period A3
ilsflannsufResnaainane (consistency) fe 1wy madmua
audit period utisszmineuil 1 nsngnean 2565 s 30 fquiou
2566 Tuldnly n13ivun audit period finasAeadudaaaan
Wertulunaen ileanlonia vide bias inguieendutis audit

period 8133glsigniden

v v
v a v

ell {szneugsivmunIaguuInnsguiiegie 1dan tenans

Y

a

“AN95UN8UTZNDUNITIAYILUUTIEIUNE [T Audit” Ul website
Yosdnu
https://www.sec.or.th/TH/Pages/CYBERRESILIENCE-
REGULATIONS.aspx

5.24

Tusrgarunanisnsiausyiiiu
mesumeluladarsauna 3sle
MnsuenAudAUe sUsTIAU
ToUunNT o9 10 In1NLN U9 UD3

o o

dlinauvIeveUszneussng

nsUszdiusziuanudfgesdeunnsesliiluluauseayiden
Tukvuseaunanisnsralszidunisarunaluladarsauwme
nddnau na.a. AMnue welvidusenaugsiaausainseau

muddgesiounnsesldognafuinnsgudeaiu

525

nsdlfiUsznougsAafuT Ul
T aguauiuny senaloum
IneusengasusiaeusUsenaugsng
meldmivesdinnuussneussia

A OMNAIT I NUNANISATIAUTLINU

Auszneugsiawiaey (winsdRyaees) Tmimsenuxen1snsvasy
AU IT senaules lieldtdneu n.a.n. awnsadiveyaningn
wsznanalasg1egneies wavihdsdeyanan1sinseia N

Wfuguszneugsnaenluldusslevisdely
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AULNALULATATAUNALNUSEN

yspthdnduatuien

5.26

NINUIENTUNUATIFADUUSEINT
Tugalasung 1 - 2 vemnd dmsu
U 2566 USENAEEANIOLY HARTIA
Tugslasuna 1 - 2 wazdadinau

n.8.9. 1alasuna 3 leavsely

T 2566 Jusgneugshaanunsamifiunsnynaeulutidlevedle

weneanaman1snsIvdeuNelufouiuiag 2567

527

T
@

TunaugannTiaaeu vnedviule

Tunauganisnsraeulnldiungnsiaasy (auditor) ddesieau

HAN13ATIvERUAt ALY SHUAKUSENaUTIAA (final audit report)

5.28

auLs ouluvein1ss189IuNa
AN9ASIVFBUA DE1UNIIU N.8.9.
Farmwualwsrsaunisly “30 Su
YULATUT LAUDT1 891 URAZ LY
nsUsuUsauiledaunnsose
AMENTTUNITVDN UTENOUT 579
N3 DAUTATIUAITNITIVADUUD S

HUsznaugsia”

nsdlfi{Usznevgsiadesseny
AMYNIIUNITATIVADU LAy
AMENTTUNITVBI UTENOUTIND
Aouddss1891un g1l neu
AU 30 Tu Tmiuannnissneay

ARIENITUNITYALA

naninueinrualyil Usenaug siasnganunanisnsiaaeuly
dfnau nan. meluszeziaa 30 Tu duudiui sausde
AMYNITUNITVOIE UTENBUFIN A (board of directors) n3a
AMZNTIUNITATIVEBUVRIH UTENBUTIN (audit committee)
waznslulfeunainuindninasifivun udusszoziiale
ASUNMUANDU

otalsAd nsdliifuszneugsiadamiudszasdagsisaiuna

v

A1SMSIEBU N9M e audit committee wag board of directors

V9 UsENaugsNa newindesgauraniIsnTIvaeunadtinau

n.a.9. Aanusavile

5.29

HUsznougsnagndudesiids
N52A1¥YIIN1T (working paper)
Wedesngnunan1IngIvaey

fu T saddnaunsali

FusznevgInalidududenihdnszavinisfledidesenu
HaN13ATIRERUAY IT siedinnu agelshf asdaiunszany
nsuazudngiuusznouniInsalaifosndn 2 9 Juusui
fuunsnsnaey lugluuuiiaansandeslidninauFonguas

asvaaulalagludngn

5.30

Husznougsiatndudesdaiiu
NILAIYYINITAILAULDYL N30
47115098NTEATBNINITIN
fnsanaeuiiiothddiiudinay

Wod1tinauseaue

wann1svestarinvunfe HUsenaugsiaansaLanstoyaingliu
NM3nsIadeu (Wu Jufinnszawing Wusv) Weddnnudeng
wagnsiadeulalaglidndy deuly Usznaugsiaaiunse
(1) fiunsgawinistiies wie (2) Wifnsnaeudufiiunszany
[ <V v

msila

ag19lsff N5 Usenevgsfaiunsgawinnislinunues

szyibiiulalddndinissiununazdaiundngiunisnsiaasy
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Pagransuiuduszoznalitesnin 2 ¥ wazndaulvdrdnau

Senglanudeivunvesdninau

531

AsgA1enInIsTILd U padl
template AuYI d1UNIUAINUA

3oy

dinaudilanivune template ¥89N52A1¥YIINI1TNI BNANFIY
Usenouni1sniia ag13lsna n3ga1wnInIshasnangIu
Uszneumsnsamsiideyailifioameiiuandifiuingniivaey
leisusauteya uazasunanisnsiaaeulneliaaiud esy

DEIFLLIAFLUND

5.32

N138UNANITATIVABUA Y [T
darursadavind uniwidangu

Tovisall

dlnaulddavuuuseuranisasIvaeud 1umalulad
asaumALaz N UNITUTUU Tl taunnTes (Wuusieeuna IT
Audit) Tug Unuu Excel 7 unnsgiulunissieaudeyase

dinnu lnedagiuiiisaiaituniwlnewiniu

il N159AYI1 working paper lngEnTI9a8U 30N1INTONT0YA
adlubuusenura 1T Audit Wy Teyaasuusziautounnses/
YanT1any fusznaugsiaaninsaseyteyaadluwuusenulagly

MwBangule

5.33

nslduinisygmsisaeudu IT
Arguen (external IT auditor)
AU URauUsEnAneIteiv
v ' I3
nsueunanelvyanad uily
d3uandunislunuiifeidesiu
M5Usenougsna (outsource) Lau

5. 60/2561 58 b

N15UBUNNIENIIATIFABUAI T 1 UA external IT auditor
Litfuinduns outsource lasanngsivasusnu IT (IT auditor)
93y Asradeun1sArUA ukaz AU UR U 0 1T
PN ULIALAT LKL TN TN Usznougsiarsun uenaini
fusznougshadnaimiidndulaludiuddguesnszuiunis

759980 WU NISRITANANTUNISNERUTERTIANY sy
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AMANUIN

AARYIN 1 : WNUATNWLEAY mobile device, teleworking wagz BYOD (veneau FAQ 9@ 2.1)

D Corporate

dJafviun Internal/ Device
Te rking DMZ Restricted |:| BYOD

Zone

+_|:|_|:|

. C]

I

: \&\i\ Office
I Internet/

i Teleworking Untrusted “3_ I & @i @i Qi
I

I

I

I

I

I

1

o ooo

¥ Jorimun
|
---L1 D ] Wi-Fi_Guest Wi-Fi_Internal k

Mobile Device
|:| D I:l s Mobile Device
dorun | D |:| —
Teleworking ——

+ BYOD QD IZ’

Jormiua dorsiua
BYOD BYOD + Mobile Device
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A1ANUIN 2 : ﬁ"zaﬂ"wLLUUUizLﬁUQﬂﬂamﬂuaﬂ (Third-party assessment checklist)

(v818A214 FAQ 98 4.2.2.6)

o

wuuUsediuliilingusyasAuiialvidaeg1asenisdanasiiansandedins (1) ldusnmsnudu IT mnyaranieuen

q

(2) Weousiaszuu T fuyananieuen uag (3) sugnliiyaraniguenaiansaiintisleyadAnvsedoyavesgnen

muaugua Jiladingusvasiiiedmunsiensdiiasiiansannuwuafigusenaugsiareailuldujon

a o

HUsgnaugsiansukuuUssludludsulsanuiuliimingauiazaonadesulouievesiUsenaugifa wag

]

o w

sgauanuifudfyvesyAraniguen

= o o a
vaynnanNIgUaN: IUNUTSIUY:

Uszian | [ HliUSN1saua IT

L] fafins@ensefuszuu IT vesdusznaugsia

o o N v v

O fenusadindisteyaddayrisedeyaresgnd

@ Y Y

SUALLDUAVDIU:

Hussiiiu:

1. ALY
2. ALY

duil 1: M15UsUANNIEEIYBIYARANEUBN

STAUAULEES

AALTIYBIYARANIUDN? 1| 2 | 3 | NA | vinewn

A | nane | g

Aideadtunagns - Wy vinvsuazUsvaunsalue sl oeme
o1mhlugnisvianuidila v1ansmuauaadssitddny uay
dnauladanagniidanan uieaudesinisdidunisves
ypraneuenlldanusaneuausmseliaenadesiuld e uay

nNagnsvaeElsENoUssia

AR UMY - W AnsTuidfiunisiaeyAranieuen

Lidulumungszifeunazenvdanansenusedusznaugsnadsenall

mmﬁmmmgmmsj

2 a A <, v o 1 = o o Awu a o = ¢ o X v a
‘Uia’zLﬂmﬂ'ﬂ’]ﬂLﬁUﬁWﬁglﬂ.umqiqﬂ LﬂuﬂqiiﬂmqaaqﬂﬂqqﬂLaﬂﬂﬁ’] inWQUizﬂ@Uﬁqiﬂﬁ]ﬂ’ﬁﬂ’lmm YNU Q‘Uixﬂa‘Uﬁqiﬂﬁl

91ANNTUIANUEDDY ) LiNALlARLANLINZEL
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ﬂ')’]?..llﬁ&l\i‘?]ﬂ\‘iuﬂﬂaﬂ']ﬂuﬂﬂz

STAUAULEES

2

3

NAN

g

N/A NU8LR

AMALEBAINNSITUQUALAsUSSTANTUARaneuanillaiTany
Wgane - 1w nsldansonTiadgeunisiiiunuvesyananisuen

IAmIunULD

@

AANULE9INATINTEANAD - 1WU Yaran1guenliAudAyiu

HUsenaugsNasIeduaanin (higher priority) lunsaliiiaimenisel

= Y o

AaUNA FeuapaneuenilgnAiideaitymivignamaie sy

Y

P = ] <) (Y .
AMULELRINNMIHINIYARanIBuanIelaTevidadumdn (third
party/vendor locked-in) - @ YadnAnlunisidsuilaunalulad
Hlu3N1s vsededndnlunisinssuunsedeyanduinaniunisies

Wudu

] v o < ] g v a
AR 1Y IT wazdenialaiuasd - wWu ssuuiliuinisiag
UARANIEUBNLAATATDY SEUUYaIUARanIguandvelnivilideya

dansgaymevisesalva (usiu

aNUdsansiiuaraneuenvigauaiiunsunu (sub-contracting)

— WU subcontractor UfjiRauunnses 1usu

wan13Uszdiy : Wuyaeaneuendt O 8 O Lifideddy’

daui 2: nMsussliuauaudAvasyAfranIBuen

Jadwnrsuseiiiu

Nan1sussLau

laipinu

N/A

AN

1. dayanaly

1.1 msaanzideunsusem / lusygausenaugsianineives

12 fifisu3sv (proof of location)

13 §IugnenIsEy

1.4 %lEy9vpIusen

1.5 Usgifvesuims

1.6 AnumIvgy/Jszaunisallunisiiuinig

o o

5 Q‘Uizﬂauﬁjﬁ«’ummiaf‘hwuﬁﬁ%'miﬁaJﬁimmmﬁﬁaa’mmﬁuawmamEmaﬂmﬂmamﬁﬂizLﬁu

o q

AILALIATUAN )
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Uadenisuseiiiu

Nan1sussLau

AR

laipinu

N/A

RUBLA

1.7 1A59851909ANS

1.8 Usgineaiunsnseinmuinmang v

1.9 aguunenikaldUsduiuyananisuen
(*nstypraneuenUUUTEVEUSHNA PRsinIsandeniiems
wingauveinguunensduldivyananieuen wu

nsfuAsesdayadiuyana Wudu)

1.10 Y0aen1saase wazn1ssukaslam

2. MIVIMIINMIANUERUAlulagasauma Lazieanay

nalyiues

2.1 UseTAdeaiunsiilvavesdeya (data breach history)

o w

22 UsgiAdeatunsgnlandnaleesedsdivedfiy

(significant cyber-attack history)

2.3 Wlgug/annsnissnwianutuasUasaieny T

24 wlgvg/anasnisinwenuliuasaendevestoya Tiutdeya

duynna

2.5 NISUTMITINITANULELS ﬂﬂiﬂ’)U@ﬁJﬂWEﬂu N1TM3IIEDU

melu wagmsfaaunanisufumnu

2.6 WNUNISUTMTIANISIMAMSIRAUNFA IT (IT incident

response plan)

2.7 nsnenumensaiaunivselyvisu IT sdeuim

2.8  S2UUNUENTEN (disaster recovery site) LLazLquﬁﬁuizw IT

(disaster recovery plan)

2.9 @mauﬁmuﬁmmmmLﬁaﬂumiﬁmi 919 Uptime SLA,
Recovery Time Objective (RTO) Weig Recovery Point
Objective (RPO)

2.10 WansVAaeUAUUTEENEAIN LaganuduAsUaanfEve9sEUY

LU performance test ez penetration test report Jusu

2.11 WINNITUIMIIANIT sub-contract (NFNYINUGD) LU
- MsudfUsznaugsia Welinsldnuvsewdsuudas sub-
contract

—  AanuSuliaveurelviusng Tunsalninisldnu sub-contract

2.12 anuaansalunisilisunlasyananiguen (alternative third

party) lunsaiiuaraneuenlidanansaliusnseela

2.13 NM5IAMAINAN1SATIRARUMY T IneRnTIaaeun1euanii

anududaszuazliuinsgiuaina 1wy n1snsIvdeUnIy
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Uadenisuseiiiu

Nan1sussLau

AR

laipinu

N/A

RUBLA

W5 SSAE 18 (SOC 2 Type 2 Report) #3o PCI-DSS

g
=<

Attestation of Compliance (AOC) tHudu / nsivunans
b‘LUﬂWiL{Jj’WWS'}’ﬂﬁaUﬂ’ﬁG‘]”]Lﬁu@’]ULLagﬂ’ﬁﬂﬁUﬂMﬂqEJSLUGUEN

YAAANIEUDN

3. AuaudAnumalulad

3.1

nsthszuuvseteyaluldnuiusyuuanudu vieaunse

Weulostuszuuduld (interoperability)

3.2

ANULuAIlaanfEURIoN1SEUSUAInY (authentication)

3.3

Uz AN INLazAUNEIWOUDITTUU (capacity)

3.4

Tnsiiiavestoya (encryption)

35

TnsmvANNsiteya (data access)

3.6

AU UBANALULATN b
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AIAKUIN 3 : WHUATWUERINT5IAU application log (V818AI1U FAQ 19 4.8.7.3)

*— Source IP
—»  Destination IP

Client Mobile D B B
SETTRADE
PC (home/office) .H Internet (ISP)
Internet cafe C
a e o o C!
yItmuannsna A\ 4 SET
Firewall
fieam 4 A
D
@
- .
A
% Trading
A A’ application
< Clie >
V4 vendor

NMAKUAN 4 : A1519A208191154AU application log (V818A21U FAQ 19 4.8.7.3)

1. Authentication part m IP address (Source)
2. Trading part Broker ID/No. | Symbol | SETorderID | AccountID | Date &ordertime |

3. Source - IP part IP address (Source) IP address (Destination) Full URL

A3 corelate log seuinvadnsal
nsel 1.1, (1) + (2) + (3) e Asel 2.1\(1) + (2)+ (3)) wrpebicr

Trading app Tradingapp  Network Firewall

nsel 1.2((1) () + 3 eusicr n3el 2.2(1) + (2) + B3)) e pusiicr

\A3avuad ua. SETTRADE SETTRADE
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AMANUIN 5 1 WHUANWIZTUUZIAD9IN IHIN15NATUNTSIA1252UU (penetration test) agnstiasUas 1 ASY uaz

nnAssnn1siasuLUassTuUAenaaglitedAry (venendu FAQ 9 4.8.10.7)

\Weudafuiietiesnssae (intemet facing) il Teudafuindaviemsisas
szuviuddy | M va M va
M Penetration test O penetration test
seUUBU 9 saude | M va O va
FTUULATRUY M penetration test [ penetration test
Ing
M va A99ALYl technical vulnerability assessment egatiosUay 1 ﬂ%y'q 1GH
ynadafifimadeuulasssuvediadiudidny
Ova: #ansadmin vulnerability assessment Tamaansivisnyas

M Penetration test  #aadnliidl penetration testing agatioslay 1 A3 way

o

ynATINIinsWAsuLUasssuvegsliteddny

17

O Penetration test  amnsarimusmauaLazdavh Penetration Testing lemumumanzesiurmudswnmsyngn

NUSEUUAS aUenely

(i

* SEUUPRUILTTUY

avuayun1sufuanTs
(back-office system) IWUVNUAIAY

*  szyudaiuuazuims

A P '
- WUUNUNILYDUAD

(Critical Application|  AulATevLas10IE

. .

Jamsdeyagnen
*  szuudanisamu System)
*  szyuinfuningau

(Internet Facing)

Penetration Testing
& v v e ¥
Wudu agnatiaslas 1 A3Y uaz
NAsINEnTg
Waguulasszuu
mnlaily Internet Facing aunsadnyin fananlegneditedAty

Penetration Testing ldmuaauvianzey
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AMANUIN 6 — VBUWANAI95EIIN9 IRP, DRP, ITCP waz BCP (v&nan21y FAQ U8 4.13.6)

YUAVDILLHY

UIZENA

UVBULUA

Incident Response

Plan (IRP)

MMvuAIsUS URIaUTIW
HANSENU wazwAlumgnisal
RAUARATY IT 191 cyber attack

Hudu

UsIRansEnU waztlestuauidemeiiotaiadufisiiu
Wy ArueIsnSLenASesiRnlISa08Ne1NIT UL waY
cleanup svuu {udu vl IRP onadugaiudulums
activate unu ITCP way DRP sisly Juogfuamuusive

A01UN150

Disaster Recovery

AvuesUjuRltunsiuaeunla

Usgnelinasandwnnisaiidmansevulvssuu IT

{~ o 19

Continuity Plan
(BCP)

TN AR TaA LTINS

seldldegrwoiiauilaina

Wi SedvEATEdn

Plan (DRP) nsldszuu IT Wsanuiidrses | Afdeddgmenvsin wasdesnsszozailunisudly
(relocating IT systems to an
alternate location)
IT Contingency | AwusAsudlunsgauseuy T | wunnsgauszuudilaifuduaaui (location-independent
Plan (ITCP) Tansnsaindusnldonildnely | plan) Ajasiudsnsdfuszuulsdinesd primary site wio
svpzandhmneifivun alternate site
Business fvunisufoanvelrnszuums | wuiildmuileviliesdnsamnsasidunszuiunsmagsia

(business process) MidAaylapgnssiaiiios nglivusgiiv
wialuladnly 13 BCP 919301591989 DRP wag ITCP
Weatiuayuiiglinszuiunismsgsiandugnisluing

Unile

nu1Ewmn: G131 TngUTEasd WAz ULUATRILNERNAHLANA 1A UlNIIATE AN 9 A1BTue

Tun1s1et19due198991nL8na1T NIST SP 800-34, Revision 1 — Contingency Planning Guide for

Federal Information Systems




- 49 -

AMARUIN 7 — NSATNUAVIULIAVDINITATIFEDU (V818A1d FAQ 98 5.14 )

'
a 1Y a

n3dlil 1: u3¥m A Juduseneugsivfifiszduanudessuiunans Fedeadinsuuu full scope ynT Taedl control

v o w

hofuRT U 264 o wazliszuu IT NTUed1Asy Toun System A, System B waz System C *

o

o Tuusiayl Mevi IT audit Fipansaungu control ASUNNTD

o Tuusiazl UTE¥MAITIILALLAEINMUATDURATRINITNTIIERUlIATOUARUIEUY [T NilsdAgatuiae

1 98UU LT ATIVED UV NNIATNITATUR (Vlﬂ control) UUSEUUNUAIAETD WaliAngNIIUNISUSENNTD

ANENTIUNTT IR S uneuIel TayaiiieanaUsenaunmsmiuguanisu URnukas uTmsdanisaudes
anu IT leegedivsednsnm

'
¥ o o =

e nsdlszuy MATTedAYT ey lureulwnrenisnsiaasulsed1d uwililasun1snsivaeunn control

wu J 2566 UTYNILATITABU System A (N1 control) wag System B (\aw1e control Ty Domain 2.2)

T Usgneugshaudadeyaiiuindmsu System B 1 column B 484 Sheet 3. Scope Tuluuseusg

IT Audit 9521y “Systern B (n52ad@U@12 Domain 71 2.2)”

v

f814 ITNTINMEUNITATIFDUVDIUSEN A UNwaziden Al

Uit x Uil X+1 Uil x+2 U X+3
System | System | System J System | System | System [ System | System | System [ System | System | System
A B C A B C A B C A B C
Control #1 X X X X
Control #2 X X X X
Control #3 X X X X
Control #4 X X X X
Control #5 X X X X
Control #6 X X X X
X X X X
Control #264 X X X X

o o

* eFesruu IT MildudAninTegdlureuiunienisngivaey a1u1509198e “Sheet 3.1 Critical systems”
Y94 “UUUTIBNURE [T Audit” drwsussuu IT Aladldgnimunlu Sheet fsnan usEnamnaiaTanveUn

15911 IT audit WsiulanIuAILEEe




ASEN 2:
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a £%

u3ew B Wudusenougsianfiszduannudssd Jsdesdinisuuu full scope Tviul Tnedl control ifias

Ao Y

UHURTImIUTIN 264 U8 wazdisyuu IT Addwddny laun System X, System Y, uag System Z
a
f

Vndinsmsradaunuy Full scope

M3Y IT audit fasAsauRaL control ATUNYD

UTEVAITINLALLAE A UATRUAYRINsATIRaeUliATaUARu Iz [T NiledAgyetetiae 1 S3U LAy

ATIVFDUNNNIATNITATUR (‘V]lﬂ control) UUSEUUNUAINEND W Bl ANENIIUAITUS ENUS DAMENTIUATS

d

7 A Suneununeddeya i sanaUsznaun1sniAug wan1su UAMuLazuInIsTan1sANLE 8

s IT leeeneiiuseansam

'
¥ o o =

nsflsyu IT M ddudAnd ey luveuiunveinisnssaeudsed1d ualila Sunisnsivaeunn control

17

wu J 2566 UT¥NILATITABU System X (0 control) waz System Y tan1g control Ty Domain 2.5)

T Usgnougsiaud sty aiufudmsussuuau Y 1u column B 48 ¢ Sheet 3. Scope lunuusneauma

IT Audit 1952y 31 “System Y (A29@0U@¥1E Domain 1 2.5)"

Ylaildidunisnsrasaunuu Full scope

1991 [T audit @wnsaiden control wagsyuuy IT ﬁE]Eﬂ‘NGUE]UL%m%@ﬂﬂ?i@i?ﬁ]ﬁ@Uléf(ﬂﬂuﬂi’]ﬂimu’]%ﬁﬁiLLGS

ADAARBINUAIUFALININ VDY

o

f29814 ITNTINLRUNITNTIFADUVDIUSEN B H518aziden nail

Uit x Ui X1 Uit x+2 U X+3
(Full scope) (Full scope)
System | System | System | System | System | System | System | System | System | System | System | System

X Y Z X Y Z X Y Z X Y Z
Control #1 X X X X
Control #2 X X X X X
Control #3 X X X X X
Control #4 X X X
Control #5 X X X X X
Control #6 X X

X X
Control #264 X X

JoA59239 NTAlUT X+1 F9lln139599a9U System Y Uag System Z log

- System Y dn13959989U control #2 uag #3

- System Z dn1sm519a8Y control #4 Uuag #5

NI3TIENTURBNDARIENTTUNITVIORUTMITNAEITEY AITTealnseInTovn1InladnlunIsTI89INa/NI1TIATIZY

Joya 1oy nsallunudaunnses (finding) #1m5U control #2 U System Y {uS¥1587194AAA1340719dAT

control #2 Y89 System Z Alawudaunnse i




