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®  superuser account

® system account

®  domain administrator

® database administrator
® network administrator

®  system administrator

®  pplication administrator

® emergency account sy
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NI NI U DAL CISO
sl AaInTIINUI YN
NN b UANYE secondment

Tovisall
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ANSLA IR S CIO LW 89881910 87
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Tavsal
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NuUIUM IR TEUUWAlulagatsawna (T development)
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%3 008 luNUI8IIUAIU security

fegnele CTO leively 1Wudu
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AMududaszvad CISO AATu
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FUNUS IT compliance Tngtaniy
T ILeNAINAILAUS compliance

50l

nanunaillanualiil IT Compliance wuneanain Compliance
Hidunsiane fuszneugsiasansafiansannsuoumneniing
LAR1LANIEau A UN159AlATIATI999ANT YUIA LAY
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TASIET19N15UT 159 UL D

Ms5NEANUNUAIUARANEATY T

HusgnaugIianewilunisetnsls
lunsalfiduaainsliiivanediaz
wlasgnuiausuRageulung

UfURNUG IT (IT operations) 61

FUsznevgsisenaialidunnsnsviedsnismuudulaiiuans
Thuladnanusegeununsujifaulaseg1ediuss@nsam
Wy dnsdafundngiu (log) vesnsuvinu suvedalsd
nsfnaiinged log Ananeguainauslasyanaiiiudass
NNFUFTRT (s

98131577 n1svrawaaunswenslunisaeunIunIsU TR
Addaduszezinauiuensairisnnudesienisuj oy
y090Ansle auRsenaazieulaiiesdnsldlalianud ey
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4.2.1
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NSl MU uT e n
A1UYARINT a0l U UR
WTUsAIERSAY T (T risk)
WagK M@0 UA U IT (IT audit)

Juypranudeaniulsviel
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AMIABRUNI5VBY 2™ line A8
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(third party)

4221

fusznougsRafinagiuiifiold
Juaudaeufiumnes (data center)
Taog v Tun1sus ms
Tanssruvasisagllananig 9
melugudnouitaumes (facility) e
Wy sruulni szuuvheadu
wazAuALALd U suudesty
wazsziudadte 1udu il olvioy
Tuanmilndealdueg o os
Waedunsiduinisg third party
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Tamsszvvassglaadae Wigraidunislduinsaudu m
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Megsmadendessuumaluladansaumatuyananiouen Loy
nsdeudeszuuimaluladansaumatuiusinimisgsiaiels
uin1392uiu mMad ouseduluinnsszuuTisziiu nie
N34 aum ou' 1w Application Programming Interface (API)

v
o

ManaiiunsEIu private network 1138 public network Lusu

dmunadrdsteyadidnlneyananisuentu yutiunisidiie
Joyaussnndidnnsetind wu nsidndisleyagnAvewiUszneugsna
wazluRalugudusenisiorts (confirmation statement)
W3 9518UBIAFUNINEAUNE A UL oU (monthly statement

report) tufu

4223

£ o w

[new] n15i9109% 03 ad Ay
HUsznaugsiavsedeyavesgnan
A og neldnisarunuguaves
HUTENBUTING ATEUARUIANIZYN
inbound 1alusgULYRILTEN
¥30570f1 outbound TU3Emas

Joyaoanludmiisaunieuen

VBMIMNUALTBIUARANIEUDNAINUTENIATLATOUARULANIZN T
MINUNEUBNINTITBYAUUTZUUTBIUTEN (1lan1#1 Inbound
W1 Access SpUUMsaToyaveuIEN) snviunsidniislugiue

anAn
Y

91415 A nsdluidninsdweyaddgyludmitenunisuen
U3ENATINNTIANITANNABIAUEIAY wazadsdanguuned

NN

4224

yananIgueny Jguaany
Tngdn1sid1fatoyavee0eAns
MeANUTIMAEIUINITDIN

on-site Wuassasmensely

a d'

upranguenbisIndr iuinisfiidaun on-site \uasensa
Feannsadntaeyadidgyvesiuseneugsnaniedeyavegne

Megnnelinisauauguaressznavgsiala

4225

nyel v I uSnasarua 1 IT

Woureszuu IT N3 Na1u1se

Xy

Y = v o

WndeteyadAny 1uuSdnluese

U

56?’1LﬁuUﬂﬂaﬂ’18uﬁ]ﬂmﬂuﬂé’ﬂ \neu

a

50l

ustwluinde 1wy 3wl ueuisngn (Judu idanuzdu
Auazuulgunisauazdiyanaiy derduyananiousn
fusznevssiadasdalifinisuimsdanisanandes uasUjua
audorinvuavedninael 1wy nMsUszifiuanudss s
unuymthiieuuiisseuvesusaghsnuiitaiag wagnisdn

Thlidya/dennadlunistiuinis (SLA) sewineiienu Wudu

4.2.2.6

nseumsssseludl Wy
yanan1euond Ao fUAn
wannoe wiseld

-394 ouazdad alusunsy
dusaguinfenlday wu Office

suite 1Hudu

v
a (Y o

-AN59A% 9 AnRILazU139InYn

AlAUTMITNUIY T di¥eusoseuy IT viiegfaunsadifleya

U

o w

drAglel fednyaranieueniiesfURnunaninaet weilisauds

e

nseleiail
- n3dndenazfnddusunsudniaguiinsenldnu Ausendu

HAIUNISINT0La4 LU Office suite warluswnsutasiulisa

Y
&

Wy gndy mstngesnwigensduas veweundiaduiaiunse

AL IuN15Le9be wRUSENInIsTATa AMIUSNNTAINaIRLLAL
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-N1599E LT 83y A8 U N

waundsymaniau

- N139nde AndwuazUngesnwensaws Avsemdudandunis

IATDLDY BALIU NNSUITITN®I8N5ARISAAILTaA LA UNSLRIbe

9

LAUSENINNSIATRIAMIUINNTAINAIAULAY

- N19ASI9EOUAIY [T AIMNUNAIUNITU UIDNITATIVADY

WB3UIRRNATHIU

- MITEIWYAgUBNLNeLAUyanEu

4227

ATULE 8991NN1TNTEI NG
(concentration risk) S8 U AR

Aselavng

mmtﬁmmﬂmiﬂimﬂﬁ’s (concentration risk) %Q&Eﬂizﬂauqﬁﬁl

AsAniladadlunszuiumsAndenuAnanIeUen @1U150ATEUARY

Igvanensdl Tnedfegnafiddey wu

e nslduinmsanyaraniguenLiieaseie (single provider)
ﬁm%’mwmmﬁﬁmﬂfwm GﬁﬂﬁﬁﬂUﬁﬂaﬂ’muaﬂﬁﬁmﬁﬁ

Tunslviuins envdawansenudenisaniugsiveg1aiiied ey
o msliEnsnnyarameuenillsinsiugussnoussiavensse
mndivedateniniu yarameusnetadosdadifuaiudidy
Tunsudledam lnedaassnineinsiiowdlod gl du

Ausznaugsiaselasenieneu 1udu

4228

TUsmenspg1Isn1sUsEIUSYAU

N v o

AINUNUYEN ”ﬁgﬂuamﬂﬂamauaﬂ

TanuszasAndnvesnisusziduyananiguanae n15idla
A

(1) mslduInIsuau IT 9INUARANIEUEN

2 msdeudaszuy IT fuyaraniguen uag

=

3) niseyqmliuaranIgusnauIsaiIfsteyad1Aynie
T03aU0INANIAIUALALA
wazdnlidnsfAndenyaranieueniidennaaIfuAudss %o

o o

ﬂ?ﬂﬂﬁﬁﬁﬁ?ﬂ@%@ﬁq@ﬂﬁﬂ’mu@ﬂ

g & A o & a & A

il WieliTunaun1sUszliuupranisueniluliegsfiunnsgiu
wazaenadonuulevieinmmuald fUsenougsiveadaludl
wuuresuuasgunidlunisussiliviazAndanyananieuen

TR8TifiIDg19AUAIANLIN 2

4229

HUsgnaugsiaaunsaldisnis
MII9EBUIIENITLUT U
(certificate list) 71y anAAEUN LA 3
WnuUN1SAINUAd NS lun1sidn
MTIRABUNMTANTUIUATY IT VBS
yAnaneueniluIAsUFL IT

S a v o w '
YN UUYAIALY LN BARNTTE

NN9ATIVFOVIINTIVAITIUSUTE (certificate list) tesoe9LReD
malmﬁmwaiumﬁmammwwﬁawawﬁﬁu’%msmuﬁm T
eifidodny fusznougsiemsfinsaniiasidonvessony
NANISATIEOUAY T (IT audit report) Ima;ﬁmnaauﬁﬂu@asz
L9'u System and Organization Control (SOC) Report 14 u#u
Tngilsfisveuiunnisnsiaaey szoznafinsoungulusneny

NNIATIVEOU HAN1IATIdBULATUTELAUAIATY (Mmajor findings)




-12 -

a0 A0Y ANBY
Tun1snsiaaeulavisel Tunan13A51980U LazAINAINITANAZAINY LT B DYDY
P PRGRN
wonantl fussnovgsiamsfiansaneudeddu q nnnslivinig
nyAAanIsUDn 19U A1uA sslusiu concentration risk /
vendor locked-in 1Husiu Liiafude
02210 | naddfilduinnslassadrsiiugiu | fusenevgsivanunsavssiiuasmsinmenusiuasuasnde
97N cloud service provider 3g&aN130 | VBN cloud service provider InmenuRamsasRaeuiisdums
Uszfiunmsnisinwianuiuas | Tnegfidenududass 1wy s1eaunanismsindeunumnsgu
Uaenduldegials SSAE 18 (SOC 2 Type 2) \Jusu
wenanil dinauldieunswmenisifuguarazuimsdans
cloud computing (84f1: https://publish.sec.or.th/nrs/8284s.pdf)
FUsEneugsivamsadnwiAsuaz Uil uuamaiioddu
AuakaruImIAuUaendeatnnisldeu cloud computing 16
42211 | \ilesannuurfudlumsaivay | Snguszasdveanunufialusesnisuimsdnnisyananiguen
\Rerfuyanameuen (third-party) | Aenissiusudsinisufiiuardsinisdiiei idefinisléuing
faouwnasudrandre vl | s IT @oudeszuu IT wiooygwlviyananisusnidiis
yARaNIBuaNUaIEUTEIAN N5 | TeyadAnvsedeyavegnile
USM15IANITUARANIBUBN LU
nsUszidunnuides nsdmden | fuszneugsisanunsauimsdanisynranisusnusazUsziam
wazn1sdmvidennamiedyy | wanaaiua1uA1uLd ssnazadnudvedidy Tneiasan
Wudu agdessidunisaiud | mnumnzgauvesmsthuunjuRlldeu fegrau
fvualiluuiRedeasudin | 1. n15id ouneszuudiseifudusuiaiswideg a1aiinng
fuyAraneuenynIenselil due diligence Aidunamninnislduinig Cloud service
2. mM3Mu3nIs IT support 731U dsliiAeadastiussuvnuddy
onldfimudududesssyswazifaaiioatu RTO uag RPO
asludygnsldeu
4.3 N1SUIMSIANISNINGTUAIY IT
4.3.1 nsdavmzifounswdaudiu M| Saguszasindnvesnsdarhmeidounsndaudu IT s hardware

msiiteyalating

uay software tu it oligUsznavgsfansuimingaudu m
figfUsenavgsiafieg wavua annsodnliduinsnisniugs
A mEndAuLsarenslsedanzay warudmsdnnis
ningaunanailaegalivsed@nsna wWu n1sfianugedinl
n13AAGs patch KAENITINUNUUITITNYINTENITIANINT NG AU

I s
ANy Lunu
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au130uUsTaIngUIzanaing d TneuwiuiRvesdrtinau n.a..
lalisegenensteyatunsidouninddu weligusenougsia

aunsanasanihlulsulale

432

LD gUNSNIAUUTLLANYINA WIS

msiideyaves freeware fevsalyl

[

TngUsvasddAged1milswesnsiavimeideunsnddulseian
wonAwIsAe la iR Uszneugsiaaunsainmudednivesseuy
arsaumalaeg il Ussansua Ay veidounswddulssian

#od LI AITATEUAR UTONA LIS NUTELAN (W3 freeware

v
a (X

open source Way licensed software) 7 A AR SUUTEUUAITAULNA

Niideddey viseliamudswengnldidutemminstauiivilaues

433

HUszneugshivanunsadavimezideu
ningdulunsdinlduinig cloud

service provider lgiognsls

o

npUszasivean sinvimedouninddunu IT 113 hardware wag

software AeawivelirjUsznaugsiansuimsndduau IT nilegnavun

Y

a '

wazannsodnliTlinpsnsmuasedesldogiiiussansua 1o

nsfamutedlnd msfiade patch wagmsMaurutgsnwnie
nsfammIndaunauny Wudu Sy fUszneugsiadamstar
nzidounindaulinseuagqunindauiiléauain coud service

provider A

v
v

il Jusgnovgsivaunsadavimeounindduliaenadeosiv

UszLanuesuin1sfildnu fhegragy

- infrastructure as a service (laaS) ka¥ platform as a service (PaaS)
2139z i gunSngduvesensauas s egenALs Ul cloud Wi
%a virtual server, virtual network, virtual resources, VM W

- software as a service (SaaS) D198z BTN LISTLFUT S

VU cloud

44

155N ¥1AMULUAUABAN VDY

v
UBUA
Y

44.1

NNy Usenaugsnadnisdnn
ROPA (records of processing
activity) @1unsaldununyidou

nindauussandeyalaviely

Mg UsEaIAveINIsInYi1 ROPA Aani1suuiingiun1sussuiana

'
=

Joyadiuynaa Feonalinseungudeyadu 4 Niliteyadiuynaa

i

'
aNa Yy a a v o

Wy nslgUsznaugsnadinsdavih ROPA uin fusenaugsia

U q

vineloudoyaiiuiu tielinseunquieyadu 9

Y 9

UDIDIANS haEMMUANINTNISINwIANNURDAiBveItaYafIngT

DUNMUNTHUA Y
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nsdnvimgideunsndaudszian
JoyamInsounqutoyalatng uay
sudeveyan oy lugduuy

unstructured data Aae¥3oly

msdaimeifounsnddudszinntoya Tingusvasdii olo
FUszneugshiseninsauimsiansieyaiifieelussdnslsosuasudu
(ﬁdsﬁaaﬂaLLUU structured Wag unstructured) daivisnzay way
fiUszanSam annsnanaudsweangsaiiidssansenuse
anussnsUaensovesdouald dafu neifounindaudssinn

Joyamsilveyailiieanearussg IngUszasAnanga

viadl lunsdivesdeyadiuyana gusznaugsAvalsAded
M3UURmuNgvangIfIeNsANATeIUBYadIuYARRDENSATUN I
TngaunsaeduieinguszasAveanisiu sausin 19w was
Ussananateyatu savisdnisvennudusenainidinesdaya
(data subject) (W& urnsdl) uonandl nsFavimezifoudoya
Iinseunqudtaansadgligusenaugsiaanunsauinisdans
AuLA savesdayanie  Iiimuzauuaziuszdnsamuay

Useansuanie

443

data owner fiaaszyiusziuynna

wsadutenhenu/Heau

duszneugsivanunsaivuayana wsemenu/drsaulindy

data owner YupgAUTULUUNISUSINTIANISANETY

Y Y

4.4.4

Sndunselufidesszy data owner

o
o

dmiudayarianua

72
4 o = a

ToyanmunAIsin13nIMun data owner i alidl Suliagau

Y

¥

sodayalaunss ad1eanudulaladinisuinisdanisdeya

U

danndesiuuleuns UnsgIu Ny visenguuneg

4.5

[ n1sAuAunIsIdIdedayauas

FBUUIT

451

[

YoNTUTUR LU il
- A3 ANST U UR IR
Aananadnsiorulaiiy 10 ade
— nsldswanuii lyg fusita
fatlFnueehstion 4 adsanan
vidolylgriusanuiiiae o

Tutg 1 YAeinuan

WU UAAINE1398198991n0195511 Payment Card Industry
Data Security Standard (PCl DSS v4.0)

at9lsi fUsznaugsinanunsasrsduieldinuuasgiudu 4 Id

452

PINTLUUNUNS AL Ula gL

a v o W o Y o [ 4 VYaa
fva9119n YMlnandusealdisnng

FUTUA MU T AMUTUIIARINTN

vad o o °

LLU’JUQUG\VIWMHQ’M N.8.60. NINRUR

Husgnaugshiamsaliunisesls

minszuvIunsemalulad i uszneugsialdeuitedia
FUsznevsshamsUssifiuanudss wasdalifiuimsnisaiuny
NAUNUT LNz auLazaonndasiuAIA B 1WU Nl sTUL
lsianansasyfumsidngszuu (ogin) shesiaruiiiismanssieiodls
91914350158 U 9 Wi ensraduauidaunduasnevauesld

1 LY I %
2YNNUNIT LUUAU
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0g13l5Ad esandedidnsinaienvdmaluszneugsi
laaunsaufufnuuleuteveteddns wiowurufuiRvesdineu
FUszneugsiadsmssryanudsstanaiuasUssiliunanseny
flonvasindulunsdifianirofian (worst case) wiousiansuny
ﬂ%uﬂqnsxwmuﬁﬁwmmﬁaa ﬁgﬂﬁiu338$§uﬁﬂi$ﬂaUﬁjﬁ‘ﬂ
AITTIENULarYeaylReniiy (exception) ngilouveusFEuas
Fufunsnuusuiildngdineld

453 | wwilgUdvew Usznoussia | wwidJuadldmmuagduvunisudnfeuldidunisianie
Aflanudsesziugedensdalill | udnnsiddgydenisdalidszuusalut@lunisnsisasunas
sruusalui@lunisnsivaeuuay | wiufounginssunsdususmuiinunfvdedosasde Feaelv
wiadeunginssunsduduinu | §7LAeades (lidnezdudusznougsie niegndn) anunsa
ARmunAviesiosasds maudadiou | nevaussidousluvnsoananildegiiurieg
findndaiy Wunsuduiouse
fusznaugsia wiaduudufouss
Blda (gnen)

454 ey privileged user gninvuali - | n13a3190%% privileged user dmiurldauusazsiy wgaeli
Tdawdusieynana @ssigned to | uEmanusasyudlinuliednfiuseavtua oglsha fuszneugsia
individual) ffsznevgsiadiliufer | Famasdnidunisaeuniu log A eary privileged user (19U
dounu log 158 uduianuuas | authentication log, access log waw activity log) tiieyaelwanuise
Madnds 3o log masidunu | ananunginssuiienafinnuRaund (potential security breaches)
el warsiun1snsiadeu (investicate) isnduldogamunzan

455 | nadlfssneugsivssfummidengs | mngunsal PS vie DS dnsaelifinnnsaaeuuazudaion
FaprsdaliTszuudaludl® | wgdnssunisd ududnud faundnsengdnssudosasde
lunismsavasvuazud wdeu | Mnnsldnudaddldny foindulumuuunujifvesdiinau
woAnssuNsBusuRmuiiiaund
wsedewsde nsldnugunsal IPS
39 IDS fodndulununuiufu
waisely

4.6 N13AUANNISLLN YRS

4.6.1 U1RT5IUNTLY 15 ey a| HUsEneussAamdenld algorithm lunisitasiaii Uasase

(cryptographic algorithm) gL
9819l WU awnsalda 128bit key

encryption Tovisolad 1Wudu

auaasgIuanans ot uil veuduld 1y National Institute of
Standards and Technology (NIST) #3 ® National Security Agency
(NSA) Wudy siedl algorithm 7190 masilaummnyauiusesu
mmﬁﬂﬁ’zyuazmmLﬁyawaﬂfﬂ’a‘;ﬁa wagldaasly algorithm uag

key length fitlagthilsivasnsie
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4.6.2

N15ATUANNITIINSHE ATBUARY
Arsesatugulau 19 1oy
nsisagIudeya visen s

Y0IYINLTaUFD APl Ludy

st Usznovugsnafinisldimaluladnisidnsiad osnw
AIulaenn yuedv o 3,8 (confidentiality, integrity W&
authenticity) auulauie data security 99989ANT NEULILAY
nspvannndsiarsunai thuldnudesldunisaunui
\eanemingan W elaiunsaussainguizasddiunisinw

AnutuAsUaensevetayanuitesinsimunll

a7

n155Sn¥IANY uAslaanne

NNIYATNLALHNINWINA DN

471

[new] MnFUsENaUTsAagesEUY
91n on-premises LUuu Cloud
Wanuauda Fedndudestivun
ulgurguazuurug ud 15 o
n13¥nwanutuaIUasnfeni
NEANLAZANINLIAGEI (Physical

security) 3l

N135N¥1A1NT UAIUABAA ENIINIBATNUALANINLING B

(Physical security) A13ATBUARNAIAUIABUNUABT WAL U

'
A v o W

MATesiuszuy IT AdvvdAy Tunsaliusnadingu (office)

LU=

WWuanufidwesgunsalnionseuefldiiewdde (remote

o o =

access) s¥UU T Nidud1AyFaegun Cloud UTENAIINIITUN

o

[% '

ATt lietvununsniseuauisndumeuiy

4.8

n155Sn¥1IANY uAslaanne

lun1sugifeudnu IT

481

A1SUSUISAINNISNISAIAISEUY
(system configuration

management)

48.1.1

nssluT¥ndaUunsal 91uuuIn
wazd szuudUuAnIsuagssuy
grutoyaiunndnsiu Sududes
aaumuAsuNNaUnIaiseduasy

ule

vssmannsafmuaunulunsaeununnsRaAduAiuAs
Uanile (security configuration standard) laguusoun1saeU
yukazaud Tenuseiuaudfyresssuy

suisannsaimunismsguasumuii elvisiuladnded 1eild
asadeuansaldunuUszansiomald Tussiuanud esui

IS UREASEY

482

A15USHI5IANISNISIUA B LUag

(change management)

4821

LEUD DS UNELNLLALDIANULANANa
5¥WIN standard change uay

normal change

standard change L& normal change # nvualukul U]y
Wuiessnedsveslssnmnsilasuwdas Inesianumanenlanaly
fatl

wa

1. n1siUd suwdasunsgiun b sueudifidunisnaly (standard

9

change) Aie NsiUasuwUasilasunseysiiangiisnunal i

Wi el dnnsandusuniud euladi invunld (pre-authorized)

L

FaTndun19Ua sulUasn AU g9 1iaduUsensa way

v
o

TdunounsAiunsNtaau Wi n1sey memory WuAy
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2. M51Ua sunlasiidosveayslAnunszuIun1sUnd (normal
change) Ao M3AsunUasitlailéniseut@lidramii uaglily
n9ud sunlasnsaliserau Sedesiuiiuntsaut uneunisve
\WasLwUamaUn
4822 | FermmuadmsuUszneugsna | {Ussneugsivenansaimusmdninasivieiieulswesmsiuasunias
seAuANULA s Ferimualidl | Adeuausde CAB 1 Tneddafeszfuanudduaznanseny
change advisory board (CAB) Ju | vssmsidounda
Fududosaus cAB dmsunn | lunsil Jadefifusenevgsiamsthandilsiuduediedos el
change request w3oll Wiolamy | aunsauszidunansznulddaauiu iy szuunie function
change request 7 @ Inanse My | AildSunanszny / szoznanildlun1sasuulas / downtime
sedfugavindy fiindu / Vszaumsaflunisideuwdadluein (nsdiidnume
D case Went) / Temadmsidsunasivlsdduluamuu /
LHUANTIMT e workaround / HANTVIARBINS aNAABU BULTY
nsiAsuLUas ud
4.83 N13UIUITIANITUAAIINEINITA
V958UV IT (capacity
management)
4.8.3.1 - -
484 mMsfnuAnuiuasaenisvas
\A3aausieing (server) uazaunsnl
ﬁiﬁﬂﬁﬁ'ﬁmu(endpoint)
4.8.4.1 - -
4.85 n133nEIANUUARANYAINSY
n1sufuRnuaINATadienteuen
(teleworking) n13l¥eugunsnl
\AEBUT (mobile device) uay
nsldaugunsaldiuia
(bring your own device :
BYOD)
4851 | lun1sufuReudiinisld mobile| nsasmsidougunsaiiad eufiiu arsiarsunaInAULE B

device 3¢ @ 894N TN UALA &
nsamzlougunsal Wy B9 fu
OS , serial number , MAC address
n1sameztdouty 1 aniiv
wiinauvesusEniithaunsajunld

wiohsulliigniussyaramenen

Tunisitndaszuunulasluldsuauns karAULESIINNNSKND

szuualaggunsalniinssnwiauiunsUasndeldiieame

feiu fusznavgsiamIsameleugunsallvinseunquyngunsel

Ao o Y

farunsaldiilenfesyuy IT Nideddey

7

dnsuludiuvegni wavyaraneueniilianunsafiassuu IT
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(third party) ¢

o

AflfodrAy uaz{Uszneugsiafiuinsnisudaeniadedioves
SYUU IT fiflfedfayeenainssuudu 4 egramngay HUTENeUgIia
o1lidndusesimunliiinisamedougunsaiindeud

ag19lsAf JUsznevgsfamsinlidnisamefoudldnu waz
n33aLAU log N1sTdeudumesiianiussuuinsotenielures
FUsEneugIne Weliuszneugsiaaunsnsyyfiyanarldey
Sumesllaun3ornevesUsyneugsialdegegndaduas
Wuvsglenilunisianiunsivaeusasdesiunisldauszuy

a o

asaumefinainguszasivesesins wiolidulumunguinenie

]

ngunaueifietewsioly

4.8.5.2

nsdlgunsaigame dansaudeya
91n5z8zlna (remote wipe-out)
andunislaen winfusenau
g3nadmImuauiIosassianty
Tun1sid A eenaznis lock
screen AFAUITANAUNUNITAY

Toyalavioll

ielesiudoyaiduauduniedaiudidy (sensitive data)

= [ 3

Fagnaafivlugunsalindeuiiannmisgnidfslaglailesueynyn
FUszneugshivanunsadnlitunsnisdesiuteyansdifigunsal
\Aansgamefimngandu o 1e 1wy nsdrsiateya (data
encryption) 3881919 15%a drive 7oy alfl UL udINFY

nsdifilalanansavin remote wipe-out 16t 1udiu

4.8.5.3

n13nsavdeUANT uAIABASE
voagUnsaldusiIveIndnauy
(BYOD) U #573@8UN13 root %158
jailbroken 919U URLGEN @13190
Tdunsnisauaudu 9 nauny

Tavsal

nann1svestenmunfe useneugsialimseynligunsal
Mliuniedio (untrusted device) WausensalinfiassUULATOUY
meluvesesdns iedesdunisgnlaninieleivesiiugunsal

BYOD @9@1aiin1ssnwnanuiunsasnsenlufissne

fadu lunsdififuszneugshefidedialunisnmaaeuanusiuag
Uaendevesgunsal BYOD {Usznaugsnaeraldisnisufias
nsdeudenionsinfsssuuieieris wieeyneliinieszuy
\3eteii daiiu untrusted zone u3soyn Rl sldlane
szuuuazdoyafifinudesiuiniu uenaind fusznaugsia
mstelidunsnsmuauifiadudniunisinuanulaoade

VDITFUUNULAZIATONETIYNUDIHIY BYOD ¢ne

4.85.4

Jamuua BYOD Twsaufianislaau
BYOD Lﬁ'amﬁﬁw’fazﬂaw?aiwu m
Tathe mnladladeyaviesyuuddey
Aol URnmuvaninasviseli wu
5141y BYOD wedldudua

udu

Yarnuun BYOD Twyamdian1sldanu BYOD tiewdnfisssuu IT vianun
N3z UU T NHTUdAeY Lagszuu IT 89U 9 WU MSNDesyuUdiua
warsNINMIUsEYaveUsenaugsna linenseyiinueundindu
< s = 1 &) o

Auusiwes visevemndle 9 WWudu

Aty g Useneugsiaduleviensefinudnduiidedd

UYAaINIvesesAnsatusatgunsalduduneusiaii alv
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2111301089580 IT vese9Ans {Usenougsiadediuingnig
AIUANANULEEN 913 NATUBL UM AN LU AULEEIRIN
Tayaiilva gunsalgavie vien1sgnlaudutedivivuaunal

laifirnusiunalaonse Wudu

4.8.5.5

v o

nsalngnaldgUnsaldudi

U

~ v a

WoldndsdeyaiigUszneugsna
19u3n1s WU weUndindunse
Vuled 1Wudy duinddneduy
BYOD wayfaadaliilinnsmssne
ANuUaenn s@1ns un15 Y9

gunsaldudmIalyl

BYOD aseuaquianizn1siigunsalindeunynuyiayainingy

Weusaszuu IT v0909Ans Msautansldaugunsaldiudives

anAn
Y

4.8.5.6

[new] lunsdlfigfuszneugsiafinig
19971 Virtual Desktop Infrastructure
(VD) Fnduresdn1ss el
AuUaendsd u o 1y BYOD

. I g 1% = 1
security Wusu Aeusoll

w41 VDI agagliUsznaugsiaanunsasnwianulasndeves
Aeufiumes R lTUfTRMURudmnansls ud VDI aflannudes
Frudu q Aldansadanislériiu virtualization élaeaswian
wu nslauddeyauazueundiatuiiliiieid1ds voI Feoguu
gUnsal BYOD udu faifu nisldaru voI easfimsdndsfisnna

W7 IT099E 19T UM ULALTA NN TN SAIUANDE L TIEIND

w91 Virtual Desktop Infrastructure (VDI) 99185 n¥1A274
Uaendovesszuvufiinisuazusundiaduiieguudimneslily
szundls ud VDI Sadauid seduainuvasadedug Mides
filefis Tnslamizegdemnudssiifetesiugunsaivanema
(End-point devices) #ldidds VDI 1wy
®  Bring Your Own Device (BYOD) Security: g Unsalaus Wi
winnuhinldenegnlanid uasyibilaudlasuteya
Tunsiinis VDI vise ansnsasndudeyauu VDI ugunsal
BYOD ¢t
®  Network Security: n131a VDI kuaieveiilidvasnade
o1aviliteyansdeansgninduls Fsmsld VPN vioms

wWhaviadeyaiietaaiu

4.8.6

n1sd1sesdaya (data backup)

48.6.1

eagideadeyansesruufiaig
u"’mmmaaumyagﬂaa"wiamas
NSEUIUNITH AUT oA Ui

nsnageudeyad1sesvesszuula

£%

nann1svesdeiivuade Huseneuginadeddeyadisesiiniey
anldnuanediafinmgnisaiiilininfa (unexpected event)
nsnageutayaiunsyurunisivibiduseneugsiedulaled

1 v o vy 1Y 1Y d o & w v
Foyanlidsedidanuniouldruiiodndudedd
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L% U critical system, application

system 30 9N system Hudu

\esanngUsznougsiaurazseiiszuuuazisnsiaAvteya
funnsnetu dofu duseneugsiaanunsnivuataulunyes
nsnageudeyadisesiaznszuiunsgauteyalvivagauiu
AuLA sevesdeyatazanuivedAgyvesssuui LA ot es
Wi nsmadeuAlsAisiia Recovery Point Objective (RPO) wae

Recovery Time Objective (RTO) fifmualide

487

o/ < v L= (4
NI13IANUVBYAUUNNLAANTIEU

AsidungInUsEUU IT (log)

48.7.1

[TBA] log 2939N150UE sunUas

wilulassasiedeya nunetisesls

log N15LU& sundaslassasredoya n3on1319 (table) vos

gudoya 1 N3 create / alter / drop table {Wusiu

4.8.7.2

ﬂiﬁﬁ'ﬁ'lisuu instant messaging
UMNIEUU WU 53UU chat Tu Lotus
Note %5 ® Bloomberg v udy
Ldawnsaduiinuazdaiundngiu
nsaunuile | Usenoussia

Aunsaltsruununananlavs el

annsaldlalannsaingldnuldamnsadifoyanmelunlila

Dawmetdun1sialy niesldaulidaidu access person

'
a vaa a wva

munseylulsenekuU Ui wl. 1/2562 50¢ wimel i
F19SUNITANNUAUIEUTY UIASNTT WALSEUUITUN LA 831U
mInszviieaiiamudaudasausgleniiugnavesuseninms

wazn1sawuiiounindduresudendanis

4.8.7.3

HUsznougsivadesdaiuiudin
N13%15350351 (transaction log)
dmMTUTEUU IT il 9n139 0278
nANNSNE (trading system) Tugau
U84 source IP Wag destination IP
5208 full URL eg1als Fsaziduly
AINAMUAIANTININUTENIAUDS

A11N9U N.8.6.

TiUsgnaugsiadaiiu source IP uay destination IP Tagduun
mudnuazn1slduYegnAl Al (RA1sanUsznaufiuununIm
AIUNIANWIN 3)

¥
v A

1. nsdlgnAng ovendnninguugunsaififUszneugsiadald
meluiivhnsvesfusznaugsia (Wu desktop Turesdn Wusi)

1.1 wndardenay trading application ﬁﬂ'ﬂimauqiﬁa
W / $refanviserinszuutes vendor Tnef application sendm
host aglufviinnsvesUsznougsia saufansaignAndadds
rumiine IC T Ussneugsiadaifiu private IP address nug AA’
uay full URL Timsudau (antiunsel non web-based application

laidasdmuAu full URL)

1.2 Mndsedau1u SETTRADE application 113 @ application 51
AF1 host ogluiiviinisvesfUszneugsia (Iaensideusie
intemnet) § UssnaugsA9d 033ALAY private IP address (source)
¥941A3 097 v sdsind s wioududalwlsiuinng application

a

WuN33AAU public IP address mug B-B” wae full URL iasugiou

hOTY

a a

Al el Useneugsialiteyauisanad uduiinuvesgnan

- e,

a1 o Uy
fdapndale
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T
= v A

2. nsalgnAng evendnninguugUnsaliidleniwd duves
HU5NBUgIAANIY internet (1 mobile phone / internet café /
personal laptop Lufu)

2.1 mndardenu trading application ﬁ'@j"’dixﬂauqiﬁa
Wanniu / Sremunmieiszuutes vendor Taeft application fianam
host agluihmsvestiszneusina

Wi Useneugsfadmfiu IP address aug C-C’ uag full URL
(anLiunsel mobile application %38 non-web-based application
lai@imadauiu full URL)

el §{Usznaugsnamsinlilseuuaunazyie corelate log

11717310 trading application La log 9108 C-C’ LW aUselayy

TumsgudusnugnAddeinds (giaeg log lsanaaxwan 4)

2.2 WA SHIU SETTRADE application %38 application 81
75la host aglunvihnsvestiUsznaugsia Iailunisiuieiu

U9 1.2 (@nriunsel mobile application lifpsdmfiu full URL)

4874

vsumannsndanunsadaiiv log
Tuguves order number 7 @314
T UNNBIUNUNITLA U SET order

number lansalal

usemvdnmingldanunsadaiiu order number fiaf1edwedld
Lffaqmﬂiuﬂﬁm’maavﬁmummqﬂﬁ'wg’:dwi’ﬁa dineu na.a.
visomheaudsduldngranedu q Suludedd SET order number
Uszneumsionsan ilelannsnamaden log eutudeyadons
flgnszuues SET %amﬂ%%’a;ﬂal,méamﬁ'u 9 Tunsiansan 1wu
order time #3890y a login / logout time 81311 N150593a0U

a a Y & v
mmﬂmmmmaauim wuny

4.8.7.5

Foya log mulszmea enaliianunsa
fi’]’mﬁuﬁwmiﬁ'a&ﬂu centralized
log Wfeulst ilosanluymaUfin
log vosumaza Unsaiazdaliv
wenfu Wi firewall, load balancer,
proxy server, web server i @ ¥

. . [ 3
application server {umy

wdnnisvesdervunde fleflivgiivinli Ussnougsiados
fiumsnsreaeuiiomdeiiants fusznougsiaesdidoya log
yosgUnInifnng 9 Aasudau Tnedfulazanfinssiu (time syno)
wazdlToyarioanen on1saiunisnsisaeud oiiaads uay

Dulumunguiung

Uszneugsnaaunsadmiu log Liunnansaaud (location) fulg

q

e e

v ac a o

weg fUIBNMIUsINSians log neluesing eedlshid fussneugsia

2N,

AT At T sruuaud 4aely correlate log 5em3 198 Unsal
wiausglenilunisnsiaaeuianssuvesgnan Weddnau na.

wenherulduldngmnedu 4 Sowe

4.8.7.6

dusznougsivasiiudeyaduiin
winn1sain1sidauduinesiin

RNILAIUTUNTNIY NS 05D

msdafivteyatufinumgnisaimsldnudunesids arsaseunqu
nsldnuimunremiiniuuazyaranieuen Weaunsasey

sudldruussAanssunifinduld Wedesiuldivighiniedldssuy
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aeu AN AMBY
yarantguen (gnan) Mdmld | wn3evisvensdnsshnislond nentu tid viemeunsdeya
Nudumesiinvesuign ansaumaiiidedunsnssrhRangvang Vil deyafidnuiuses
aonndestungvIenaznd N AR EItes Wy ngusnednse
msnsevhanuAadeaiuresfiunes s
4877 | [TBA]l n15v191ua04 firewall | network firewall log #1889 log ﬁuyazgu an139mnNIs traffic U9
(network firewall log) a1 83 | firewall 1y Lwlmmiﬁﬁmi deny/drop packet 10 ugu i olv
avls Asiideyalathg asnsaliifudoyalumsnsinaeudoundnsdiiinieviognlaufls
Tnelu log mstuiindoya Juuaznanfimsafuszuunudy 9 (clock
synchronization) / IP address @ Un14 (source) hagUanunig
(destination) / firewall action / port fldfAnste
4.88 N1sAAAINAUATTUURAZIHNTZTS
Auanarun1eleiuas (security
monitoring)
4.8.8.1 - -
4.8.9 nsUszdiuyadlniniamaiia
(technical vulnerability
assessment)
4.8.9.1 - -
4810 | NINAFBUIRNZIZUUNIY
(penetration test)
48101 | §Usznaugsnaarnrsawdnsau | madhsanlasenis bug bounty uiiazidunisyaeliaunsadum

1A539n15 bug bounty LW BA WM
29417 LUNITIN penetration

test lovisoly

¥ oA | = ° ' o a v | &a
wazudasieudadud Faenvthludnisandunisuileld ae1alsi

a Yoo a

Asngulasenissananldlmdunissuyseiuinasigandunis

Y

NAFBUNS DA UNIYBINIVBIUS NI UTENI197 1015 211ATINS

v oy

Snnadilaisuuseivindedninenaniazgnaenuliiudidnsuy

Y
1ATINTITOUNIALNZEAN AITU N159AYN penetration test F9E/9A4
finnudndu lngarsifugluvuaasgiuildlunismegeunas

°

Aungadlniang 9 vesszuvunusuwafifmuaduUszamnd

o

nasLlladinsiUasunlasszuuauesiitdedfgy

el N139111A9N15 bug bounty AU lUAUN15¥N penetration
test 9z8 1928l Usgnaugsialdsuaiudulaning s uin
syuvnuaaginglularaeuenaglasunisvageunazlasy

N159189UTB IR WNUNTEL
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4.8.10.2

o

H3ni1 penetration test 1lu

ypansgluedns lavseld

HUsEnaUgINaaunIadaliil penetration test lngymansniely
aarnsld ae9lsAf yaainsaenandesfinnudanuaiuise
lnefdanududaszannutsnudvesszuy wavidudase

INAITHRILITLUUAINEAT

4.8.10.3

FUsznevgsisannsaldiaiesdlo
nnaeu n3eiA3osle scan syUU
w1 Web Application Scan 1 u@u
Wi VLTINS AT penetration

testing lavsald

nsldinseafionnaau wiawn3esile scan 1w Web Application
Scan 1 udu devduiieenisusziduresluninianain
(vulnerability assessment) lud ug w1y ldanursanawnu
nInedeunIsIeszuUld Wesendediwivnadinensliawnse
asranulalaeias sefloaunudesinl snludfiiosed19ien

Aot 1fEEl LI luN AR U SEUUTINME

el Tunisvaasuiatgssuuud sandunisiaed ¥ oy
(penetration tester) W'u @1u150191A5 9389 (tools) M 19 9

aruayunsaiiunsla

4.8.104

Y a

Tunsal v usgnldusnisszuu/
TUswnsu 21nElu3n1s (vendor)
uS¥natuisaly vendor 4n9N
penetration test ¥ UUA 4N& 12
LNUAITANT UNISLABUS UN

Tonsoli

{Usgnaugsnaauisaldnan1sdnyin penetration test ¥o4

vendor l¢ Tunsdl i {f Uszneugsiadiszuu/lusunsuilu

a o

nandnaidnsagvunldnu lnediluauisadaudamiaudly

nandauilaed wagaeslfUiRnuRoulanisldnuvenandougit

'
o

edlostunansenuiioainsoszuunisshwanulasnsoves
nansagidingn sudaiietndndudundeusetussuuuay
\nTetngvesriUseneugsiauds azlineliAnteslmilfisduain
environment w38 operation ¥esH{UszneUgINY deazdenalif

1391 penetration test Huliigneias

4.8.105

A119N9U n.a.a. TN1SNINUA
JURUUIIIURANITNAADY

ASLESEUUNS D b

d1inau na.e. lldimuaguuuu (template) dmsunisdnsia

FUINURNANAFDUNTITLINETEUU aa’wﬂiﬁﬁ FEINURNANIINAEDU

'
[ N

NSLANZIPUUMIATEUAANTIEALLE b7 dy wisliEUsenougsia
Whladenudsswesdedng wazaunsasiunisdestuudly
pgamINzan Megutu frnisvaaeu Tuiinadeu veulum
MsvEeU Men1stedfinsiany Fan1smedeuduiilinsiany
$09ln7 AL 899999 09197 wazuuInied eetund by

Yl Wudu

4.8.10.6

nsiszu IT Afveddny ueldls
W eunofuinser1saisn Ty
§usznougsnadndudesdnlid
NIVAABUNITHNZTZUURE U B

Yaz 1 asausall

nsadlaana 1 1Hs{UszneussAaNa1IuIA1uLE 89910
mMsyngnEuszuUeeeResiiamesflideasnnelussdns Loy
n1shaudi1u intranet TneglaiuseasAd (intemal user/malicious
insider) %38N15UNINT¥BVBINAUITNIY intranet 1Hudy uaz

MAUAYDUIANITNAABUNSLANESYUULARUAIULULNYa
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4.8.10.7

[new] nsdiszuuiiinisdousiafiu
WS eUnuansIsay welylaidu
szUu IT Aislifeddny fuszneugsna
Tndudeedalidnsnaasu
15131858 UU (penetration test)

agateelay 1 A5 vsaly

o

{Usznaugsiadesidunisnaaounsiatesyuuid euseiy
nsedisaisisures 1afesdas 1 adnaznnad e g
mMaasunlasszuufnanegreditedfey Wewinssuuiideu
fuTornsansisazviedumesidnilenafiagandutimneg
vaan1slanan1slsiuasuazdaansenusian1su Ui unie

AMUUILTIDDDUDIBIANT

wennil Mndayamnnisaliintulueda flinisdidnaslaud
4 1 N & o w I B o
aaAnINusEUUNIivedniidudduusn neldmilaintussuuid
AudAgvselil ndsnuul kivszasdasdnamuaussuuRang 1
wioldidugiulunislanfiszuu T AfidedAgdu 9 nieeiald
¥ a & a ' ' v
sruunuveUszneugsialugulaudivihenuneusndelula
(wazBeaianiumuununinlunianuan 5)

aa v v

ag4lsAf nsdinUsenevgsfafivivledinenisiideyagndn

Y Y

13/5845Un15 upload Yoy ala 9 wazlusessunisngsia
Sidnnsednd ieidunsanaszenldane fuszneussivanuse
Usziflumnudsadusig o saudeanudesiiudeideansd
dulwdgnlaud vnanudsseglussiuiivensuld fuszneugsia
#11150v00UTAUNLIUNITYN penetration test Us¥d18 91N

T1U1VDIDIANT bo1

eXe

4.8.10.8

nsdiszuy IT Mdeuselaenseiu
SEUUVOINULEIUB W 4y SET
sumsnean1tun1siiud u 9
v usu WU private network
HUT2NaUssNnowiInITaaey

AMILAEIEUURINAINI o bl

v @

na NN LA LA AUEIA YA UNITNAGIUNITLIETLUUVD S
JEUU IT AdouraiuiAsoueans1saegeninseuudu 4 wWield

donpdesiuANFsIInNsgnlaNdnidleiues

dmIUsTUU IT Aiieansidensialuy private network fUsznaugsne
AN150NANTUIAMNLEBTILA BT LU NTlauARIuY D9l
vusTUUTlenseiu waztealuwiuu private network Wudu uay

MAUAVBULIAVDINISNAFDUNITHANLTLUUAMNNS AL ALLAL LS

4.8.10.9

ASNAABUNITLANETEUUR B4
adunisluguuuule (black box,

grey box #38 white box)

{usenavgsnaauisadenldisnisnaasunisiangseuy
flaenadosfiuaudsesssuunusasiimngyenisaaey
fail fmadeunsianzsruuastiauiauannsauan iy
Tumsvagounsagszuy sauiaiarundudassanmiasay

1198952 UU wastludaseaInnIswaIuITEUUAINaD




- 25-

A10U

ANaY

ANRaU

4.8.10.10

o a o o v o a
NUTENOUTINANNTUADIANUUNIT
whlnngeduniinuainnism
vulnerability assessment uag

penetration testing 3ol

HUsznougsiadesiinisuimsdanmisuazuilugeduifinsiany
VNUTELANAINAULT 89835 09lnT Fesrudsrelninisesiu
rudesn Jedsmaliaudeuazanusaianniduieanauiewss

Tuswanlamnlalasunisinmny el wasunlvagavangay

4.8.10.11

HAivedeunsizszuunsdudasy
AINNUIBINULT1VDITEUU WAL
Wudaszannmsiamnssuusiana

P8ANUINBENLS

TanUszasAvestaimunfen1sdnidnsnenueduinngiany
fajuimsseaugeegeasuiiu uaginisudludedduiegamngey

o
U @ ¥

Aty fAnegeuianzszuuimsiianududasyaudiegianadl

Winl#dins check and balance 91

€

- Evegeumaangsruy Wlvypraieiuiugiaunlsunsy
nAgouNISNesEUL W ld oy aneld nsUsdudyuives
Wanlusunsy w3 eey gl Uedudyyd eaduiy

Yo v o

Fanlusunsy visegnuseliunanmsufiRanulaeddadudaymn

e £2E £2E e

[ VY

EJ’JﬂUﬂUE‘\JIW@,J’LﬂI‘UiLLﬂﬁJ

ho))}

I
- vegeunisnzszuuldfidulddiwdeduaiuduse

a

yoslusunsulaense wu ldlmduaudnvesfiufisuRnveu
Tun1simussuy
il nadififidedniin fusenovgsivaunsadnlstinisaiuqudu 4
awnuld Wy T Megaun15iaeseuUTI8URANITATIAAOU

fa CEO MsamuenssUNISTNeIadlalnenss

4.8.10.12

[new] §UsgnougsAandn1sly
STUU ITA USH159ANISLAY
ySynwd @unsaldnanisnadau

WL STUUTRIUS LU laus oty

11150 b RaN1sNAaaUYeIUs Enwild MnnIsnagauNinYuy
fveuwaAsauAguszuy IT Manuafldlugsianigldusenian

as. 38/2565 Feiinsousafiudumasiidn

4.8.10.13

A15USHISAANISIUSHATUWA LY

494ln7 (patch management)

4.9

N155N¥1A314N UAIUANANY

NYINUTTUULASDU1HDES

4.10

a L2 v
A1SUSHISIANISLASINASAY IT
N13IANT WAILT wazUd13esnen

FBUUIT

4.10.1

AseLdunsanwalat1eNfe i

Tuguuuuvedlasanig

lun1sdam Waun vSeudluldsuulasssuy IT Aflnanseny
agelidaddysianisTiuinig wwamawsegduuunisaniugsia
v3elATaEieiiugIU (infrastructure) s IT §UsenoUgsNaAITIAYN

lugUuuureddasinis ainismvuad1vuny wuey way
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N59USLLLIAN L DI NISUSMISIANISAINULE 89U99LATINNS

a

nungaukazainsavssadngussasaniudinunenaned

lngilfegevadlasanis wu msidsuuasseuudugandageuny

nsiasunUaunaluladueslaseasneiiugiu Wudu

4.10.2

nsel | Usznaug A 9auIaLan
AfidodrAnsuyaaing laseaiis
N13AUANLAEAAUALALATING
FndudedyTuinvouasunn
UNuUMviselil 1 project steering
committee, project owner,
project management office La ¥

project manager Jusu

Q’ﬂizﬂauqiﬁﬁ]mmmﬁ’mumiﬂiﬁa%”mmimmuLLazﬁﬁUQLLa
Tasanistamuanuwmunzay tudndudesdnuivauasu

mufiendiegelunnuiud egnslsin fuseneugshamsiivun

1% o

1AseasanIsAIvANLaEAAUALALATINITBE 1T ALY LAy

[N

T SuAaveuluunuimmifi eg1aieane i olvidulaladn

n13UsMIsTanIsAudsaedlasinisaiu IT duiduldegng
JUseanSanuazdUsedning ATUNIU LATAINITAUITA

mudnguszasavaatmunglasinis

4.10.3

NP UNTONUIUARANINT Y
1A59n15 ( project management
office : PMO) ansnsatluniiesu
w?aﬁmwﬁ'quamwmmm
Iﬂi\‘iﬂﬁﬂﬁaUﬂqmﬁ‘jﬂﬁﬁu IT uaz
non-T w3 eli uaziUsenaugsia
Faduvivngnvesuivnuy
AU TENARIIN IO I INUIBIUNTD
ﬁmmﬁ@LLam‘wmmaﬂﬂiqmi
ndrdnaulugdsedigdnim
(regional) WIUNNSTRR M8
wieriunulmlluussmeadiovmiig

fanantavsalyl

PMO aunsardunirsuniefinaufiguaninsiuvialasinig
A 1T waglasenisfiidu nondT Id wazaiusald PMO ves

dtinanulvguszdnglinim (regional) ol

ag19lsAd PMO vesdinaulng Usedginiadesfinay
anuAuviuazamsmvedasImsiu IT AidameUszneugsia
WAEIIBNUABAMENIINNTANUYLALATINIT (project steering
committee) W30 UFM53zAUgeTiiA vaTpImTUeg9ATUd Y
iielinnsuimsanuidssvedlasenisidulegraiussdnsam
wazUsednina 3’)3J‘1/15\‘11ﬂ§ﬂﬂ?iﬂ’]ﬂJ’liﬂUiiﬁquqﬂixﬁﬁﬂf

e et

4104

A1SERUNIUAIE Stun1SLT U
1Usunsy (source code review)

= Al v o '
Mﬂimdumiﬁmm@mﬂlﬁ

HUsenaugsnanisdnlid source code review luguuuu

automated #3awUU manual waiin1simuvsawd budsuwlas

N

szUU T Nildediagy wazianudssluaiuaiiuiuasasnds

194320V Fedndunisieeuaaafidnnududass wu faeunu

o

Tllofndudinmniusunsues Wudu

viell TunsalvesrUseneaugsiafidseduanundssgs Ialdisns

ADUMULUY manual lainswauvns awd luldguwlasssuy M

Ao o o ot

Pived A Fellmnudsenuanusiunilann iy

o
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4.11

wunUuAlunsaeunIuidaves
n15t88ulusunsu (source code
review) 4895 Usznaug A7 &
Anudesziugelseasifenves
MIUFURT LA NUUIUR TR

Yo UsENaUgINedy 9 agls

foumnsnsvesnsuuufoiiineasden deil
gitlailggusznaugsassiuanaiesgs aunsaaeumy source
code iilpszydounniasuazudlunouhiussuuiiioldonuield
2738 loun

(1) aountulaeledszuusmlusld (automated tool) 4 4819
aiunsiaggiauilusunsues vie

(2) Wyanad lalgiamulusunsy Wuasumiu source code

(manual source code review)

Husznaugsnaszauaudesge liyanaiidanudeinguas
Judaszangimunlusunsududasuniu source code (manual
source code review #39 white-box testing) 141 N15ATIEDU

Inedienmnyanansaldiaiesile (tool) atuayunsaiiunsla

4.11.1

oA muad1ns Uy Usenaugsia
PHEEE Bervslid mIseuvu
And sluni1sieulusunsuuuy
v A Aa I3
manual lngrigeiyyniady
daszangWaulusingy ensu
laeg1elsynymainsdena 1a
frnududassuarianudeny

ASUDIULAD

ALY VBE N aaUnIuAId1vedlUsunsy: §UsEnaussna

anunsammuaTgaviBunnandivesuransiinuANmINTaY

W anuiuazyszaumsallumsdeulusunsy wdimsane Judu

anududaszesfaeumudwadusunsy: {Uszneugsna
anunsafnsananaiudaszauiiegiedsd Welviling check
and balance TunsWanlusunsudia

- Hapumudndwedusunsulaliyneaidentufuiauusuns

aounuAd weadldsunsulilaey neldnsdsdudymves

o

%

AiLnlUsINTY
- Faoumuidwedlusunaulsifidnlddmdsiuanuduiaves
TUsunsalagmss wu lildidumndnvesiiufisuiisveulumswinn

IWUU

4.11.2

ﬂ’]iﬁli’Jﬁ]ﬁE)UM%E]ﬁE)UVI’m‘qmﬁ’]é’ﬂ
ADUAMBS (source code review)
Tuduvosgonsuaslduinisen
A AUSMT W Off-the-shelf software

&) £% o a 1
Wy avsmifiunsesndls

Q"UisﬂauqiﬁamﬁmamwmsmuqmﬁumLmu (Compensate
control) nsdifilaifandiinduazamnsagounu source code I8
W ST nszuIunsALE anTaNA WIS A 1 ol wonsuasT
thinldnumelussdnsiianusiunsasady wiensaseudeya
AentumsShwanusiuasasaslunssuiunsiaugensuas

VowliuINIvsaidvemdnsiae Judu

4113

n13AduN1TNAaay Unit test
wADIANITTAI Unit test script
wseld ialundngruiuansledn

In1snnaaUz

o

TrguszasAresnsnageuszuuludunounis 9 tislwiulald 4

q

(2 U 4 ] ¥ v [
iS‘U‘UGNﬂa’1’.1ﬁ’WlI’ﬁﬂ‘Ui%ll’laNalﬂE]EJNQﬂG]ENﬂiUﬂﬁu wagiduly

PNUAMUADINTVDIH TN
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msnsaUszsuiefunmsnsmuesilunszuaunsiaunszuy
annsalivdnguiisusaldanvaisuamdevansiFng wu
nsanadeutuiindeyalisafunsmageuszuy MInsIvEoU
Funeun13UR TR (documented procedure) nsduniualnu
AU TR wagnsdunanszuaumsiny (walk through) s

T wnusenlidnisdaiuniedavi unit test script {nsIvaeu

fansanunsalivangiuduienisnsraaaule

4.12

n1sUIMIIANIsmANIsaliaUNG

T

4.12.1

Asal A nulITaULLAS DIRRNNLRDS
7“3 aNUN5LNd T 9lynaliiia
wanszvule 9 fugUsznaugsia fes

Fenudinau n.a.n. vkl

FUsznavgsianenummmsalfsnaemzlunsdiifdmanseny
somasiiunu 5379 Feides s samsiiiunmmesusznougsia
wiegnAntuening egalsin fuseneugsianishnenu uagdum
Fauiraiawesnmanndudwanglunislaud Wowdsuusunmssuile
YR oTML LR BT INYLIBNUSNS 9| aviunsal

et ffussrougsRTamansoagUmn el vioudaieummnsaifenam
soffUsznaugsianedu o lugnamnssumaavuls dutesmnens

waniaeudeyaiunnanuves TCM-CERT

4.12.2

[TBA] “nsneduvaes td1u”
ludaiMuAN1TsI8UUANI T8l
HaunAau IT IWsudmindau

Uszinvila / vesyamalatng

(1) fldanu Tuderimuni nunefs wiinau yananisuen s
anNAYRIEUTENBUTINA

@) n¥wgdu Wismdwmsngdudu 1T waznsnddudu q iy
Funsndndviansetiuan (Jusiu
Hegnavmmsainsndauveslinugame/domes Femsnenu

o w !

winnsalsedtinnu n.a.n. 1y

- AundndadviagameilignAvateselasunanseny

- gunsaifillumsuf iRnuvead wihidemeldannseldanis
WaEdlHaNITNUROMIAILGINT

- sauaslivedduiuu mobile application tielaufgunsaivesgni

o v v al
lvignAdevne

4.12.3

[TBA] jUsznaugsnasndusas
Menuangnsdivanisaiiidsa
NTENUABTLUVAITAUNAT 51
awdRy ity viedesseny
iR ARl dnansEnUAUTEUY

ANTAUNADY 9 9

e v ]

winn1saindesTenusedingu n.a.e. lildddaisavenisal

q

' v '
A a = 1 =

AANTURDTEUUTNHAUEIA YUY Le IR SIND 953 UUD U 9
A 831897 38 M1NNA N5l 1 UB1d IHanNTENUABgNAI
N5AuN1S 5379 Y9 §1ur Larnan1sALIuN1TYeY

HUTENOUTINA
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4124

[new] nsalinan1salanu IT uilqy
Duwmmsaidwiolud uidlédma
ns¥nuregnAtueNdg fuseneu
gsnadndudessenumnnisaise
d1idneu na.e. vielil

(1) n1saziiinfadayadiuynnag
AAnINmM IR IT
(2) nSwdduveulldauayne
vIeLdEmY

(3) Myyn3n WD wIBldanusTUY
Toelsilasuauam

(4) 71507 daRanTENUAe
Fordusasguszneugsna (ham
to reputation) L9y gnuasuulas
wiliuledvesus¥n (website
defacement) 1ugu

(5) nsngAvrinUBITEUUIIY
(system disruption) A1u5E8ZLIA1

it mualuwIu)uR

§Usznougsnanlssgaudninay lunsdlndivgnisalanu IT
FIAIHANTENUABTING YOLA8Y §IUE NANITALTUIUYB

HUsENaUgsia visedeagnAluiindie fadl

nsdlvnnisalfi seylute (1) - (@) :{Uszneugsianls
fnmsionsandn wamsallddmansenusiogsia Jeides gius
Han1sAduauYes Usenaugsia viereagnaituieniig
w3l Tngldudninasimsneaudinauiivsnldmindy
aeluesdng Wil i eliiAnaauaenadedlunisufoa
FUszneugsisansaimuadeulavd suuimiansseny
winn1salriedinau lagiigulAgeiun1ssigaumansal
fananseguimsseiugaesesdnslel 1wy wnmsalladiidi
Fouludossisnuma i usmsszdug wesead nsmsu
Reenumgnsaiiu Irddnanumnudedutu

o nsdlwmmsaifiszylude (5) : Wb sszeznaszuuvgauzin
11918 0es189ud Ty 7 sfmualilununaufoa
. 7/2565

4.12.5

[new] nsiuiEmiifivuiaidn il
fn135189uma Nl UNAAIY
IT dorUINITTEAUgIMNIUANITA]
wd T me NSl aana il

NansENULeLantioy

Tunsal T us¥naruisaninug
Jaulvlunissieaug uinas
seauge wenduduieulelunis

189udTnU n.a.9. leusall

{Usznaugsiaatusadaimaninaueilun1ssgaumgnisel
HAUnAAIY IT Ao UTNITTEAUGS hUNIINNE NLN YT LY
nssreaudidneuld eg1alsia naninasidinadesldsu

ANUTIUTE N UM ITEAUGIS onENTINNTUT VMY

4.12.6

[new] n58] website defacement
71 995189UF1UNIY NU18D9

nslle

T
N a

website defacement 71 # 8951891UF1UNIU A D NSUALAA

a g & A a v a " v g = a
nstanfivlediiedsunuasdoyaiineunsniniu 3l
fTnquszasatiie (1) USuid sundivledidmungludu
pinAuledlnd n3e (2) LALLM (content) A bUNIUsz @98
asuuntn S uladiu

1 v A

Tunsdifie linisd

¥

% 3 s Sa v -
aiNLUUI%MMaaﬂaNqﬂm NURUIRN AN DU
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Vuledase Jusenevgsiaanusanduuizuanisnaenasuly
AAAUNIUYBINI SEC Scam Alert

https://www.sec.or.th/TH/Pages/ScamAlert.aspx 1aela' & @9

F18UHIUTZUU incident report

4.12.7

a '

[new] NSMNLUSLNBUTIAINU?

] q

Ao A

flyanaLousnsd svesuItmifievh
N1SNABNANYNAMIBUTEY IV 1
Vulesd asu Ugd social media
Uaoy tJudu uS¥narusauds
wAnNTsalAenanediney n.a.e.

aeals

HUsENaUgIRvEsauILUIzLansraenawulunanuEy

9119 SEC Scam Alert

https://www.sec.or.th/TH/Pages/ScamAlert.aspx Fadu
Fosaiidrina n.a.n. ﬁ’]’mv‘fﬁuLﬁaﬁ%ﬁumimnaau%uﬁ
Aguudedrasimunasuisludmhsnuiiiedeuietamy
L‘lfawm%aédmmdmwaaﬂamu eteatulszanwulalndenis

WY

4.12.8

[new] nyeinudeyagnan 10 51e

Y

o

$lva fasrenudrdnaunsealyl

[

Tsifusenavgaiasiiunig il
(1) MITUINNUANNUINITTIBNUMANTAIVBIUTENFBRUTIS
sefuganienmrnssun1suivn fnsiivuniieulvves
wgnsaiwuiliesndls mindisuslimenuduimessfugavie
ANZNITUNTUTEN AAssienudinau na.e. de winldld
Mvuald Wia1sanan (2)

(2) lunsdlil Wiussnavgsiansndevssuuiiiiudndsesses
n151auA 52U (indicator of compromise) %3 97519@0U log
#13  mndelddn wmnsaifiad udiAnanssuuresuidy
Fsovdanansenuluraniny/deansenuiedeidosesdng 1
Fenudinnuieg 0g19lsAd fuszneugsiamsinnsansieu

nsdl Data Breach mufinguansdurimunaiy wu dad. Judu

4.12.9

v

HUT¥NOUSINIAINITANIITUN
TEAUAIIUTULTIVOUNA N5
Amsssausednineu n.a.n.
W ULA NN “NTOUTTEZLIAN
vgavin Aeuflagnenudiinam’

Tavsal

U4
o A o

nstlvavmMIalsEUUTYAvedn (Sruudugmdens seuudanis
Fdsdene svuusudsindsdouns wiiuleiudn wasssuushn
WaznaUNSNEFu) ) UTENOUTINIAITE 19T INTOUTEEELIAN
Aszruuvgerindafomenudninnu nas, muifmelunui e
itelii{Usznaugsialunaianuiiuinsgiunsseaumgnisal
Haenndesiu

dmsummmsaiiaunAdu IT Ju 9 fusznougsiaannsaivua
VEALNAUITNNIRITUIAIUTULTIVBUNA NN50IF 9 B9T1891Y

dA1nau n.a.e. iy lanuaNUINgay

4.12.10

[new] NSEIN SEUUTINAUE (19U

S2UUYes SET) vigavedn fusznau

winddeinaaseintymilainainssuvnuresiusznaugsia
LA LA AIINTEUUVDINUIBINUT 928 218TAN1SAIAUA LAV
-9 Y

drtneu n.an. fusznevgsnaldduludessenudiinau
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a =

gsfannTenldsruuingfes

P RTINR R AR CRIEY

1%

el mndayninduainniisauaiesusni bildeg n1eld
n1sidugkavesdinau na.g. usznaugsiadninfdes

iwmumaﬂﬁaﬁﬁqﬂdnﬁw

4.12.11

nsal ¥ sruungavedn uay
Husznougsiadyeanialiuing
Ainarnvaty §egnAraunsald
UEmsldviui gy dssuududsnda
Foreannmi 1 ssuy) HUsEnaugsa
A e93189UA0d TN N.8.9.

ERIRY

wigUseneugsiaazdisyuunietemnady 4 naunu Jagnin
annsawasululduinsleviui wigndvaneseenalallfiuana
azanlunislduinag nieldsunansemuainnisid sundas
dnwaignsliuimsunvesau 1wy doaddsuneunainduildany
niowdsuidunisdsddsinunislnsdwiniodiua nsdi
T{Usznoussfiassauduineu n.a.n. wininnsaiszuu
nyavedn uaghUszneugitalissuu T drses vilignAnduanld
Uinsliunfineudsszeznanifessenusediinnu guszney

gnalidndudesenudiinau na.a.

4.12.12

nsal v sruunyavrdn uaz
fuszneugshaasululdssuy IT
d1s09 MmlignAnauunlduinig
louni @nAnldnurmuueundiaduy

PIDITLUULAN) NOUDITTELLIAN

|
N v o

7 6 9931891ud11nU n.a.0.
HUT¥Nougsnan 8951891ume

dinaunsali

lunsalngusznaugsiatisyuu T drsewilignAnduunlduinig
launfneuissreziiatifessigaudiinau gusenaugsia

Tigdudoasieaudinaeu n.a.m.

4.12.13

nselsEuUvesEnUsenaugnaey
Fe019daHAnNTENUADNITIUINS
ANA1UNNIIE N30 U9EI1UY
2 a o < v

HUTZNOUTINIVNTUABDITIHIY

dinau n.a.e. wsoly

mnwansadiiuldladsansenusegnAtluinig (mumdninas
nsfarsanvienimun) fusznevgsialidniudeseny

winn1sadsiadingu n.a.m.

4.12.14

NItV MTAIEATEINARULTEVI N
UDNLIANYINNISVRSETINGY NA.H. LU
— 1381 night session U3 TFEX

A o

- nanaAudmTugUsenaugsia
Aunsndasvandavhns
24 luamnu
- wnnsaiveaveintuiuans-
o7iind Fudunahmsves
Auseneugsia Wiy
HUsznaugshasesenudinmu

Tunanla

nsdinumnn1saliiddeuludessenudinau ueniuiins
YRIAINNY N.A.9. Y5aUDNLIAT 8:30 W.— 16:30 U.
(1) Tssnulaebitngr meluian 10:00 w. vesiuhnsdald

(FuinnsvesEulnay n.a.6.) enfleg1aay

AleE1919aMEAYEIN nadesTenudingu

s

a1 21:00 w. vosTuwgiaud | anelu 10:00 . vasiumns

<

1381 3:30 u. vasiuAns anelu 10:00 u. vesiuAns

1380 9:00 Y. vasiuEns Aelu 10:00 U, vasiuTuns

aelu 10:00 U, 989191015
falu

£33 9:00 . Juveavinn1Tves
@11N9U n.a.0. (@500

Y
Gulad

P2

Suazideaiufiule

89d11N9U)
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2 swnuanuAun Wednswdsuidasaniunisal vise
Aufiddnmuiews andseu IT aendudnisliuinig
Ihegaduund

3) enudewnnsalgfvieudlutymudaiade

4.12.15

NIIENUMANITAIRAUNRIY IT
NUYBINIBENNIaNNANATNIU

MU Mneisemdla

YINWTBNUMANTARAUNFA IT Ndtinaudmue fe

mMITeauEuUlYd https://web-incident.sec.or.th

el dwisufsznaugsiafisiliinsamadou aunng
swazBunmsameidouuazmsiloay 16
https://www.sec.or.th/TH/Pages/CYBERRESILIENCE-
INCIDENTREPORT.aspx

wuewn: lunsalidmadadeslunissenuuivleddnssiu

HUTENOUTINAANINTI8NUNINNAwR R T MANYITes viSe

F1891UK 1UD LUA incidentreport@secorth %a 431N U Y
L Usznavgsiastenudeyaruivled§nasadaglidnd

Welinumndntoud

4.12.16

nsal v vduusenluase unseld
infrastructure LA IR UNUSUIATS
N rAUISlTHANAADU

saufulavsaly

mnUIMsLazyAaINsvesUsznaugsaddiusiulunisindey
JufvUSELInsausEnluase waglauinan sEngaunInan?
WIMUMIULAZUSUUTIMNUNITUTITIANI TN sl UN AU e S

s v =% £ o 1 2 & o 6 o 6
aaAnIudy Msindeudsnanidulynuinguszasdvemaninas
el ndusmsuazuaaInsvesiUsenaugsialiladaiusuy
Tunsindey azlianusananIsnagoureIuSENLINS aUSEN

TuwaSaunlasnadale

4.12.17

N399I cyber security drill #a4
1Y o =¢ Y aa g

Sﬂfﬂ‘ﬂf]ﬂﬂﬁgfﬂ‘lﬂ,ﬂ waznIad N LU
USunluese 39Ld infrastructure
LA IR UM USUIATTNIE] B8
ﬂ%aqﬂqﬁﬂiﬁlmaWWﬂaUﬁlﬁmﬁu

Tonsoli

e UseadAvaIn1sInYin cyber security drill Lﬁ@iﬁ@:ﬁmmaz
yaansiisadosnelunidulunnsedudu Tdanizudifios
fheeu T asdusin Tunsnaaeuununsusmsinnismenisal
U cyber F9aztheliyaainsiiisatesnisluuivm awnso
UitRmumuunuletiamanisalldog19iusednsam uax
UszAnSua uazdeaunsatinanisaaoud ldndusinuniu
Anugnfesmngauveaunuiinglild Vil fusznaugshvananse
ﬁmamw"mm"ﬁﬂ”qu&wu table-top exercise %38 full live

UM UALADT

4.13

a 14
BNUNLRUATY T

4.13.1

dinaudifiteg umsdaviuNugna

fu 1T wseli

HUTENOUTINIENITARNYILLININITIAYIUNURNAUAY T AR
Taann NIST Special Publication 800-34 Contingency Planning

Guide for Federal Information Systems
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4.13.2

Tunsdlfiffuszneugsiatiunuuims
AR DL 9aN933A (Business
Continuity Plan : BCP) ﬁﬂiawﬁqu
NSTAYILNUA M UA 1Y 1T Wag
LH5UmUTUEEUIINAUTNTINANT
Y8R UTENOUTINIVTOARIENTINNT
Alssueumneuds fusznousiia
aruvaldunu BCP Aana1iuwnu

MsdnviuRuRnELIY IT laviselyl

HUsgnougsivaninsaldusu BCP umumsdaviunugniduaiu 1
NINWHY BCP Aana17 Asoumgauasiiloniluii oan1sdnvi
wHugNBUA IT Wisswasan1saliuns wasiduluaudarivug

\SRMNURNLAUAY T NS A MLABE19ATUAIY

4.133

{Usgnaugsnaaulsanivue
seviandmaneglunisifussuy
(Recovery Time Objective : RTO)
#fenuies Teaenndesiu RTO
YBINTLUIUNINGINA (business
process) Wi liaenadpaiutamuum

Ya9EunY n.a.n. levsekl

WENNITVBINITAIMUA RTO Temunzay 13 uduainnsuseidu
HANTENUN1953A A (Business Impact Analysis) Ll ol U
wansznuilleszuvaulaszuvanuniangavein uazidoya
Fana17u17iAs1e i e nuanse UL MINE RTO wag RPO
Tiuesdns ndeuedalviunuauuasninensisndusiag 9

dielianansadrussuuldnelunseudmanefidvuald

ae3lsnd UszmawuufiRvesdndnenu nana. dnstvusanseu

Whnungves RTO Tilesiiu 4 Halus dmsussuu [T Naduayu

NILVIUNTTNGIANAIAY (SPUUudY 9 awnsafinsanta

muanInzay) iie vl Useneugsialusnaianuiinisusnig
IANT35PUL 1T Feaduayunsesuiunsegsnanadidyniels
nseuszaznandmuielunisdaussuuiidunnasgruieady

'
aa v a

lunsainuseneussiaddednin fusznaugsfvaiunsadalid
nsluinisludnuni manual itelrignéanunsonduulduims
VLré’fashwimﬁmmumafjﬁuﬁsw T melusseznannananla

Wil msimun RTO lawsnzas wu RTO Aunwiuase Wudu
omdwmaliiAnnsinassvdewssundnensiiliiioame Snisens

Liaeprdasiuidmunglunisaniugsivesesdinsla

4134

YaULYn (scope) Tun1smumiuuay
NAFUNITUHURARIULNUR LAY
fderimunegdlstne fuseneugsha
ansanivualaeanialy gy
NUMULagNagouNISUHURAY
LHUR AL ULNIETEUY T
HedAey Uaz 1 ¥a uarsruusy 9

Temuanumunzay Wuduy

HUTENBUTINIMTVIAFBULALNIUMIUNSU URMuUNURNIBUANY T
pg1tosdaz 1 AT F9AUTOAMNUAVBULUALAZLIANT0IT 1Y

Tun1snaaaulseUlsmumnumuizay ag19lsAm Ad5LE0N

v
a =

naaeuwnN1Ialfdllan1an wiiadu (likelihood) Laze19d9

a 4o |

nansgnulinszuiunmegsianddgyneasedn (impact) Wy

o

MIngAYeinYessyuy IT NauayunszuIun1INegsnand Ay

9 Ll o

Wudu nsdszuudu 9 Juszneugsfiaauisafiansuveuius

WevhnsnumuseznaaaunsUfURnmunulamuaLmIzey
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4.135

NISNAABULHUNLAUA U [T
A7U13500 LU UNITHUU table-top

exercise lavsaly

{U5enaugsnaaIuIsanInuaUsuunsnagouknua nidy
(191 walkthrough, table top %3 ® technical exercise W udu)
Taenmdasiuinguszasdveanisnagey ag1alsnia FBnsvnsaey
7l A5 T A URNIZAU T UAAINLING DU LAY AI1ULE B
TngAsauAqUIMANTTal (scenario) lenadeHANTENURBNTFUILNNT

negsnanddy ivelitulaldinaganunsaldnuunugniuiu IT

Iegneliusedvianadloinmgnisalidmasionisnsiugsng

4.13.6

mwmaammuqmﬁ‘um”w T
ﬂiamqmﬁamimaauLmuu’%mﬁ
mmm'mﬁa&mdﬁjﬁﬁ] (BCP) siq8

50l

WHURNLAUATY IT Uazluy BCP Hinquszaaiunndneiu na1ife

- 4N BCP T UsgasAilamvunianssy NseuIums viselunau

o a

\ielvigsiaansaduiunmsldedisiaiias Weldawnnsaianidu

a o o

Wy fusssuni saase uazdoanaunmsleues Wudu

- UNURNRUA IT TingUsvasdlionMunnangsu NSEUIUNT e

q

TunoULN 0n137 A uszuy T 7 dJeddsy (aitical IT functions)

Tnduanldaulaiduund aud usenla frusd muneves

Recovery Time Objective (RTO) wae Recovery Point Objective
(RPO) 13
ot1alsfAd unugnidudiu M ngndmunlfidudiund wes
uiu BCP ety fusenaugsiaaansvaaouwsugnidudu M
mugiuuwuuImsauseilemisgsiia (BCP) 16

(‘i’]EJaSLgﬁJiﬂLﬁlJLaMWIiJLLNUJYIWIUQWﬂNu’Jﬂ 6)

4.13.7

nsnaasuli wid'neruaiuise
UvRnuananuilafld (work
from anywhere) fuindunsvageu
nsUJURMUHUg AR 1T

30l

TQUsEaIRvaINITNAaRULALRNEWA IT A n1svibiiulalai

a v

wwanidudu 1T Anmuald auisaldnuied Aussuy IT

9

A d a1y (critical IT functions) T¥ndvunldaulaiduuni

pg198UsEaNSNa

9819517 nseygnliwiinaiu work form anywhere (WFA)

9191938 nManaaeuunuan@uiu IT 76 iesnlulauans

TdudsnisnageuduneunisiiussuvruiifidedAgylinduan

o

THauladuuna

4.13.8

[new] nselsEUUNUTRILTENOY UL
s¥uuAae (Cloud) v avun
Julusipsdamituneunsdfussuy

vl

A1519971U Cloud wiagUselan (SaaS PaaS %38 laasS) dvauLan
ANUTURAYEUYRIR 19U waglliu3n1s Cloud Nuananeiuy

HUsznougsNaniIsiatsandisanIunisal (scenario) M azd s

o
v o v,

NIENUABsEUU IT vesuivniazdnliivunsunisiAussuuegia

LNEIND

A79E19 NIl UsENaUgINalduInIs Cloud luguuuy Infra as a




- 35 -

a19U ADY AMBUY
Service (laaS) 11 n3edlE91u Virtual machine (Compute Engine)
Afuszneugshafiniilunisinwanudasnievesssuuie
Auled § Usgnaugsnaadsardedansad sruugnlaualag
ransomware @slunsdidutiilunisdfussuuazegiifusznou
ﬁqiﬁﬁ]ﬁ/\‘mmﬂ

5 nsasaseuiumalulag
a@138uwme (information
technology audit)

5.1 SUNANSNIEYE, USENUSEAUTIN, Q‘Uisﬂauqiﬁmqfmas?jaagjmalﬁﬂwsﬁ’qﬁﬂ%mms:mﬂﬁwﬁmm
an1vun1niudt Saded unun | nam. 7 as. 38/2565 fudhiilunshdsenusanisnsieaey
ngvunedu Jadudusznougsia | du IT (T Audit report)

Uszam LBDU feathdesisaiuna | Wuusinsdsunmsmded Ussiudin vieanidunisiiu daldsu
nsnsavaeusu IT levseld winsluougaussneugshansansui uaz/vie Aansnisbunas
TiBundnning (SBL) whilu Alidesdnindensnudingn
5.2 nsidensyuunufiegluveulvs | szuu IT fiensegluveutumuesnisii IT audit msAseUARNAIE

YBIMINTINEOU AITANTANBESlS
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vinsuagndngiuusznounsnsialitosndn 2 9 duusiud
fufiunsasivaey luguuuuilansnsandeulidinnuSenguay

ns7vaaulalnglidngn

531

v a o 2 L% <@

§usznovgsfadnludesdaiiu
ATTATYNINITAIEAULDS K130
A1USDVDNTLAIYNINITIN

Hnsraaeuiiethddliiudineu

nann1svesdeimunfe JUsznaugsiaaunsauanstayaineliu
MInTIadeU (W Yudinnszawing Wudu) dedninnwseny

wagnsiageuldlagladng dedu fUsenevssiaaiuise
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a0 A0Y ANBY
dediinanuiee (1) wiunszawinislies wie (2) desanaeududinunszany
Vinsfle
ot1al5Ad nsfiUsznevgsAaiunszawiinigliduauies
sy liiulaldindnisnunuuagdafundngiunisnsaasy
Legsmsudnuduszeznatlidosndt 2 ¥ uazndould1iinau
Senglanudamruavesdiinnu
5.32 nszwinssluded template | @1dnaudilafinun template ¥93n358A1¥IIN1IUS BUANFIU
atdinaufvuanioll Usznoun13nsia g 19lsid nszaiwvinisuasudngiu
Usznoumsnsramsiteyaiiiismeduandiiiiuingnsivaey
lesausandoya uazasunanisnsrsaoulaglainud esfu
DYIANVRFUNE
533 N13389UNaN1TATIdRUAIY T | d@dnaulddaiuwuusigaunanisasigeuaunalulag
arursavarnduniwidingy | asaumakasununsusulsudludaunnses (wuusieauna IT
lovizelsl Audit) lugUuuy Excel fitdusnsgiulunisssanudesyase
dinau Tnetagiufifisnesfunmlngwiy
wail ns¥avi working paper lngEnIIadeU nson13nTendeya
aslunuusieura IT Audit 1y Jeyaaguuszinudaunnies/
Tonsiany gusenaugsiaaunsasyyteyaasluwuunenulagly
AMwdangule
534 N5l uT NS MSI@eUATIY IT | NITUBUNNIENITATIA@BUAY IT TN external IT auditor
A1BuBN (external IT auditon) | litfuinduns outsource Lilasanngmsiaaousu IT (T auditon)
FosufRmudsemaiifeadestu | agvimind asradeunisaiuaukaznsUFUR U T
nsuounuieliyanad uilu | awmeuwnuaruiunImsafifUsznougsfatinun uenani
Fusidunslusiiiioadostu | fuszneugsiadsnsininiidaaulaludiudifyvesnszuiunis
n15UsEneugIna (outsource) WU | n3IR@eU LHu nsinsanddunsfeafudensiany us
5. 60/2561 vivelil
535 [new] vnni avamdeunuaniunnsed | nnisuiladensianunieteunnsesdilduduaianeunisdn

o Y

NEINUNININITAIUANTIUSENTUS
NBUNIIATINABY UALDY TENI
Anfumsmaunuuwdluidaiau

waelASUBUIRUNLING UT I

D¢

= [ a

) @ ¥
AU FIAINANTUNTUUTELAUUD

AN UYS DL

AsIUsEIunNnaivedinuty Tluniseaiuaudetiug A
Fanaduussiutons1any 1199971089 AULE 89911N15A

MsMIUANTIBINTAUANLTEIUNSEIY
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A10U

ANaY

ANRaU

5.36

[new] NM5AsBNNaN1SUTELEY
Ju “war dulunsendeyadl
AMULANFA1TURENals warldau

Wela

nsviuindleglingen aelinawiriugnsiaasulilansivasuniy
siadamsnuautug wimnngasvasuldduiunisnsaaeunia
shtonismuauiuid uwidritouly il

(1) vimlsifmnudesiifedeatunisauau

2) mamuauliaunsaldldfussuu I vosuidm iiesani
To31iAU19UTENTT Waziin15ueentiu (exception) I1NFASIUY
awilf 1y fuimsszaugs viieanznssunsuen usu

Winsnaeuausaszuranisuszdimdu “N/A” 1d
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AMANUIN

NMANUAN 1 : WHUAINUERS mobile device, teleworking waz BYOD (venea21u FAQ 4@ 2.1)

darimiun
Teleworking

+_|:|_|:|

. ]

I

: \&\{\

: Internet/
: Teleworking Lt
1

I /

I

1

1

I

1

--O[0

dorviun
Teleworking
+ BYCD

‘%\3_ _____&

Wi-Fi_Guest

D Corporate

Internal/ Device
DMZ Restricted |:| BYOD
Zone
Office

8 8 G
ool

Wi-Fi_Internal

¥ Jorimun
! Mobile Device
1

o

o
o

s Mobile Device

Jormiua
BYOD BYOD

dorimun
+ Mobile Device
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AIANUIN 2 : éf'mti’l\iLLUU‘lJizLﬁuQﬂﬂamEJuan (Third-party assessment checklist)

(v818A2°4 FAQ 98 4.2.2.7)

wulssdiuiiiagUsvasddelitedmenisisiinsinnsanideinig (1) Tuimsaudiu I 91nyananisuen
(2) Weusieszuy IT FuyAnaneusn wag (3) sy rlvyananeusnansaitniedoyadifyuiotoyavesgnin
firuaugua Lildf¥anUszasdifiotmunmonsisiiasfissaniomeiifussnougsiafonirluldufos

fusznavgshamsthuuuUssdud lUsusafufsliinnzauuasaenndosulovisvesiUsenaugsia uas

o w

s¥RUANULTEdAYURIUARANIBUBN

v 9

YaymananIEUaN: Juinusaaiu:

Ussan | [ Aliusnnsausinu IT

[ fifinsideusietuszuu IT vewusynougsia

o w N v v

] gnannsaintiadeyadidtyvieteyavegna

v Y Y

SIUASLDYNVDIU:

Auszfiu:

1. AL
2. AU

daufl 1: nsUsEliuaudeevasuAnantguan

STAUAULEE

ﬂ’J']ﬁJLﬁEN"UEN‘L!ﬂﬂaﬂ’]EJuBﬂ3 1 2 3 N/A U8R

A1 | NaN | g

anudBsiunagus - 1w VinsiazUsvaunsalvesiuimsibidome
o1alugnisiaanudile vensmuauandssiidday uay
Faduladnagniiaawain u3eanudesinisduiunisves
upnanisuenliatusansvauewmseliaenndesiudmaneuas

NAYNSYBIEUTENOUFINA

AULEBUNgVNNY - WU Aanssuiadumsineyaranieuen

LidulumungszdsuwazenvdmanssnusedUsznougsiadenad

ﬂ’J’]lIﬁﬂ‘V]’]x‘Iﬂ{]‘Vm’]EJ

> Yszmunanundeafissylunnans iWunshidhegeanudssdfgifuszneugsionsiilda visll fuszneugsna

919RTUANUELDY o ulanNaNULEEL
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ﬂ'nmﬁawmqﬂﬂan'wuan3

STAUAULEES

2

3

AN

g9

N/A

U8R

anudsInmsifuguanazusvsianisyananieusnillisany
B - 19U N1shianansonsavaeunIsAiliuuYBIuARREYEN

TamlunULe 9

Y

AMULEB99INN1INTLINAT - LU Yaran1euenlinuddyiv
HUsenaugsnasedugenia (higher priority) Tunsalfifinmanisal

HaUn® JayamaneuaniignAineundaymilvignAmanese

= = = < (Y .
AUEBAINNTIINIYARansuanelaTenidadundn (third
party/vendor locked-in) - 13u Tadninlun1sildsullasnalulad
H1U3N1T v3edednintunistisvuuniedeyanduanaiiunisies

WHudu

o % o < ' g v a
ANaLFBeA U IT uazdenielaued - 1w szuuiliuinisiag
yaraneueniintates sruuvesyaranieueniveduivilideya

Aansgaymevisesilva (Jusiu

Yy o

ANy ARANNEUBN IEDUAHIUNSUNY (sub-contracting)

1 a va ! [ v
- WU subcontractor UfUsnuunnge LlUuau

wamsUszidiy : Wuyaeanieuen 018 O Lifideddey

daui 2: nsusTliuauaudAvayAfanIBUeN

Jawnnsuseidiu

Nan1sUseLiu

Qi

ladpinu

N/A

U8R

1. dayanly

1.1 nseeamedounsuiem / Tueugsdseneugsnaiieites

12 fiau3m (proof of location)

13 §1ugn1ensiiy

1.4 YoLdu9999UsEn

1.5 UsgiRvasuims

1.6 anudpamey/Ussaunsallunisliuinig

o o

¢ fuszneugsiaamnsafivuaisnmsiiansauanuidedAgvesyananiguenanuanisuseidiy

o 3

AULFIAIUAN )
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Uaden1suseiiiu

Nan1sUseLiu

[ARi}

laipinu

N/A

VN8R

1.7 1As9d51999AN3

1.8 Usgdfieatumanseyinanuiianangvung

1.9  nguunendnalddaduivyananieuen
(nstlypraneuenUuUTEnsUsvna msinsaniemudiems
wingauvasngrinenvaduldivyaranieuen wu

msfuasestoyadiuynna Uusi)

1.10 ¥9smensinsie waznssunisdgm

2. MIUIMSIANIsANNEUAlUlagansaume Wazduaney

maleiues

2.1 UsgiRneatunmsiilvavesdeya (data breach history)

o o

22 Usgiineatunisgnlausinislecvesegdiduddny

(significant cyber-attack history)

2.3 Wlgu1g/a1asnissneanusuasUasndeny IT

2.4 ulsvg/aasnsinwianuiuasasnieveseya suisleya

duynna

2.5 NISUTTINITAMULESS ﬂ’]iﬂ]‘U@llﬂ’]EJI‘u N1 TIEU

melu wagnmsfinaunanisufunnu

2.6 WNUNITUTMTIANTSUANTSIRAUNRAI IT (T incident

response plan)

27 msnenumgnsaiiaunivsetymen IT deusem

2.8 syuunud15eq (disaster recovery site) WaglHUAUSTUY IT

(disaster recovery plan)

29  auaniRlusuanuseiedunisuing 877 Uptime SLA,
Recovery Time Objective (RTO) wag Recovery Point
Objective (RPO)

2.10 HaNsnaeUAUUIEANENIW WazANTuAIUaBn BYDITEUY

L performance test Way penetration test report Hudu

2.11 WUIMNINITUIIITIANTT sub-contract (NN5A9YINUAB) LU
- msude{UsEnaugsna Welinsldnuniaiudsuudas sub-
contract

- anusuReve eI lunsaliinislday sub-contract

2.12 anwassatunsidsuudasyaraniguen (alternative third

party) lunsdliuapanieuenlidaunsaliuinissiela

2.13 M3alsiNan1IATINdR AU IT Inggnsiaaeunieueniil

Aududaszuaslininsgiuaina 1w n1snsIvdeUnIy
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Uaden1suseiiiu

Nan1sUseLiu

[ARi}

laipinu

N/A

VN8R

1175514 SSAE 18 (SOC 2 Type 2 Report) %38 PCI-DSS
Attestation of Compliance (AOC) tJusu / Msfmunans
IUﬂqiLﬁﬁqmﬁﬁﬁ)aaUﬂqiﬁqLaux‘ﬁuLLaSﬂqiﬂ?UﬂﬂJﬂqﬂiuﬁUaﬂ

YAAANIEUDN

3. AaantAnnuwmalulag

3.1

nsthssuunsedeyaluldnudussuuaudu viieaunse

\Bealususeuuduld (interoperability)

3.2

ANuTuAIUapn N yvaInNIsEuduAInU (authentication)

3.3

UseANEN LA ALINENNOURITZUU (capacity)

34

Wmsihsavesteya (encryption)

3.5

Bnsamuaunsinfseya (data access)

3.6

ANMUULTRUBINALULAE ALY
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AMARUAN 3 : WHUAMNLEAINTSLAU application log (¥818A2M% FAQ 9 4.8.7.3)

*— Source IP
—»  Destination IP

Client Mobile D B B
SETTRADE
PC (home/office) .H Internet (ISP)
Internet cafe C
a e o o C!
yItmuannsna A\ 4 SET
Firewall
fieam 4 A
D
@
- .
A
% Trading
A A’ application
< Clie >
V4 vendor

AANUIN 4 : A151978E19N15LAU application log (¥8M8A214 FAQ 98 4.8.7.3)

1. Authentication part m IP address (Source)
2. Trading part Broker ID/No. | Symbol | SETorderID | AccountID | Date &ordertime |

3. Source - IP part IP address (Source) IP address (Destination) Full URL

A3 corelate log seuinvadnsal
nsel 1.1, (1) + (2) + (3) e Asel 2.1\(1) + (2)+ (3)) wrpebicr

Trading app Tradingapp  Network Firewall

nsel 1.2((1) () + 3 eusicr n3el 2.2(1) + (2) + B3)) e pusiicr

\A3avuad ua. SETTRADE SETTRADE
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AANUIN 5 : WNUATNTZUUTIAB99A IRIN1SNAgaUNT5IR1852UU (penetration test) agnstiosUas 1 A way

o w

nnAsIIn1sAsuLUaIsTUUAINEageiitedAty (vereau FAQ 4a 4.8.10.7)

P P AN o . My @ &
WauraNuAsaNgas158d (intemet facing) lildaudanuinsavieaisnsue
szuunuddy | M va M va
M pPenetration test [ penetration test
sTUUdY 9 saude | M va O va
) ' . .
ITUUAIDVIY M Penetration test O penetration test
1ng
M va fo99alil technical vulnerability assessment agnstipstaz 1 AT uag
VNATININSAsULUaISE ULl Ty Ary
O va: aunsedevin vulnerability assessment Taanaamuvinga

M Penetration test  ¢iaadnlsiil penetration testing egnstislay 1 Ass wax
nASsnMsUAsuLUAsTEUUBgsilTdAty
[ Penetration test  amnsaimiusmeuALazIavh Penetration Testing IfnupnuwsnzanfupmiEsmnmMsyngn

NUSTUULAS 8U e ey

* STULRrImTEuu

atfuayunsuiianig

o

(back-office system) ig‘UU\‘]'ﬁJa’]ﬂﬂ‘J,

s syyudalAuuazusng

aa = '
FTUVUNUNILTUAD

(Critical Application LA DT AT

Fansdayagnin
* szuvdnnisammu System)
* syuudafuninddu

(Internet Facing)
Penetration Testing
Wusiu atstiastaz 1 A%s uaz
w‘nﬂ%ﬁﬁﬂﬁ
wWasuwasszuy
vnlila Internet Facing anaunsadavin fana1edeiiioddy
Penetration Testing ldnuAnumnnzey
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AANUIN 6 — TAUANAI952%39 IRP, DRP, ITCP waz BCP (v818a214 FAQ U8 4.13.64.8.10.7)

YLUAVD LA

WQUszaA

VBULUA

Incident Response

Plan (IRP)

MyuAIsUuRieUssIN
HANTENU wazubuwnnisal
RaUn@Aa U IT 1w cyber attack

WHudu

UsIRansENy waztoaturudsmeiienaiinduiy
Wiy mueAsnsLenLedesiiAnlaiaeenanssuy uag
cleanup svuu fus sieil IRP eraifugaEusiluns
activate Wi ITCP waw DRP siolU Juogiuamguusives

a@01uN15ad

Disaster Recovery

Mgy uRlunmsiuaeunda

Usgmelinaandmansalidmansenulvssuu IT

i o 19

Continuity Plan
(BCP)

N9gINndAyaIsasLiung

salUlsag1esailianiionn

WA SINEATLIN

Plan (DRP) nsldszuu IT WWsaaiidses | Afdeddmeavein wasdesmsszezinailunisudly
(relocating IT systems to an
alternate location)
IT Contingency | Amuaisufualun1sgausyuu IT Lmuﬂ15ﬁﬁuisuuﬁ1ﬁsﬁuﬁ’uamuﬁ (location-independent
Plan (ITCP) Tenunsainavantdaulaniely | plan) ‘1'71'3,;@Lﬁu’i'%mifjﬁuiswhjdwsﬁ primary site %39
seazandwaneiidivun alternate site
Business AvusIsUfoRndIelRnszuIuns | usuiildauitevhlviesdnsanunsasidunszuiunsmassia

o

(business process) NdAaylasgnssiaiiios Inglivuegiiv
wAlulagyly viadl BCP 91301591989 DRP wag ITCP
wieatiuayuiiglinseuiunismsgsiandugnistusnng

Unile

nuenn: Jo1u TngUseasd wasvaulnvadLNEe1llANLLANA1RUluLIRTEIUANG 9 Aesule

Tum19°9919A U198 991A18na1T NIST SP 800-34, Revision 1 — Contingency Planning Guide for

Federal Information Systems
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AMANUIN 7 — AITANRUAYIULVAVDINIIATIVEDU (V818ANY FAQ 99 5.144.8.10.7 )

3l 1: u3ew A Judusznevgsianiiszduanudesiiunans Jadesdinisuuy full scope nd laed control

wa o o

TIRaUuRTIUTIN 264 T wavdszuu IT Afldeddgy leun System A, System B wag System C °
o Tuwsiagd mevh IT audit fipsnseurqy control ATUNNTE

e luusazl UTYNAITIUNULARITUAYBULIATRINIATIRdR Ul ATOUAR USEUL T NilTedAgyet1eias

1 3¥UU WALATIIAOUYNLIAINIIAIUAL (4N control) UUSHUUNUAING TN LB lriAENTIUNTUTYMIYS

AENTIUNIT A S Uteuvnelidayailiieaneyusenounsmiuguan1sU U nuuazus mMsdnnsnnand e
AU IT e iiussavsam

Aa v o o o

e nstlszuy MATedAyd ey lureuwnvanisnsraeulszdnd wilild$unisnsiaaeunn control

7

wu U 2566 UT¥NILNTITABY System A (M control) wag System B (\an1z control T Domain 2.2)

Wi Usznavgsiaud ey auiuindmsu System B lu column B 484 Sheet 3. Scope Tunuusngaung

[T Audit Tisey “System B (p539@0ULan1e Domain i 2.2)”

o

f8819 F5N1TINHUNITATIFABUVDIUITEN A U518avL98n Aatl

Uit x Ui x+1 Uil x+2 Uil x+3
System | System | System J System | System | System ] System | System | System J System | System | System
A B C A B C A B C A B C
Control #1 X X X X
Control #2 X X X X
Control #3 X X X X
Control #4 X X X X
Control #5 X X X X
Control #6 X X X X
X X X X
Control #264 X X X X

® Se%a58UU IT Ny

o w

o

a

antun

msagj‘i,usuawummmsmmaau A1115091989 “Sheet 3.1 Critical systems”

YD “UUUTIBUNE T Audit” dnsussuu IT ﬁlﬂé’gﬂﬁmum‘iu Sheet AINATI USENFIUITONINTUIVOULYA

591 IT audit WuRNlAALANLLERS
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[TBA] [Yayaagseninenisuiuuy]

P

3l 2: vs¥w B uiUszneugshaiifiszduanudes Jsiesdinisuuu full scope Uviud tnedl control Aides

wa o

UfURdIUIIN 264 o wavdsyuu IT Nt
#

o o

vdAgy laun System X, System Y, way System Z

1n135m32980UKUY Full scope

mMsvi T audit fiBsnsauAgy control ATUNNTD

USEMAITRLHLLAET mMUAYBUWATRINIRTRdeuliAseuRquszuL [T NifldadAyettas 1 svuu uay

ASIIAUYNAINTNNTAIUAN ()N control) UUTFUUIUAING TN LB IARMENTINNITUTYYIVE 8AMENTINNS

7 1A Suteunued oy afl 1l sanaUsenaunsMA ug kan13US UM 1ulazuin1sdan1saiud e

o1 T lepeneliuszansam

' '
Aa v o o =

nstlszuu M Adduddnd ey luveulrnreinisnsivaeulssdd wililasunisnsisgeunn control

iy U 2566 USENALATIVE@DU System X (nn control) ke System Y LaW1E control Tu Domain 2.5)

Wi Usznaugsnaud wWayaimandmsussuuau Y T column B 484 Sheet 3. Scope TULUUTIBUNE

T Audit Tsey 31 “System Y (as3aseuantz Domain i 2.5

YnlailAdunisasaadaunuu Full scope

1391 IT audit asnsaiden control uagsyuu T ey luveulwnvesnisnsivaeuldnumnuvnzauuas

ADAPRBANUAILELTIN YT DY

f19814 ITNNTINLHUNITATIFADUVDIUSEN B H518aztden natl

Uit x U x+1 9 x+2 Uil X+3
(Full scope) (Full scope)
System | System | System | System | System | System | System | System | System | System | System | System

X Y z X Y z X Y z X Y z
Control #1 X X X X
Control #2 X X X X X
Control #3 X X X X X
Control #4 X X X
Control #5 X X X X X
Control #6 X X

X X
Control #264 X X

Jona55299 N3l X+1 F9iin139399a9U System Y Uaz System Z log

- System Y dlmsnsaeaey control #2 Uaz #3

- System Z dimsnsavaeu control #4 uag #5

N5 TUNANDAENTIUNITNTORUTNISTAY TR AITTealnTeTnsesnudladnlunssIesIuna/nsainsIei

doya 1oy nsalluwudaunnses (finding) #195U control #2 Uy System Y {uFu1587194AAAIUITI VAN

control #2 Y8y System Z Alswudaunnsoasuriy




